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Course Workbook Reading Assignments: Classes 1-14 

NOTE: This table is for your convenience; but the timing and scope of your responsibilities in this 

course are established by the latest Syllabus, not this table.  Always consult the latest Syllabus!!   

The following Workbook exercises must be submitted, and readings completed, prior to the start 

of class on the stated dates.  Late submissions will not be credited without advance permission. 

Class 1: Wednesday, January 14 
Workbook: Read pp. 7-50 Complete Exercise 1, p. 63 

Canvas: Powell-Hatcher v. Wal-Mart and Preface; 2026 E-Discovery Predictions and Practice;  and 

Preface 

Class 2: Wednesday, January 21 

Workbook: Read pp. 51-62, 64-84; Complete Exercises 2, 3 and 4 

Begin familiarizing yourself with FRCP Rules 1, 26 and 34 including 2006 and 2015 Committee 

comments (pp. 599-634) 

Canvas: Green v. Blitz w/ Preface (14 pp.); Domus-v.-Arch-Insurance with Introduction.pdf (18 pp.) 

Class 3: Wednesday, January 28  

Workbook: Read pp. 105-136; Complete Exercises 5 and 6  

Canvas: In Re: Weekley Homes; THE SEDONA PRINCIPLES: THIRD EDITION, pages 51-54 

Class 4: Wednesday, February 4 
Workbook: Read pp. 137-192; Complete Exercises 7 and 8.  

You will submit screenshots for Ex. 7 and a table of file signatures for Exercise 8.  No submissions 
sought for Exercises 9 and 10. 
 
Class 5: Wednesday, February 11 
Workbook: Read pp. 193 -232; Complete Exercise 11, pp. 253-257 PICK UP EVIDENCE DRIVE! 

Class 6: Wednesday, February 18 :MEET ON ZOOM TODAY 
Workbook: Read pp. 258-292; Complete Exercise 12, pp. 293-306 

Class 7: Wednesday, February 25 

Workbook: Read pp. 307-318; Complete Exercises 13, pp. 307-318 

Canvas: Zubulake Cases I-V with Preface, focus on decisions I and III 

 

Class 8: Wednesday, March 4 
Workbook: Read pp. 319-353, Complete Exercises 14 and 15, pp. 341-353 

Canvas:Mid Central OEHWF v Hoosiervac LLC_2025.pdf 
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Class 9: Wednesday, March 11 
Workbook: Read pp. 354-394, Complete Exercise 16, pp. 391-394;  DO NOT DO Exercise 17. 

Canvas: Columbia Pictures v. Bunnell with Preface; In Re: NTL Securities Litigation (pp. 17-20 only 

re: control);  Hynix v. Rambus w/ Preface; The Sedona Conference Commentary on Rule 34 and Rule 

пр άtƻǎǎŜǎǎƛƻƴΣ /ǳǎǘƻŘȅΣ ƻǊ /ƻƴǘǊƻƭέ (pp. 475-527 only) 

SPRING BREAK March 14-22 

Class 10: Wednesday, March 25 
Workbook: Read pp. 395-456, Complete Exercises 18 (all parts) and 19A  

Canvas: Victor Stanley I; Fordham JOLT article re keyword search issues; Maurer v. Sysco Albany LLC 

w/Preface 

Class 11: Wednesday, April 1 
Workbook: Read pp. 457-471, Complete Exercises 19B and 20  

Canvas: In re: State Farm Lloyds; Kessler, The Myth of Native Production with Ball Preface; 

Relativity, From Pocket to Courtroom: The Legal Significance of Mobile Data 

Class 12: Wednesday, April 8 
Workbook: Read pp. 472-493, Complete Exercise 21  

Canvas: Fast v. GoDaddy.com; Brookshire Brothers decision (TxS.Ct.); Rodriguez_Brookshire Bros. 

Article 

Class 13: Wednesday, April 15 
Workbook: Read pp. 494-554, Complete Exercise 22  

Canvas: Grimm & Grossman, Judicial Approaches to Acknowledged and Unacknowledged AI-

Generated Evidence; Ball, Tailor FRE 502(d) Orders to the Case 

Class 14: Wednesday, April 223 
Workbook: Read pp. 555-557, Complete Exercise 23 (AI-Assisted Review)  

Canvas: Ball, Linked (Cloud) Attachments in E-Discovery-The Overlooked Evidence; Grimm, Capra, 

Joseph, Authenticating Digital Evidence, pp. 1-55 
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Goals for this Workbook 
The goal of this course is to change the way you think about electronically stored information and 

digital evidence.  Despite its complexity, all digital contentτphotos, music, documents, 

spreadsheets, databases, social media, and communicationsτexist in one common form: as faint 

electric charges or impossibly tiny reversals of magnetic polarity. These minute polar fluctuations 

are read by a detector flying above the surface of a spinning disk on a cushion of air one-thousandth 

the width of a human hair in an operation akin to a jet fighter flying at more than 800 times the 

speed of sound less than a millimeter above the ground, precisely counting every blade of grass it 

passes! 

ThŀǘΩǎ astonishing, but what should astound you more is that there are no pages, paragraphs, or 

markers of any kind to define the data stream. It's the history, knowledge, and creativity of 

humankind distilled to two different states (on/off, one/zero) as a continuous, featureless expanse. 

It's a data stream that carries not only the information we store, but all the instructions needed to 

make sense of the data as wellτall the data about the data required to play it, display it, transmit 

it, or otherwise put it to work. It's a reductive feat that will make your head spin and make you 

want to buy a computer scientist a drink. 

Yet, it should comfort you to know that no matter the volume or variety of digital electronic 

evidence, electronic evidence is more alike than different. Digital evidence is daunting, but it's far 

easier to identify, preserve, collect, search, process, review, authenticate, challenge and produce 

ƻƴŎŜ ȅƻǳ ŘƛǾƛƴŜ ƛǘǎ ŎƻƳƳƻƴ ǘƘǊŜŀŘǎΦ ¢ƘŀǘΩǎ ǿƘȅ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎƛǎǘǎ ŀǊŜ ǇǊƻƴŜ ǘƻ ŘƛǎƳƛǎǎ 

ƻǾŜǊōƭƻǿƴ ŎƭŀƛƳǎ ƻŦ ōǳǊŘŜƴ ǿƛǘƘ ǘƘŜ ƻōǎŜǊǾŀǘƛƻƴΣ άLǘΩǎ Ƨǳǎǘ ŘŀǘŀΦέ 

In these exercises and readings, we will delve into the fascinating journey that data takes from its 

binary notation as ones and zeroes to the vast array of documents, communications, records, 

recordings, and formats that lawyers encounter in litigation. As you engage with the material, I 

encourage you to ask yourself "how" and "why?" Specifically, "How does it work?" and (for law 

students) "Why will understanding this benefit me in my practice?" 

Through these exercises and readings, you will gain insights into key concepts such as: 

1. How computers store and retrieve data 

2. The differences between common storage media 

3. The distinction between system and application metadata 

4. The use and application of cryptographic hashing 

5. The ways in which computers encode and decode data 

6. The use of binary signatures and file extensions to identify file types 

7. The encoding of foreign languages compared to English 

8. The visible and invisible elements of an e-mail message 
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9. The location of deleted data and methods for data recovery 

10. The preservation, processing, and presentation of data for attorney review 

11. Techniques for reducing data volumes and isolating relevant evidence 

12. The functioning of search tools and review platforms 

13. The concept of forensic imaging 

14. The use and challenges presented by load files 

15. The impact of alternate forms of production on cost and utility 

16. The growing role of artificial intelligence in discovery and review 

While some of these concepts may seem removed from the day-to-day practice of law, they are 

essential building blocksτa foundation for developing practical skills. In any discipline, the absence 

of a solid foundation ultimately limits how high you can go.   

And hey! This is exciting stuff!  The amount of data that we create and store in today's digital world 

is staggering. Our lives are increasingly lived online through digital devices, and we are more 

connected, tracked, and monitored than ever before. We are more telemetered today than the 

Apollo astronauts of a generation ago!  This presents both opportunities and challenges for the law, 

as the amount of probative and reliable evidence available to us has never been greater. We are 

truly blessed to have access to such powerful tools for finding the truth as we enter the age of AI. 

I hope you will find this class to be enriching and engaging. Together, we will explore the thrilling 

world of data and its impact on the practice of law. Thank you for enrolling in this class. 

       Craig Ball, January 7, 2026 

About the Author 

LΩƳ ŀ Texas trial lawyer, 40-odd years in practice, and a certified computer forensic examiner.  I was 

lead trial counsel in a personal injury, products liability and mass torts practice for 25+ years and  

LΩǾŜ ǘŀǳƎƘǘ ŘƛƎƛǘŀƭ ŜǾƛŘŜƴŎŜ at UT for 13 years. My professional interests include digital forensics, 

emerging technologies, visual persuasion, e-discovery, and trial tactics.  I limit my law practice to 

service as a court-appointed Special Master and consultant in Electronically Stored Information.  

LΩǾŜ ǎǇƻƪŜƴ ǘƘƻǳǎŀƴŘǎ ƻŦ ǘƛƳŜǎ ŀǘ ŜŘǳŎŀǘƛƻƴŀƭ ǇǊƻƎǊŀƳǎ ŦƻǊ ǘƘŜ ōŜƴŎƘ ŀƴŘ ōŀǊ ŀƴŘ ǎŜǊǾŜd as an 

instructor in computer forensics and electronic evidence to multiple law enforcement and security 

agencies around the world.  For nine years, I wrote a syndicated column on computer forensics and 

e-discovery for American Lawyer Media called "Ball in your Court" and my writings still appear in 

the national media.  ̧ ƻǳΩƭƭ ŦƛƴŘ Ƴȅ ōƭƻƎ Ǉƻǎǘǎ ŀǘ ballinyourcourt.com, other writings at craigball.com 

and me in the flesh ƛƴ bŜǿ hǊƭŜŀƴǎ ǿƘŜƴ LΩƳ ƴƻǘ ŦƭȅƛƴƎ, driving, training, hiking or sailing 

somewhere (travel is my true passion).  You can reach me as craig@ball.net or call or text me at 

713-320-6066.  LΩƳ ƘŜǊŜ ǘƻ ƘŜƭǇ ȅƻǳΣ ǎƻ ǊŜŀŎƘ ƻǳǘ! 

 

http://www.ballinyourcourt.com/
http://www.craigball.com/
mailto:craig@ball.net
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Introduction to Discovery in U.S. Civil Litigation 
Until the mid-20th century, civil trials in the United States ŎƻǳƭŘ ŦŀƛǊƭȅ ōŜ ŎƘŀǊŀŎǘŜǊƛȊŜŘ ŀǎ άǘǊƛŀƭ ōȅ 

ŀƳōǳǎƘΦέ 9ŀŎƘ ǎƛŘŜ ǘȅǇƛŎŀƭƭȅ ƭŜŀǊƴŜŘ ǘƘŜ ƻǘƘŜǊΩǎ ŎƭŀƛƳǎΣ ŘŜŦŜƴǎŜǎΣ ŀƴŘ ŜǾƛŘŜƴŎŜ ƻƴƭȅ ƻƴŎŜ ǘƘŜ ŎŀǎŜ 

was in trial. Lawyers had to find witnesses on their own; witnesses had no duty to talk to counsel, 

and what they volunteered informally could change substantially once they took the stand. Parties 

ƎŜƴŜǊŀƭƭȅ ƘŀŘ ƴƻ ǊƛƎƘǘ ǘƻ ǊŜǾƛŜǿ ŀƴ ƻǇǇƻƴŜƴǘΩǎ ŘƻŎǳƳŜƴǘǎ ōŜŦƻǊŜ ǘǊƛŀƭΦ 

Evidence scholar John Henry Wigmore captured this mindset in his 1904 treatise, A Treatise on 

the System of Evidence in Trial at Common Law. Quoting the Latin maxim nemo tenetur armare 

adversarium suum contra se όάƴƻ ƻƴŜ ƛǎ ōƻǳƴŘ ǘƻ ŀǊƳ Ƙƛǎ ŀŘǾŜǊǎŀǊȅ ŀƎŀƛƴǎǘ ƘƛƳǎŜƭŦέύΣ ²ƛƎƳƻǊŜ 

wrote: 

To require the disclosure to an adversary of the evidence that is to be produced would 

be repugnant to all sportsmanlike instincts. Rather permit you to preserve the secret 

of your tactics, to lock up your documents in the vault, to send your witness to board 

in some obscure village, and then, reserving your evidential resources until the final 

moment, to marshal them at the trial before your surprised and dismayed antagonist, 

and thus overwhelm him. Such was the spirit of the common law; and such in part it 

still is. It did not defend or condone trickery and deception; but it did regard the 

ŎƻƴŎŜŀƭƳŜƴǘ ƻŦ ƻƴŜΩǎ ŜǾƛŘŜƴǘƛŀƭ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜ ǇǊŜǎŜǊǾŀǘƛƻƴ ƻŦ ǘƘŜ ƻǇǇƻƴŜƴǘΩǎ 

defenseless ignorance as a fair and irreproachable accompaniment of the game of 

litigation. Id. Vol. III, § 1845, p. 2402. 

Our forebears at common law,1 feared that disclosure of evidence would facilitate unscrupulous 

efforts to tamper with witnesses and promote the forging of false evidence.  The element of 

surprise was seen as a safeguard against skullduggery. 

Legal reformers ƘŀǘŜŘ άǘǊƛŀƭ ōȅ ŀƳōǳǎƘέ and, in the late-мфолΩǎΣ they sought to eliminate surprise 
and chicanery in U.S. courts ōȅ ƭŜǘǘƛƴƎ ƭƛǘƛƎŀƴǘǎ ƻōǘŀƛƴ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀƴ ƻǇǇƻƴŜƴǘΩǎ ŎŀǎŜ ōŜŦƻǊŜ 
ǘǊƛŀƭ ƛƴ ŀ ǇǊƻŎŜǎǎ ŘǳōōŜŘ άŘƛǎŎƻǾŜǊȅ.έ2  ¢ƘŜ ǊŜŦƻǊƳŜǊΩǎ Ǝƻŀƭ ǿŀǎ ǘƻ ǎǘǊŜŀƳƭƛƴŜ ǘƘŜ ǘǊƛŀƭ ǇǊƻŎŜǎǎ ŀƴŘ 
enable litigants to better assess the merits of the dispute and settle their differences without need 
of a trial. 
 

 
1  ά/ƻƳƳƻƴ ƭŀǿέ ǊŜŦŜǊǎ ǘƻ ƭŀǿ ŘŜǾŜƭƻǇŜŘ ōȅ ƧǳŘƎŜǎ ƛƴ ŎƻǳǊǘ ŘŜŎƛǎƛƻƴǎ όάprecedentǎέ), as opposed to ά/ƻŘŜ ƭŀǿέ 
(statutes enacted by legislatures). 

2 Discovery was not entirely new. Some jurisdictions allowed a Bill of Discovery, a separate equity action to obtain 
ǘŜǎǘƛƳƻƴȅ ƻǊ ŘƻŎǳƳŜƴǘǎ ǘƻ ǎǳǇǇƻǊǘ ƻƴŜΩǎ ƻǿƴ ŎŀǎŜΣ ōǳǘ ƛǘ ƎŜƴŜǊŀƭƭȅ ŘƛŘ ƴƻǘ ǇŜǊƳƛǘ ǇǊƻōƛƴƎ ǘƘŜ ƻǇǇƻƴŜƴǘΩǎ ŎƭŀƛƳǎΣ 
defenses, or evidenceτthe information most needed. Some states also experimented with procedural codes allowing 
discovery of documents and testimony (for example, the Field Code in New York). For a comprehensive overview, see 
George Ragland, Jr., Discovery Before Trial (1932). 
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After three years of drafting and debate, the first Federal Rules of Civil Procedure took effect on 

September 16, 1938. Though amended many times since, the core discovery tools introduced then 

remain in place today: 

¶ Depositions, oral and written (Rules 30 and 31) 

¶ Interrogatories (Rule 33) 

¶ Requests to inspect and copy documents and inspect tangible and real property (Rule 34) 

¶ Physical and mental examinations (Rule 35) 

¶ Requests for admissions (Rule 36) 

¶ Subpoenas for witnesses and records (Rule 45) 

 

Tools of Civil Discovery Explained3 

Depositions 

! ŘŜǇƻǎƛǘƛƻƴ ƛǎ ǎǿƻǊƴ ǘŜǎǘƛƳƻƴȅ ǘŀƪŜƴ ōŜŦƻǊŜ ǘǊƛŀƭ ŦǊƻƳ ŀ ǇŀǊǘȅ ƻǊ ǿƛǘƴŜǎǎ όǘƘŜ άŘŜǇƻƴŜƴǘέύΦ Lǘ Ƴŀȅ 

be conducted face-to-face (an oral deposition) or through written questions answered under oath 

(a written deposition). A court reporter typically prepares a transcript, and depositions are 

frequently video recorded. Deposition testimony can be used later if a witness is unavailable or to 

challenge a witness who offers inconsistent testimony at a hearing or trial. 

Interrogatories 

Interrogatories are written questions one party serves on another, to be answered in writing under 

oath. They function like a deposition on paper, without live testimony or a court reporter. The 

answers bind the responding party. 

Requests for Production 

Requests for Production seek documents, electronically stored information (ESI), tangible things, 

or access to land or property for inspection. This is the primary way parties obtain ESI. 

 

Requests for Physical and Mental Examination 

LŦ ŀ ǇŀǊǘȅΩǎ ǇƘȅǎƛŎŀƭ ƻǊ ƳŜƴǘŀƭ ŎƻƴŘƛǘƛƻƴ ƛǎ ƛƴ ŘƛǎǇǳǘŜ όŦƻǊ ŜȄŀƳǇƭŜΣ ƛƴ ŀ ǇŜǊǎƻƴŀƭ ƛƴƧǳǊȅ ŎŀǎŜύΣ ǘƘŜ 

opposing party may ask the court to order an examination by a qualified professional. 

 
3 This discussion concerns civil discovery in U.S. civil litigation. It differs in key respects from criminal discovery and from 
procedures in non-U.S. legal systems. In U.S. criminal cases, constitutional and statutory rules govern disclosure, with 
ŘƛǎǘƛƴŎǘ ƻōƭƛƎŀǘƛƻƴǎ ǎǳŎƘ ŀǎ ǘƘŜ ǇǊƻǎŜŎǳǘƛƻƴΩǎ Řǳǘȅ ǘƻ ŘƛǎŎƭƻǎŜ ŜȄŎǳƭǇŀǘƻǊȅ ŜǾƛŘŜƴŎŜΤ ǘƘŜ ǎŎƻǇŜΣ ǘƛƳƛƴƎΣ ŀƴŘ ǘƻƻƭǎ ŘƛŦŦŜǊ 
markedly from civil discovery. Outside the United States, many civil law (inquisitorial) systems provide far more limited 
party-driven discovery; judges typically control evidence-gathering, and broad American-style discovery is uncommon. 
Even among common-law jurisdictions, the breadth of discovery varies significantly. 

 



11  

Requests for Admission 

Requests for Admission ask a party to admit, under oath, that certain facts are true or that a 

document is genuine. Securing admissions narrows the issues and saves time and cost. 

Subpoenas 

A subpoena directs someone to actτusually to appear and testify or to produce documents or 

other evidence. Subpoenas are often used to obtain evidence from people or organizations that 

are not parties to the lawsuit. Strictly speaking, the Federal Rules of Civil Procedure do not 

characterize subpoenas as a discovery mechanism because their use is ancillary to depositions and 

proceedings.  Still, they are employed so frequently and powerfully in discovery as to warrant 

mention here.  

Scope of Discovery 

Rule 26(b)(1) of the Federal Rules of Civil Procedure defines the scope of discovery: 
 

Parties may obtain discovery regarding any nonprivileged matter that is relevant to any 
party's claim or defense and proportional to the needs of the case, considering the 
importance of the issues at stake in the action, the amount in controversy, the partƛŜǎΩ 
ǊŜƭŀǘƛǾŜ ŀŎŎŜǎǎ ǘƻ ǊŜƭŜǾŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴΣ ǘƘŜ ǇŀǊǘƛŜǎΩ ǊŜǎƻǳǊŎŜǎΣ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǘƘŜ 
discovery in resolving the issues, and whether the burden or expense of the proposed 
discovery outweighs its likely benefit. Information within this scope of discovery need 
not be admissible in evidence to be discoverable. 
 

In plain terms, discovery covers nonprivileged information that bears on the claims or defenses and 

ƛǎ ǇǊƻǇƻǊǘƛƻƴŀƭ ǘƻ ǿƘŀǘ ǘƘŜ ŎŀǎŜ ǊŜŀǎƻƴŀōƭȅ ǊŜǉǳƛǊŜǎΦ άwŜƭŜǾŀƴǘέ ƎŜƴŜǊŀƭƭȅ ƳŜŀƴǎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ 

has any tendency to make a fact more or less likely. Information can be discoverable even if it is not 

admissible at trialτfor example, hearsay or documents whose authenticity is uncertain. 

άtǊƻǇƻǊǘƛƻƴŀƭƛǘȅέ ǿŀǎ ŜȄǇǊŜǎǎƭȅ ŀŘŘŜŘ ǘƻ wǳƭŜ нсόōύόмύ ƻƴ 5ŜŎŜƳōŜǊ мΣ нлмрΣ ǘƘƻǳƎƘ ŎƻǳǊǘǎ ƘŀǾŜ 

long had authority to limit discovery that is excessive or unfair. 

Certain matters fall beyond the proper scope of discovery because they enjoy a privilege from 
disclosure.  The most common examples of these privileged matters are confidential attorney-client 
communications and attorney trial preparation materials (also cŀƭƭŜŘ άŀǘǘƻǊƴŜȅ ǿƻǊƪ ǇǊƻŘǳŎǘέύΦ  
Other privileged communications include confidential communications between spouses, between 
priest and penitent and communications protected by the Fifth Amendment of the U.S. 
Constitution. 
 

Protection from Abuse and Oppression 

The discovery rules are both sword and shield. Parties may object to improper requests and 

withhold responses based on valid objections. They may also ask the court for a protective order. 
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Under Rule 26(c), a court may, for good cause, protect a party or person from annoyance, 

embarrassment, oppression, or undue burden or expense by ordering one or more of the following: 

(A) forbidding the disclosure or discovery; 

(B) specifying terms, including time and place or the allocation of expenses, for the disclosure 

or discovery; 

(C) prescribing a discovery method other than the one selected by the party seeking 

discovery; 

(D) forbidding inquiry into certain matters, or limiting the scope of disclosure or discovery to 

certain matters; 

(E) designating the persons who may be present while the discovery is conducted; 

(F) requiring that a deposition be sealed and opened only on court order; 

(G) requiring that a trade secret or other confidential research, development, or commercial 

information not be revealed or be revealed only in a specified way; and 

(H) requiring that the parties simultaneously file specified documents or information in sealed 

envelopes, to be opened as the court directs. 
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Why E-Discovery and Digital Evidence? 
As noted, discovery is the formal process by which parties to litigation exchange information about 

witnesses and evidence. That spare definition, often dispatched in a few hurried minutes during 

first-year Civil Procedure class, cannot prepare students for the extent to which discovery devours 

ƭƛǘƛƎŀǘƻǊǎΩ ƭƛǾŜǎΦ CƻǊ ŜǾŜǊȅ ƘƻǳǊ ǎǇŜƴǘ ƛƴ ǘǊƛŀƭΣ ŀǘǘƻǊƴŜȅǎ ŀƴŘ ǘǊƛŀƭ ǘŜŀƳǎ ŘŜǾƻǘŜ ƘǳƴŘǊŜŘǎ, sometimes 

thousands, of hours to discovery and its attendant disputes. Trials are the tip of the spear. Discovery 

is the shaft. 

This course treats electronically stored informationτESIτas the day-to-day substrate of civil 
discovery and the lens through which we study the rules and practice. This course is structured 
accordingly: early modules teach the nuts-and-bolts of digital evidence, including digital storage, 
encoding, metadata and hashing, and then move to hands-on preservation, search, and production 
so you appreciate why discovery takes the time and care it does in practice.  

Before we dive in, ƭŜǘΩǎ ŎƻƴǎǘǊǳŎǘ a mental map of why these things matter and how they connect. 

Electronic discovery is not a bag of tricks or a menu of tools; it is a system. This course is about 

learning that system well enough to navigate it competently, ethically, and with confidence. 

So, this chapter is a brief orientation to the terrain we will traverse in depth throughout the 
Workbook and the semester. In later chapters and exercises, we will handle ESI directly, from 
identification and preservation through collection, processing, review, production, and 
presentationτall comprising the conceptual schematic called the Electronic Discovery Reference 
Model or EDRM. 

5ƛǎŎƻǾŜǊȅ ƛǎ ŀƭǎƻ ǘƘŜ ǘǊƛŀƭ ƭŀǿȅŜǊΩǎ Ƴƻǎǘ ŘŜƳŀƴŘƛƴƎ ŜǘƘƛŎŀƭ ŎƘŀƭƭŜƴƎŜΦ Lǘ ǊŜǉǳƛǊŜǎ ƭŀǿȅŜǊǎ ǘƻ ǎŜŜƪ 

out and surrender information that may aid and comfort the enemyτoften over client objection, 

irrespective of the merits, and despite deep distrust of the opponent. Is there another profession 

that so routinely obliges its practitioners to act against perceived self-interest in service of a larger 

system of justice? 

We will confront the discipline required to preserve and produce electronic evidence even when 
human nature supplies the impulse is to hide it ƻǊ άŎƭŜŀƴ it ǳǇΣέ ŀƴŘ ǿŜ ǿƛƭƭ ǎǘǳŘȅ ǘƘŜ legal hold as 
the primary instrument by which counsel enforces that duty across an organization.  

Electronic discovery is also challenging because it demands specialized knowledge that few 
practicing lawyers possess. E-discovery skill has long been a requisite component of trial lawyer 
competency yet is often denigrated, deferred or delegated. To close that gap, our ²ƻǊƪōƻƻƪΩǎ ŜŀǊƭȅ 
exercises require you to decode digital data, calculate hashes, capture and read message source, 
and image evidence media, so both law students and computer science/ information science 
graduate students may acquire a shared, practical vocabulary for authenticity, integrity, and 
defensible handling of electronic evidence.  
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Civil discovery is a high-ǎǘŀƪŜǎ ƎŀƳŜ ƻŦ ά{ƛƳƻƴ {ŀȅǎΦέ /ƻǳƴǎŜƭ Ƴǳǎǘ ǇƘǊŀǎŜ ŘŜƳŀƴŘǎ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ 
with enough precision to target what is relevant, yet with sufficient breadth to forestall evasion. It 
is as confounding as it sounds, and it is something of a miracle that discovery works as well as it 
ŘƻŜǎΦ ¢ƘŜ ŦƻǊŎŜǎ ǘƘŀǘ ƳŀƪŜ ƛǘ ǿƻǊƪ ŀǊŜ ƴƻǘ ŜƭŜƎŀƴǘ ǊǳƭŜǎ ƻǊ ǇŜǊŦŜŎǘ ǎȅǎǘŜƳǎΣ ōǳǘ ŎƻǳƴǎŜƭΩǎ 
ǇǊƻŦŜǎǎƛƻƴŀƭ ƛƴǘŜƎǊƛǘȅ ŀƴŘ ƧǳŘƎŜǎΩ ǿƛƭƭƛƴƎƴŜǎǎ ǘƻ ŜƴŦƻǊŎŜ ǘƘŜ ǊǳƭŜǎ ǿƘŜƴ ƛƴǘŜƎǊƛǘȅ ŦŀƭǘŜǊǎΦ 

Professional integrity in discovery is not mere altruism. Failure to preserve and produce relevant 
evidence carries consequences ranging from damaged reputations and costly remedial measures 
to so-ŎŀƭƭŜŘ άŘŜŀǘƘ ǇŜƴŀƭǘȅέ ǎŀƴŎǘƛƻƴǎΣ ǿƘŜǊŜ ŀ ŘƛǎŎƻǾŜǊȅ ŀōǳǎŜǊ forfeits the right to pursue or 
defend a claim. Lawyers themselves may face monetary sanctions, adverse inferences, and referral 
to disciplinary authorities. Discovery is where credibility is earnedτor squandered. 

The modern American system of civil discovery rests on a simple premise: just outcomes are more 
likely when parties have access to facts established by relevant evidence. Because relevant 
evidence often lies within the exclusive control of those whose interests are not served by 
disclosure, justice requires a mechanism to compel productionτsubject to limits grounded in 
privilege, privacy, and proportionality. 

Once more, Rule 26(b)(1) of the Federal Rules of Civil Procedure articulates the scope of discovery 
ŀǎΣ άtŀǊǘƛŜǎ Ƴŀȅ ƻōǘŀƛƴ ŘƛǎŎƻǾŜǊȅ ǊŜƎŀǊŘƛƴƎ ŀƴȅ ƴƻƴǇǊƛǾƛƭŜƎŜŘ ƳŀǘǘŜǊ ǘƘŀǘ ƛǎ ǊŜƭŜǾŀƴǘ ǘƻ ŀƴȅ ǇŀǊǘȅΩǎ 
ŎƭŀƛƳ ƻǊ ŘŜŦŜƴǎŜ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀƭ ǘƻ ǘƘŜ ƴŜŜŘǎ ƻŦ ǘƘŜ ŎŀǎŜΧ LƴŦƻǊƳŀǘƛƻƴ ǿƛǘƘƛƴ ǘƘƛǎ ǎŎƻǇŜ ƻŦ 
discovery need not be admissible in evƛŘŜƴŎŜ ǘƻ ōŜ ŘƛǎŎƻǾŜǊŀōƭŜΦέ wǳƭŜ плм ƻŦ ǘƘŜ CŜŘŜǊŀƭ wǳƭŜǎ ƻŦ 
Evidence4 defines evidence as relevant if it has any tendency to make a fact more or less probable 
and the fact is of consequence in determining the action (i.e.Σ ǘƘŜ ŦŀŎǘ ƛǎ άƳŀǘŜǊƛŀƭέύ. In practice, 
proportionality turns on ǿƘŀǘΩǎ ŀǘ stake, the relative accessibility of the information and the burden 
and benefit of supplying it. Throughout the course, you will weigh proportionality, e.g., when 
proposing forms of production, choosing between forensic imaging and targeted collection or when 
negotiating keyword search and file culling.  

Relevant.  
Proportional.  

Nonprivileged. 

Commit these touchstones to memory; we will return to them often. They undergird the course 
roadmap, which follows the lifecycle of ESI: identifying and mapping sources, preserving against 
routine loss, collecting defensibly from devices and cloud services, processing and indexing for 
search, reviewing with rigor, producing in forms that function, and presenting evidence that can be 
authenticated and trusted.  

 
4 Note the distinction here between the Federal Rules of Civil Procedure and those of Civil Evidence.  Each state has 
rules, too.  Fear not!  The handful of Rules from each ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ ƪƴƻǿ for this course are set out at the back of the 
Workbook. 
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¢ƘŜ ŘƛǎŎƻǾŜǊȅ ƻŦ ŀƴ ƻǇǇƻƴŜƴǘΩǎ 9{L ƻŦǘŜƴ ōŜƎƛƴǎ ǿƛǘƘ ŀ Request for Production under Rule 34 of the 
Federal Rules of Civil Procedure or, for matters in state court, a similar state rule. Rule 34 lets a 
party request that any other party produce designated documents or electronically stored 
informationτincluding writings, drawings, graphs, charts, photographs, sound recordings, images, 
and other data or data compilations ƛƴ ǘƘŜ ǊŜǎǇƻƴŘƛƴƎ ǇŀǊǘȅΩǎ possession, custody, or control. The 
responding party must respond in writing within 30 days and may lodge specific objections and 
withhold production pursuant to those objections. Much modern evidence also resides with 
nonparties, reached by subpoena, which this course treats in turn when we tackle discovery 
planning and data mapping beyond the parties themselves.  

The simplicity of the rule governing requests for production hardly hints at its complexity in 
practice. A multibillion-dollar industry of service providers and consultants exists to support 
discovery, and a crazy quilt of rulings lays bare the ignorance, obstinance, guile, and ingenuity of 
lawyers and clients grappling with the preservation and exchange of electronic evidence. Here, 
method matters. Early in the term we preview three habits that make complexity tractable and 
keep you out of trouble, each developed fully in later chapters and exercises: 

First, form matters. Whether evidence is produced in native or near-native forms with metadata 
or reduced to static images profoundly affects utility, searchability, and cost. You will learn to 
preserve, specify and deliver forms that preserve content and functionality, and to recognize when 
images and load files are appropriate and when they are not.  

Second, preservation precedes requests. The duty to preserve arises when litigation is reasonably 
anticipatedτtypically long before formal requests issueτand is implemented through legal holds 
tailored to people, systems, and risk. You will design and critique hold strategies that combine 
custodial instructions with objective, systemic measures, and you will practice calibrating those 
measures to proportional needs.  

Third, search is a science, not a magic word list. You will experiment with indexing, culling, 
deduplication, and iterative keyword refinement, then compare conventional techniques with 
AI-assisted methods to understand strengths, pitfalls, and defensibility across tools.  

This opening chapter is only a first taste. What follows in this Workbook are the concrete skills that 
make electronic discovery work in practice: reading and preserving metadata without corrupting it; 
computing and using hash values to establish integrity; distinguishing forensic images from 
targeted collections; negotiating modern ESI protocols and production specifications; conducting 
and documenting defensible search; and delivering productions in forms that function. As you 
progress, your appreciation for the rules and the ethics introduced here will deepen through 
repetition, testing, and the discipline of doing the work yourself.  
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Clean Up on Aisle Nineteen 

To appreciate what competent counsel must know about digital 
discovery, consider the everyday case where a customer slips and 
falls in a grocery store. A store employee witnesses the fall, assists 
the customer, and escorts her to the manager, who prepares an 
incident report. The customer alleges she slipped on grease near a 
roasted-chicken display. Pain worsens, an emergency room visit 
follows, and months later physicians diagnose a spinal injury 

requiring surgery. When the grocer refuses to cover care, the customer retains counsel. 

From a discovery perspective, the case stands on three legs: 
liability, causation, and damages. To establish liability, the 
plaintiff must show duty and breach. A store owes patrons 
reasonably safe premises and must act reasonably to correct or 
warn of hazards such as slippery floors. That obligation turns on 
awareness: actual knowledge of the condition or constructive 
knowledge, because the hazard existed long enough that 
reasonable inspection would have revealed it. Did the store know 
of the hazard or, acting reasonably, should it have known? 

Defense counsel counters that there was no grease, or that 
another customer caused any spill, and despite reasonable care the store had no opportunity to 
discover and remedy it before the plaintiff fell. The defense also argues contributory negligence, 
contending plaintiff failed to watch where she walked, and challenges causation and damages by 
pointing to possible pre-existing health conditions or unrelated trauma. 

!ǎ ǇƭŀƛƴǘƛŦŦΩǎ ŎƻǳƴǎŜƭ ǇƻƴŘŜǊǎ ǘƘŜ ǇƻǘŜƴǘƛŀƭƭȅ ǊŜƭŜǾŀƴǘ ŜǾƛŘŜƴŎŜ ƛƴ ǘƘŜ ǎǘƻǊŜΩǎ ŎƻƴǘǊƻƭΣ ƘŜ ǿƻƴŘŜǊǎΥ 

1. Who might have witnessed the fall or the conditions? 

2. Were witness statements obtained? 

3. How did the store clean up after the fall? 

4. Were photographs taken? 

5. Were video cameras monitoring the premises? 

6. Is there a history of other falls? 

7. Did the roasted chicken display leak? 

8. How frequently are the floors inspected and cleaned? 

 

Defense counsel has her own questions: 

1. Did the plaintiff stage the fall to profit from a claim? 

2. Did the plaintiff suffer from a pre-existing condition? 

3. Has the plaintiff made other claims? 
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4. Was the plaintiff impaired by drink, drugs or disability? 

5. Has the plaintiff behaved inconsistently with her claimed infirmities? 

 

Both sides wonder whether the other side acted diligently to preserve relevant evidence and if 

anyone has altered or destroyed probative material. The court will only permit discovery in 

proportion to the needs of the case.   In gauging proportionality, comparable cases have prompted 

damage awards ranging from one-half million to two million dollars; but, absent liability and 

causation, there will be no recovery.  

tƭŀƛƴǘƛŦŦΩǎ ŎƻǳƴǎŜƭ ƛƴǾŜƴǘƻǊƛŜǎ ǇƻǘŜƴǘƛŀƭ ǇǊƻƻŦ ǿƛǘƘƛƴ ǘƘŜ ǎǘƻǊŜΩǎ ŎƻƴǘǊƻƭΥ ŜȅŜǿƛǘƴŜǎǎŜǎ ŀƴŘ ǘƘŜƛǊ 

statements, photographs, cleanup steps, surveillance video, inspection schedules and logs, prior 

similar incidents, the condition and maintenance of the roasted-ŎƘƛŎƪŜƴ ƪƛƻǎƪΣ ŀƴŘ ǘƘŜ ǎǘƻǊŜΩǎ 

written logs, policies and procedures, to name a few.  

5ŜŦŜƴǎŜ ŎƻǳƴǎŜƭ ƭƛƪŜǿƛǎŜ ŎƻƴǎƛŘŜǊǎ ǇǊƻƻŦ ǿƛǘƘƛƴ ǇƭŀƛƴǘƛŦŦΩǎ ŎƻƴǘǊƻƭΥ ƳŜŘƛŎŀƭ ƘƛǎǘƻǊȅ ŀƴŘ ǇǊƛƻǊ ŎƭŀƛƳǎΣ 

earnings history, and activities and statements inconsistent with the claimed disability.  

Both sides, rightly, worry about preservationτwhat was kept, what was altered, and what was 

lostτbecause the court will confine discovery to only what is proportional to the needs of the case. 

In gauging proportionality, comparable cases have prompted damage awards ranging from one-

half million to two million dollars; but, absent liability and causation, there can be no award of 

damages.  

Now, place this dispute in its everyday digital setting. The store is part of a national chain with 

policies for monitoring hazards and documenting incidents. Digital video cameras record the store, 

warehouse, and parking lot. A point-of-sale database logs transactions; self-checkout kiosks include 

cameras. Employees clock in and out electronically. Third-party suppliers and contractors come and 

go. Nearly everyone carries a mobile device recording geolocation and activity. A corporate claims 

database tracks incidents and dispositions. Thus, even a simple slip on some schmaltz casts a long 

shadow of electronic artifacts. 

Video is decisive evidence. Store policy requires prompt review and preservation of surveillance 

video before routine overwriting every 14 days. The manager saves footage from the deli-area feed 

beginning one minute before the fall until five minutes afterwardsτall before the cleanup occursτ

yet a kiosk blocks the view of the floor from that one camera. The manager also preserved video of 

the plaintiff arriving and leaving the premises. In one, the plaintiff is looking at her phone. The 
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surveillance system overwrote other video recordings two weeks later.  The only contemporaneous 

photographs of the area were taken after employees mop and place caution cones. The store 

maintains they mopped grease spilled by the plaintiff when she fell, not pre-existing grease. 

The parties engage in discovery seeking the customary complement of medical records and 

expenses, lost earnings documentation, store policies and procedures, similar prior incidents, and 

incident investigations. 

To identify eyewitnesses or customers likely to have spilled grease, plaintiff requests the store 

άproduce for a period one hour before and after the fall, any photographic or transaction record 

(including credit- and loyalty-card identifying data) of any persons on the premisesΦέ  Plaintiff makes 

ǘƘŜ ǎŀƳŜ ǊŜǉǳŜǎǘ ŦƻǊ άany persons who purchased roast chickenΦέ  Plaintiff also demands the 

names, addresses, and phone numbers of employees or contractors on the premises within one 

hour on either side of her fall. 

Lƴ ƛǘǎ ŘƛǎŎƻǾŜǊȅΣ ǘƘŜ ǎǘƻǊŜ ŀǎƪǎ ǘƘŀǘ ǇƭŀƛƴǘƛŦŦ άproduce any texts, call records, application data or 

other evidence of phone usage for one hour before and after the alleged fall and the contents of any 

social networking posts for six months prior to the alleged injury to the present where any content, 

cƻƳƳŜƴǘΣ ƻǊ ƛƳŀƎŜǊȅ ƛƴ ǘƘŜ Ǉƻǎǘ ǘƻǳŎƘŜǎ ƻǊ ŎƻƴŎŜǊƴǎ ǘƘŜ tƭŀƛƴǘƛŦŦΩǎ ǎǘŀǘŜ ƻŦ ƳƛƴŘΣ ǇƘȅǎƛŎŀƭ ŀŎǘƛǾƛǘȅΣ 

or consumption of drugs or alcoholΦέ  ¢ƘŜ ǎǘƻǊŜ ŀƭǎƻ ŘŜƳŀƴŘǎ ǘƘŀǘ ǇƭŀƛƴǘƛŦŦ ǇǊƻŘǳŎŜ άdata from any 

devices (including, but not limited to, phones, apps, fitness equipment, fitness monitors, and smart 

ǿŀǘŎƘŜǎύ ǘƘŀǘ ǊŜŎƻǊŘ ƻǊ ǊŜǇƻǊǘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǇƭŀƛƴǘƛŦŦΩǎ ǎƭŜŜǇΣ Ǿƛǘŀƭ ǎƛƎƴǎΣ ŀŎǘƛǾƛǘȅΣ ƭƻŎŀǘƛƻƴΣ 

movement, or exertion from six months prior to the alleged fall to the present dateΦέ 

At this point, it is common for both sides to balk. It emerges that neither party preserved all such 

ESI when the duty arose. The parties will meet and confer to narrow scope and discuss sources and 

forms.  If agreement proves elusive, they move to compel and for protective relief.   

¢ƘŜ ǇŀǊǘƛŜǎ ǿƛƭƭ ƻōƧŜŎǘ ƻƴ ǾŀǊƛƻǳǎ ƎǊƻǳƴŘǎΣ ŀƭƭŜƎƛƴƎ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎƴΩǘ ǊŜƭŜǾŀƴǘΣ ŘƻŜǎƴΩǘ ŜȄƛǎǘΣ 

or is not reasonably accessible. Lawyers will point to undue burden and cost, oppression, excessive 

inroads into private matters, and even claim the data requested is privileged or a trade secret. 

wŜǉǳŜǎǘǎ ǿƛƭƭ ōŜ ŎƘŀƭƭŜƴƎŜŘ ŀǎ άŘƛǎǇǊƻǇƻǊǘƛƻƴŀǘŜ ǘƻ ǘƘŜ ƴŜŜŘǎ ƻŦ ǘƘŜ ŎŀǎŜΦέ 

hƴŜ ǎƛŘŜ ŀǎǎǳǊŜǎ ǘƘŜ ƧǳŘƎŜ ƛǘΩǎ Ƨǳǎǘ ŀ ŦŜǿ keystrokes to gather the data sought.  With equal 

confidence, the other side counters that the task requires teams of expensive experts and months 

of programming and review.  
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Case in point: tƭŀƛƴǘƛŦŦΩǎ ŎƻǳƴǎŜƭ ƴƻǘŜǎ ǘƘŀǘ ŜǾŜǊȅ Ǌƻŀǎǘ ŎƘƛŎƪŜƴ ōŜŀǊǎ ŀ Universal Product Code 

(UPC) scanned at checkout, updating inventory and recording transactions. Purchasers who use 

credit, debit, loyalty, or assistance cards can be identified through ǘƘƻǎŜ ǘǊŀƴǎŀŎǘƛƻƴǎΦ άLǘΩǎ ƻƴ ǘƘŜ 

receiptsΣέ ŎƻǳƴǎŜƭ ǳǊƎŜǎΦ άJust print them outΦέ άLǘΩǎ ǘƘŜ ǎŀƳŜ ŦƻǊ ŜǾŜǊȅ ŜƳǇƭƻȅŜŜΣέ ƘŜ ŀŘŘǎΣ άǘƘŜȅ 

ǎŎŀƴ ǇŜƻǇƭŜ ƛƴ ŀƴŘ ƻǳǘ ƭƛƪŜ Ǌƻŀǎǘ ŎƘƛŎƪŜƴǎΦέ  

PlaintiffΩǎ ŎƻǳƴǎŜƭ is less sanguine about phone, social, and wearable data, uncertain how to collect, 

ǊŜǾƛŜǿΣ ŀƴŘ ǇǊƻŘǳŎŜ ǿƘŀǘŜǾŜǊΩǎ ƴƻǘ ōŜŜƴ ƭƻǎǘ ǘƻ ǘƘŜ ǇŀǎǎŀƎŜ ƻŦ ǘƛƳŜΦ άIt will take foreverΣέ he 

ǇǊƻǘŜǎǘǎΦ ά!ƴŘ ǿƘƻ ƪƴƻǿǎ ǿƘŀǘΩǎ ǊŜƭŜǾŀƴǘΚ LǘΩǎ ŘƛǎǇǊƻǇƻǊǘƛƻƴŀǘŜ!έ ¢ƘŜ ǎǘƻǊŜ ŎƻƴŎŜŘŜǎ ƛǘ ǘǊŀŎƪǎ 

purchases and card usage, but not in the same system. Pairing identifiers may require custom 

ǉǳŜǊƛŜǎ ƻǊ ǾŜƴŘƻǊ ŀǎǎƛǎǘŀƴŎŜΣ ŀƴŘ ŜǾŜƴ ǘƘŜƴΣ ǇǳǊŎƘŀǎŜǊǎ ŀǊŜ ƴƻǘ ƴŜŎŜǎǎŀǊƛƭȅ ŜȅŜǿƛǘƴŜǎǎŜǎΦ άJudge, 

this is a fishing expeditionΣέ ŘŜŦŜƴǎŜ ŎƻǳƴǎŜƭ says. 

Meanwhile, time and technology erode evidence. Legacy logs purge. Devices are upgraded. Video 

overwrites. Only a minute of pre-event footage remains when the first request arrivesτtoo little 

to show how long the grease was present. Plaintiff moves for sanctions based on failure to preserve. 

¢ƘŜ ŘŜŦŜƴǎŜ ŎƻǳƴǘŜǊǎ ǘƘŀǘ ŀ ƳƛƴǳǘŜ ǎŜŜƳŜŘ ǎǳŦŦƛŎƛŜƴǘ ŀƴŘ Ǉƻƛƴǘǎ ǘƻ ǇƭŀƛƴǘƛŦŦΩǎ ŘŜƭŜǘƛƻƴ ƻŦ ŀ ǎƻŎƛŀƭ 

media account, arguing prejudice from missing posts that might show activity inconsistent with 

claimed injury and damages. 

So, the outcome of even this humble slip-and-fall dispute hinges on a panoply of relevant and 

probative sources of electronic evidence.  Scale the same issues to a class action for 100,000 

employees, a mass data-breach for one hundred million customers, or a patent war between tech 

titans, and the volume, velocity, and variety of ESI multiply. We cannot throw up our hands and 

ǎŀȅΣ άToo much, too hard, too expensive!έ ¢ƘŜ ǘŀǎƪΣ ǊŀǘƘŜǊΣ ƛǎ ǘƻ ōŀƭŀƴŎŜ ŀŎŎŜǎǎ ǘƻ ǊŜƭŜǾŀƴǘ ŜǾƛŘŜƴŎŜ 

against burden, expense and intrusion, guided by competence. Parity matters: when both sides 

understand information systems and the mechanics of digital evidence, consensus follows more 

readily. 

What does competence look like here? It includes knowing what ESI is, where it lives, and how it 

ǎƘƻǳƭŘ ōŜ ǇǊŜǎŜǊǾŜŘ ŀƴŘ ǇǊƻŘǳŎŜŘ ƛƴ ŦƻǊƳǎ ǘƘŀǘ ŦǳƴŎǘƛƻƴΤ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƳŜǘŀŘŀǘŀΩǎ ǊƻƭŜ ƛƴ 

authenticity and search; discerning when collection can be targeted and when forensic 

preservation is warranted; and communicating obligations in plain language to technical personnel. 

It is the practical ability to seek, cull, search, sort, review, and produce ESI defensibly, and to 

estimate time and cost credibly. We will address these skills in turn across the Workbook, beginning 

with data storage and metadata, then hashing and chain of custody, then collection, processing, 
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search, and forms of production, culminating in meet-and-confer strategy and protocol drafting. 

Along the way, we will examine sanctions for spoliation5 and proportional remedies, and we will 

ǘŜǎǘΣ ǿƛǘƘ ǊŜŀƭ ǘƻƻƭǎΣ Ƙƻǿ άjust ŀ ŦŜǿ ŎƭƛŎƪǎέ ǎƻƳŜǘƛƳŜǎ ƛǎΣ ŀƴŘ ƻŦǘŜƴ ƛǎ ƴƻǘΣ ǘƘŜ ǿƘƻƭŜ ǘǊǳǘƘΦ 

We expect banking lawyers to understand banking and real-estate lawyers to understand closings. 

Trial lawyers should understand electronic evidence and discovery. That starts with fundamentals. 

This course proceeds on the premise that while one can be a fine physician without biochemistry, 

you would rather your doctor had taken and passed it. Here, you will master the argot of ESI: 

storage, collection, encoding, processing, metadata, search, forms, and the vocabulary of IT and 

forensics. If you believe trial lawyers need only know the law, this course will challenge that view. 

Here, wŜ ŎŜƭŜōǊŀǘŜ ǘƘŜ άŜέ ƛƴ Ŝ-discovery and e-evidence. You will work with data, use modern 

ǘƻƻƭǎΣ ŀƴŘ ƭŜŀǊƴ ǘƻ ǎǇŜŀƪ ŜƴƻǳƎƘ άƎŜŜƪέ ǘƻ ƭŜŀŘΦ [ŀǿ ǎǘǳŘŜƴǘǎ ǿƛƭƭ ŜƳŜǊƎŜ ŀǎ ƳƻǊŜ ǘŜŎƘ-savvy 

litigators; computer science and information students will see ESI through the lens of relevance, 

privilege, privacy, proportionality, and admissibility in the civil justice system. All will become better 

equipped to manage the intersection of information technology and litigation.  

 
5 Spoliation is the destruction, alteration, loss, or failure to preserve evidenceτparticularly electronically stored 
informationτwhen a party knows or should know that the evidence is relevant to pending or reasonably anticipated 
litigation, and the evidence cannot be restored or replaced through additional discovery. 
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What Lawyers Must Know About Electronic Discovery and Digital Evidence 
 
Discovery sometimes entails gaining access to physical objectsτreal property, defective products, 

or people (e.g., medical examinations). But in modern litigation, discovery overwhelmingly 

concerns information: human recollection elicited through testimony and records memorialized 

either as ink on paper or as electronically stored information. Discovery becomes electronic 

discovery when the relevant matter consists of data created, transmitted, or stored in digital form. 

Requests for production were born of simpler times. One party asked another (or a third party) to 

produce documents or records, either by specifying particular items or by describing categories of 

information sought. The responding party had roughly thirty days to locate responsive materials 

and make them available for inspection or copying. Privileged material could be withheld or 

redacted, provided the responding party supplied a log sufficient to permit evaluation of the claim. 

Courts served as refereesτshielding parties from undue burden and compelling production when 

responses fell short. 

For centuries, this system operated against a backdrop of paper-centric recordkeeping. Until the 

mass adoption of personal computing and the internet in the 1990s, nearly all personal and 

business communications existed as paper documents or as ephemeral conversationsτliterally 

vibrations in the air. Paper discovery was expensive, contentious, and time-consuming, but it was 

manageable. People were schooled from childhood in reading, organizing, and understanding 

paper records. Documents felt finite. You could see the pile and estimate the work. 

Then everything changed. 

Today, virtually all personal and business communications involve the movement of electrons. 

Conversations once fleeting are now persistent texts. Paper documents have become pixels on 

screens, often designed to mimic the look and feel of paper while behaving very differently. More 

importantly, digital communications and transactions are accompanied by information describing 

the who, what, when, where, and how of their creation and use. This data about dataτmetadataτ

often conveys more probative value than the content itself. 

In the span of a generation, civilization stopped doing things the way it had for millennia. The legal 

system experienced digital whiplash. 

For many senior lawyers, paper remains the sole enduring frame of reference for discovery. Paper 

discovery was tangible, finite, and familiar. Electronic discovery feels infiniteτreplicated, 

distributed, fragmented, and intangible. People store ESI wherever it is convenient, without 

structure or discipline, assuming that when the time comes, the skills honed on paper will suffice. 

They do not. 
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Electronic discovery is more complex than paper discovery, but so are electric lights compared to 

candles and automobiles compared to wagons. It is a worthwhile complexity. ESI is inherently 

searchable. It can be sorted, filtered, deduplicated, and analyzed at scale. Metadata affords ways 

to assess authenticity, integrity, and context that paper never could. The variety, ubiquity, and 

richness of ESI blaze new trails to the truth of events and transactions. 

Yet more information does not inevitably yield better information. Volume can obscure signal. 

Accordingly, competence in electronic discovery requires not only the ability to locate relevant 

information, but also the discipline to manage noiseτseparating what matters from what merely 

exists. 

Character and Competence in Discovery 

We live in a golden age of evidence. Never before has so much probative information been 

generated, and never has that information been so precise or objective. Yet many lawyers regard 

electronic evidence as a burden rather than an assetτlike farmers complaining of oil beneath their 

land. The problem is not the evidence; it is unfamiliarity with its value and handling. 

 

That unfamiliarity is hardly surprising. Few lawyers practicing today received practical instruction 

in electronic evidence. Law schools historically ignored it. Continuing legal education often skims 

the surface. Apprenticeship fails where mentors themselves lack technical fluency. Competence in 

electronic discovery remains rare, and there is little momentum to change that beyond vague 

ŜȄƘƻǊǘŀǘƛƻƴǎ ǘƻ ǎǘŀȅ ŀōǊŜŀǎǘ ƻŦ άǊŜƭŜǾŀƴǘ ǘŜŎƘƴƻƭƻƎȅΦέ 6 

Discovery is much maligned as a too costly, too burdensome, too intrusive fishing expedition.3F

7  As 

digital evidence proliferatesτacross cloud services, mobile devices, collaboration platforms, and 

the Internet of Thingsτthe gap between competent and incompetent counsel widens. Discovery 

abuse and obstruction flourish where ignorance prevails. 

 
6 wǳƭŜ мΦм ƻŦ ǘƘŜ !ƳŜǊƛŎŀƴ .ŀǊ !ǎǎƻŎƛŀǘƛƻƴ aƻŘŜƭ wǳƭŜǎ ƻŦ tǊƻŦŜǎǎƛƻƴŀƭ /ƻƴŘǳŎǘ ǇǊƻǾƛŘŜǎ ǘƘŀǘΣ άώŀϐ ƭŀǿȅŜǊ ǎƘŀƭƭ ǇǊƻǾƛŘŜ 
competent representation to a client. Competent representation requires the legal knowledge, skill, thoroughness and 
preparation reasonablȅ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ǘƘŜ ǊŜǇǊŜǎŜƴǘŀǘƛƻƴΦέ  /ƻƳƳŜƴǘ у ǘƻ wǳƭŜ мΦм ŀŘŘǎΣ άώǘϐƻ Ƴŀƛƴǘŀƛƴ ǘƘŜ ǊŜǉǳƛǎƛǘŜ 
knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, including the benefits and 
Ǌƛǎƪǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǊŜƭŜǾŀƴǘ ǘŜŎƘƴƻƭƻƎȅΧΦέ Emphasis added.  Many states have added the same language to their 
disciplinary rules. 
7 Such concerns are not new.  Well before the original Rules went into effect, the Chairman of the Rules Advisory 

/ƻƳƳƛǘǘŜŜ ŜȄŎƭŀƛƳŜŘΣ ά²Ŝ ŀǊŜ ƎƻƛƴƎ ǘƻ ƘŀǾŜ ŀƴ ƻǳǘōǳǊǎǘ ŀƎŀƛƴǎǘ ǘƘƛǎ ŘƛǎŎƻǾŜǊȅ ōǳǎƛƴŜǎǎ ǳƴƭŜǎǎ ǿŜ Ŏŀƴ ƘŜŘƎŜ ƛǘ ŀōƻǳǘ 
with some appearance of safety against fishing expeditions." Proceedings of the Advisory Committee (Feb. 22, 1935), 
at CI-209-60-0-нлфΦсмΦ  aŀƴȅ ǎǘƛƭƭ ŎǳǊǎŜ άǘƘƛǎ ŘƛǎŎƻǾŜǊȅ ōǳǎƛƴŜǎǎΣέ ǇŀǊǘƛŎǳƭŀǊƭȅ ǘƘƻǎŜ Ƴƻǎǘ ƭƛƪŜƭȅ ǘƻ ōŜƴŜŦƛǘ ŦǊƻƳ ǘƘŜ 
return of trial by ambush and those who would do away with trials altogether. 
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Character in discovery is hard to instill and harder still to 

measure. Competence is not. Competence can be taught, 

required, and assessed. And when competence is present, 

character becomes easier to discern. As Justice Holmes 

observed, even a dog knows the difference between being 

stumbled over and being kicked. 

Recognizing this, some regulators have articulated concrete 

expectations for lawyer competence in electronic discovery. A 

leading example is the advisory opinion issued by the State Bar 

ƻŦ /ŀƭƛŦƻǊƴƛŀΩǎ {ǘŀƴŘƛƴƎ /ƻƳƳƛǘǘŜŜ ƻƴ tǊƻŦŜǎǎƛƻƴŀƭ 

Responsibility and Conduct in 2015. The Committee began with 

a simple premise: when representation is likely to implicate 

electronic discovery, competent counsel must assess that reality at the outset, evaluate their own 

knowledge and resources, and, if necessary, acquire the requisite skill, associate competent 

assistance, or decline the engagement. 

From that premise flows a 

practical mandate: learn 

it, get help, or get out. 

The Committee identified 

nine core capabilities that 

competent counsel must 

be able to performτ

personally or through 

appropriately supervised 

assistanceτincluding: 

¶ assessing electronic discovery needs; 

¶ implementing appropriate ESI preservation procedures; 

¶ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ŀ ŎƭƛŜƴǘΩǎ 9{L ǎȅǎǘŜƳǎ ŀƴŘ ǎǘƻǊŀƎŜΤ 

¶ identifying custodians of relevant ESI; 

¶ performing appropriate searches; 

¶ collecting ESI in a manner that preserves integrity; 

¶ advising clients on preservation and collection options; 

¶ engaging in meaningful meet-and-confer discussions; and 

¶ producing ESI in recognized and appropriate forms. 
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These are baseline competencies, not aspirational ideals. Each requires a blend of legal judgment 

and technical understanding that cannot be satisfied by outsourcing decisions wholesale to 

vendors.  

Competent preservation demands more than issuing a generic legal hold. Counsel must understand 

where data resides, which data is fragile or ephemeral, how routine systems purge information, 

and how preservation can occur without corrupting evidence or metadata. Identifying custodians 

likewise requires understanding modern information systems and communicating effectively with 

technical personnel. 

Search is not intuition or incantation. It is a discipline; a science. Tools differ. Queries must be tested 

to balance precision (how often your hits are actually relevant) and recall (how much of the relevant 

universe you managed to find). Errors at the search stage cascade into downstream cost and risk. 

Counsel who cannot understand how ESI is indexed, culled, and filtered cannot meaningfully 

negotiate protocols or assess proportionality. 

Competent counsel also understands that not all ESI should be handled alike. Some data may be 

preserved and searched in place; other data must be collected and processed. Forms of production 

matter. Native production may preserve functionality and metadata; image-based production may 

be appropriate in other circumstances. Each choice carries strategic and economic consequences. 

Big firm lawyers and corporations have grown comfortable outsourcing electronic discovery to 

service providers whose expanding roles blur the boundary between technical support and 

substantive law practice.  Delegating e-discovery duties to vendors has allowed lawyers to muddle 

through, but at great expense and at peril of error, delay and miscommunication. Delegating 

electronic discovery to vendors does not absolve lawyers of responsibility. Vendors provide tools 

and labor; lawyers bear ethical and strategic accountability. If trial lawyers intend to remain the 

captains of litigation, they must be competent in doing, not merely buying, e-discovery.  If you want 

to be at ǘƘŜ ƘŜƭƳΣ ƛǘΩǎ ǿƛǎŜ ǘƻ ƪƴƻǿ Ƙƻǿ ǘƻ ǎǘŜŜǊΦ 

 

Virtually all evidence today is born digitally. Every trial lawyer 

need not be a computer scientist or forensic examiner, but every 

trial lawyer must be minimally competent in the fundamentals of 

electronic evidence: where it lives, how it behaves, how it is 

preserved, how it is searched, and how it is produced in forms that 

function. That is the premise of this course. 
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The Electronic Discovery Reference Model (EDRM) 
In 2005, when e-discovery had hardly entered lawyer lexicons, Minnesotans George Socha and Tom 

DŜƭōƳŀƴƴ ǎŀǿ ǿŜ ǿŜǊŜƴΩǘ ǎǇŜŀƪƛƴƎ ǘƘŜ ǎŀƳŜ ƭŀƴƎǳŀƎŜΦ  DŜƻǊƎŜ ŀƴŘ ¢ƻƳ ǇǊƻǇƻǎŜŘ ŀ ŎƻƴŎŜǇǘǳŀƭ 

view of the electronic discovery process, expressed as a diagram to serve as a basis for discussion 

and analysis.  The now-iconic EDRM diagram helped the legal and vendor communities 

communicate more clearly and reinforced the iterative nature of a successful e-discovery model; 

one that vanquishes volume and enriches relevance. 

 

 

Information Governance 

Getting your electronic house in order to mitigate risk & expenses should e-discovery become an 

issue, from initial creation of ESI (electronically stored information) through its final disposition. 

 

Identification 

Locating potential sources of ESI & determining its scope, breadth & depth. 

 

Preservation 

Ensuring that ESI is protected against inappropriate alteration or destruction. 

 

Collection 

Gathering ESI for further use in the e-discovery process (processing, review, etc.). 

 

http://www.edrm.net/25
http://www.edrm.net/119
http://www.edrm.net/121
http://www.edrm.net/127
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Processing 

Reducing the volume of ESI and converting it, if necessary, to forms more suitable for review & 

analysis. 

 

Review 

Evaluating ESI for relevance & privilege. 

 

Analysis 

Evaluating ESI for content & context, including key patterns, topics, people & discussion. 

 

Production 

Delivering ESI to others in appropriate forms & using appropriate delivery mechanisms. 

 

Presentation 

Displaying ESI before audiences (at depositions, hearings, trials, etc.), especially in native & near-

native forms, to elicit further information, validate existing facts or positions, or persuade an 

audience. 

 

In this course, the EDRM serves as our conceptual framework for understanding the functional 

stages of electronic discovery from identification through presentation.   

Too, we must peer past the colorful confines of the EDRM and weigh the evidentiary and societal 

aspects of electronic evidence.  In a world without notarized pen-and-ink signaturesτwhere simply 

flipping a bit value changes everythingτhow do we prove authenticity or attack the integrity of 

digital evidence?  How will we trust, train and perhaps restrain Artificial Intelligence (AI) systems 

serving as proxies for human judgment?  How do we balance personal privacy and the need to 

safeguard trade secrets against the obligation to bring the best evidence into court? 

 

http://www.edrm.net/129
http://www.edrm.net/131
http://www.edrm.net/133
http://www.edrm.net/135
http://www.edrm.net/137
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Introduction to Data Storage Media 
 

Mankind has been storing data for thousands of years, on stone, bone, 

clay, wood, metal, glass, skin, papyrus, wax, paper, plastic and film. In 

fact, people were storing data in binary formats long before the 

emergence of modern digital computers.  Records from 9th century 

Persia describe an organ playing interchangeable cylinders.  Eighteenth 

century textile manufacturers employed perforated rolls of paper to 

control Jacquard looms, and Swiss and German music box makers used 

metal drums or platters to store tunes.  At the dawn of the Jazz Age, no 

self-respecting American family of means lacked a player piano capable 

(more-or-ƭŜǎǎύ ƻŦ ǊŜǇǊƻŘǳŎƛƴƎ ǘƘŜ ǿƻǊƪǎ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƎǊŜŀǘŜǎǘ ǇƛŀƴƛǎǘǎΦ 

 

²ƘŜǘƘŜǊ ȅƻǳ ǎǘƻǊŜ Řŀǘŀ ŀǎ ŀ ǇŜǊŦƻǊŀǘƛƻƴ ƻǊ ŀ ǇƛƴΣ ȅƻǳΩǊŜ ǎǘƻǊƛƴƎ ōƛƴŀǊȅ 

data: two data states: hole or no hole, pin or no pin, one or zero. 

Punched Cards 

In 1889, U.S. inventor Herman Hollerith (1860 -1929) was granted a 

patent for his system for storing data on perforated paper cards, a 

system that 

revolutionized the 1890 

U.S. census.  Using 43 

Hollerith machines and 

62 million punched cards, the time to tabulate the 

census dropped from eight years to three.7F

8  In the 

мфолΩǎΣ ŘŜƳŀƴŘ ŦƻǊ mechanized data storage led to 

widespread adoption of Hollerith cards as a fast, 

 
8 Hollerith founded The Tabulating Machine Company, based in the Georgetown neighborhood of Washington, D.C.  
IƻƭƭŜǊƛǘƘΩǎ ŎƻƳǇŀƴȅ ǿŀǎ ƭŀǘŜǊ ƳŜǊƎŜŘ ǿƛǘƘ ƻǘƘŜǊǎ ŀƴŘ ǊŜƴŀƳŜŘ LƴǘŜǊƴŀǘƛƻƴŀƭ .ǳǎƛƴŜǎǎ aŀŎƘƛƴŜǎ /ƻƳǇŀƴȅΣ ƴƻǿ L.aΦ 

File:CIMA mg 8302.jpg
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practical and cost-effective binary storage media.  

These punched cards, initially made in a variety of 

sizes and formats, were ultimately standardized by 

IBM as the 80 column, 12 row (тΦотрέ ōȅ оΦнрέύ 

format (right) that dominated computing well into 

ǘƘŜ мфтлΩǎΦ  Lƴ ǘƘŜ ƳƛŘ-1950s, punched card sales 

ŀŎŎƻǳƴǘŜŘ ŦƻǊ нл ǇŜǊŎŜƴǘ ƻŦ L.aΩǎ ǊŜǾŜƴǳŜǎ!  From 

1975-79, this author spent many a night in the basement of a 

computer center at Rice University typing program instructions 

onto these unforgiving punch cards, cousins to the oily, yellow 

perforated paper tape (right) that Bill Gates and I used on opposite 

coasts to program mainframe computers via a teletype terminal 

in the early 1970s.  

In the punch card era, storing programs and data 

sets meant storing stacks of IBM cards, often in 

ƳƻǘƻǊƛȊŜŘ άǘǳō ŦƛƭŜǎέ (right).  

 

The encoding schemes of these obsolete media 

differ from those we use today principally in 

speed and scale; but the binary fundamentals are 

unchanged and connect our toil in e-discovery 

and computer forensics to the likes of Charles 

Babbage, Alan Turing, Ada Lovelace, John von 

Neumann, Robert Noyce and both Steves 

(Wozniak and Jobs). 

 

The IBM punched card held 80 columns of 12 punch positions, or 960 possible bit locations. 

bƻƳƛƴŀƭƭȅΣ ǘƘŀǘΩǎ мнл ŜƛƎƘǘ-ōƛǘ ōȅǘŜǎΤ ōǳǘ ōŜŎŀǳǎŜ ŜƛƎƘǘ ŎƻƭǳƳƴǎ ǿŜǊŜƴΩǘ ŀƭǿŀȅǎ ǳǎŜŘ ŦƻǊ Řŀǘŀ 

storage, the effective capacity was closer to 864 bits, or 108 bytes. In practice, each column was 

typically dedicated to a single 7- or 8-bit character, so a card realistically stored about 80 

charactersτroughly 80 bytes.8F

9  

 

 
9 !ŦǘŜǊ ƘƻǳǊǎ ǊŜǎŜŀǊŎƘƛƴƎ ǘƘŜ ŎŀǇŀŎƛǘȅ ǉǳŜǎǘƛƻƴΣ L ŎƻǳƭŘƴΩǘ ŀǊǊƛǾŜ ŀǘ ŀ ŘŜŦƛƴƛǘƛǾŜ ŀƴǎǿŜǊ ōŜŎŀǳǎŜ ŎŀǇŀŎƛǘȅ ǾŀǊƛŜŘ 
according, inter alia, to the type of information being stored (binary versus ASCII) and a reluctance to punch out too 
Ƴŀƴȅ ŀŘƧŀŎŜƴǘ ǇŜǊŦƻǊŀǘƛƻƴǎ ƭŜǎǘ ƛǘ ōŜŎƻƳŜ ŀ άƭŀŎŜ ŎŀǊŘέ ǘƻƻ ŦǊŀƎƛƭŜ ǘƻ feed into a reader. 

https://ballinyourcourt.files.wordpress.com/2019/04/punched-paper-tapoe.jpg
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Using the 108-ōȅǘŜ ǾŀƭǳŜΣ ǘƘŜ ŦƻǊƳŀǘǘŜŘ άмΦпп a.έ оΦр-inch floppy disks 

commonly used from the mid-1980s to early 2000s held about 1.4 million 

bytes. A single floppy therefore stored the equivalent of roughly 13,653 

IBM cardsτabout seven 2,000-card boxes, or, at 143 cards to the inch, an 

eight-Ŧƻƻǘ ǎǘŀŎƪΦ ¢ƘŀǘΩǎ ŀ ŎƻƳƳƻƴ ŎŜƛƭƛƴƎ ƘŜƛƎƘǘ ŀƴŘ ǘŀƭƭŜǊ ǘƘŀƴ ŀƴȅƻƴŜ 

who ever played in the NBA. 

 

The prim Eisenhower-era programmer in the photo below 

steadies 62,500 punched cards said to hold five megabytes of 

program instructions for the massive SAGE (Semi-Automatic 

Ground Environment) military computing network (at roughly 80 

bytes per card) 

 

Fast-ŦƻǊǿŀǊŘ ǘƻ ǘƻŘŀȅΩǎ ŎŀǇŀŎƛƻǳǎ ƘŀǊŘ ŘǊƛǾŜǎΥ ŀ ǎƛȄǘȅ-dollar, 

three-ǘŜǊŀōȅǘŜ ŘǊƛǾŜ ƘƻƭŘǎ оΣнфуΣропΣууоΣону ōȅǘŜǎΦ ¢ƘŀǘΩǎ ƻǾŜǊ 

forty-one billion IBM cards (41,231,686,041, to be precise). 

Stacked at 143 cards per inch, our tower of cards would rise about 

4,550 milesτroughly the distance between Washington, D.C., 

and Anchorage. 

 

So, consider backup tape. The 45-

terabyte (compressed) capacity of 

an LTO-9 cartridge corresponds to 

roughly 615 billion IBM cards. 

Stacked one atop another, they 

would span more than 68,000 

milesτenough to circle the Earth at 

the Equator nearly three times. 

 

These are not real-world metrics 

because much storage capacity is lost to file-system overhead. If you used a warehouse for physical 

storage, you would sacrifice space to shelving and aisles, and you would find that not everything 

fits wall-to-wall and floor-to-ceiling. Similarly, digital storage sacrifices capacity to file tables and 

wastes space by using fixed cluster sizes. If a file is smaller than the clusters (i.e., storage blocks) 

https://ballinyourcourt.files.wordpress.com/2019/04/woman-and-ibm-cards.jpg
https://ballinyourcourt.files.wordpress.com/2019/04/floppydisk.jpg
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ŀƭƭƻŎŀǘŜŘ ǘƻ ƛǘΣ ǘƘŜ ōȅǘŜǎ ōŜǘǿŜŜƴ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŦƛƭŜ ŀƴŘ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ŎƭǳǎǘŜǊ ŀǊŜ ǿŀǎǘŜŘ άǎƭŀŎƪ 

ǎǇŀŎŜΦέ 

 
Electromagnetic Storage: Turning Polarity into Proof 

Punched cards made data tangible, but they were slow, bulky, and unforgiving. The next great leap 

in storage came from exploiting a different physical phenomenon: magnetism. Magnetic storage 

did not change the binary nature of data; it found a denser, faster, and reusable way to express it. 

Instead of holes and cards, information is recorded as tiny regions of magnetizationτmagnetic 

domainsτeach oriented in one of two directions όάǇƻƭŜǎέύ that are read as a binary state. 

At a conceptual level, nothing fundamentally changed. Data is still reduced to two states, still 

recorded on a physical medium, and still dependent on machinery to interpret it. What changed 

was scale. Magnetic media allowed enormous volumes of data to be packed into far smaller spaces 

and accessed far faster than any punched-card system could manage. 

Early magnetic storage appeared first on tape, then on disks. Tape favored sequential access and 

long-term retention; disks enabled random access and speed. Both persist today, not as relics, but 

as workhorses of modern computing and electronic discovery. 

Magnetic Tape: Sequential, Durable, and Still Very Much Alive 

The earliest popular form of electromagnetic data storage was magnetic tape. Spinning reels of 

tape became a clichéd visual metaphor for computing in films and television from the 1950s 

through the 1970s. Though the miles of tape once visible 

on those reels now reside inside cartridges and 

cassettes, tape remains a surprisingly enduring medium 

for the backup and archival storage of electronically 

stored information. 

Compact cassette tape 

(right) was the earliest 

data storage medium for 

personal computers, 

including the pioneering 

Apple II, the Radio Shack 

TRS-улΣ ŀƴŘ L.aΩǎ ŦƛǊǎǘ 

personal computer, the 

Model XT. 
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Magnetic tape predates hard disks, andτcontrary to periodic predictions of its demiseτcontinues 

to play a central role in modern data storage. Tape is not fast, and it is not elegant. It is, however, 

dense, durable, inexpensive at scale, and remarkably reliable. Those qualities explain its 

persistence and its recurring appearance in discovery disputes. 

Unlike disks, which support random access, tape is a sequential άόάǎŜǊƛaƭέ) medium. To reach data 

recorded near the end of a tape, the drive must physically wind past everything that comes before 

it. That characteristic once made tape a poor choice for interactive computing but an excellent 

choice for backup, archiving, and long-term retention. Those use cases have not disappeared. If 

anything, they have grown with the explosion of data volumes. 

How Magnetic Tape Stores Data 

At a physical level, tape storage resembles disk storage more than its form factor10 suggests. Data 

is recorded by altering the magnetic orientation of particles embedded in a thin coating on a flexible 

ribbon. As with disks, information is expressed as binary statesτmagnetized one way or the 

otherτand interpreted by a read/write head as ones and zeros. 

Where tape differs is in layout and access. Data is written in long linear tracks that run the length 

of the tape. Modern tape systems organize data into blocks and files, but the underlying constraint 

remains: the tape must move past the head to be read. There is no shortcut. 

Tape Drives and Cartridges 

A tape cartridge contains hundreds of meters of tape, precisely wound and tensioned. When 

inserted into a tape drive, the tape is drawn out of the cartridge and wrapped around a series of 

guides and rollers before passing across the read/write head. The process is mechanically complex 

but highly refined. 

Modern tape drives are not crude devices. They employ sophisticated error correction, precise 

servo tracking, and constant monitoring to maintain alignment. Tape heads float above the tape 

surface at extremely small distances, and the systems compensate continuously for stretching, 

temperature changes, and wear. 

The LTO-9 format tapes, introduced in 2021, house 3,150 feet (960 meters) of half-inch tape in a 

half-pound cartridge just four inches square and less than an inch thick. Yet each cartridge natively 

 
10 A form factor is the physical size and shape of a piece of computer hardware. 
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holds 18 terabytes of uncompressed data and up to 45 terabytes of compressed data, delivered 

at a transfer rate of approximately 400 megabytes per second.11 

LTO tapes use a back-and-forth, or linear serpentine, recording schemeτάƭƛƴŜŀǊέ ōŜŎŀǳǎŜ Řŀǘŀ ƛǎ 
ǎǘƻǊŜŘ ƛƴ ǇŀǊŀƭƭŜƭ ǘǊŀŎƪǎ ǊǳƴƴƛƴƎ ǘƘŜ ƭŜƴƎǘƘ ƻŦ ǘƘŜ ǘŀǇŜΣ ŀƴŘ άǎŜǊǇŜƴǘƛƴŜέ ōŜŎŀǳǎŜ ǘƘŜ ǊŜŎƻǊŘƛƴƎ 
path snakes back and forth, reversing direction on each pass. Thirty-two of the LTO-ф ŎŀǊǘǊƛŘƎŜΩǎ 
6,656 tracks are read or written simultaneously as the tape moves past the recording heads. As a 
result, it takes 208 back-and-forth passesΣ ƻǊ άǿǊŀǇǎΣέ ǘƻ ǊŜŀŘ ƻǊ ǿǊƛǘŜ ǘƘŜ Ŧǳƭƭ ŎƻƴǘŜƴǘǎ ƻŦ ŀ ǎƛƴƎƭŜ 
LTO-9 cartridge.  

              LTO-9 Ultrium Tape                     Sony AIT-3 Tape             SDLT-II Tape 

 

¢ƘŀǘΩǎ 124 miles of tape passing the headsτroughly the driving distance between Austin and 
Houston. Consequently, it takes hours to read or write each tape; for example, approximately 
twelve and one-half hours to write a full LTO-9 cartridge at maximum speed. While tape is not as 
fast as hard drives, it has proven to be more durable and less costly for long-term storageτso long 
as the data is being stored, not restored.  

Capacity, Compression, and Marketing Numbers 

Tape capacities are often advertised using compressed figures, typically assuming a 2.5:1 

compression ratio. Compression may be achieved by eliminating redundancy in the data stream, 

but the actual result depends entirely on the nature of the data being stored. Text compresses well; 

already-compressed files, such as images and video, do not. 

For discovery purposes, it is important to distinguish between native capacity and compressed 

capacityΦ /ƭŀƛƳǎ ŀōƻǳǘ Ƙƻǿ ƳǳŎƘ Řŀǘŀ ŀ ǘŀǇŜ άƘƻƭŘǎέ Ŏŀƴ ōŜ ƳƛǎƭŜŀŘƛƴƎ ƛŦ ŎƻƳǇǊŜǎǎƛƻƴ 

assumptions are left unstated. As with hard drives, the physics is honest even when the marketing 

is optimistic. 

 
11 The LTO-10 format hitting the market in January of 2026 will offer a 40TB native capacity and 100TB compressed.   
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Why Tape Still Matters in Discovery 

Tape remains the medium of choice for large-scale backups and long-term archives, particularly in 

enterprise and institutional settings. Cloud providers themselves rely heavily on tape behind the 

scenes, even when customers never see it. As a result, litigants often possess relevant data that 

exists only on tape, sometimes stored offsite and sometimes forgotten until litigation brings it to 

light. 

From a discovery perspective, tape raises distinctive issues. Restoring data from tape is slower and 

more labor-intensive than copying files from disk. Older tapes may require legacy drives or software 

to read. Some tapes are overwritten on a schedule; others are retained indefinitely. These 

characteristics inform arguments about burden, proportionality, and feasibility. 

¢ŀǇŜ Lǎ bƻǘ ά5ŜŀŘ 5ŀǘŀέ 

It is tempting to think of tape as a graveyard for obsolete information. That temptation should be 

resisted. Tape is not dead storage; it is deferred access storage. The data remains intact, often for 

decades, and can be restored if the necessary equipment and expertise are available. 

Courts and practitioners who assume that tape data is inaccessible or irrelevant risk error. Tape has 

been the source of pivotal evidence in numerous cases, particularly where routine deletion on 

active systems was offset by long-term retention on backup media. 

Continuity Across Media 

The persistence of tape underscores a recurring theme: storage technologies accumulate rather 

than replace one another. Newer media change how data is accessed and used, but older media 

continue to shape what data exists and how long it survives. Electronic discovery operates across 

these layers, not above them. 

As storage grows denser and systems more abstracted, the underlying physical realities remain 

decisive. Whether data resides on disk, tape, or solid-state memory, it is still subject to the 

constraints of the medium that holds it. 

Floppy Disks 

Today, the only place most computer users are likely to encounter a floppy disk is as the familiar 

άǎŀǾŜέ ƛŎƻƴ ƛƴ aƛŎǊƻǎƻŦǘ hŦŦƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴǎΦ .ǳǘ ŦƭƻǇǇȅ Řƛǎƪǎ ǇƭŀȅŜŘ ŀ ŎŜƴǘǊŀƭ ǊƻƭŜ ƛƴ ǎƻŦǘǿŀǊŜ 

distribution and data storage for personal computing for nearly thirty years. 
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Floppy disks are another form of electromagnetic storage. Each contains a spinning, flexible plastic 

disk coated with a magnetic oxideτessentially rust. In composition, a floppy disk is much like 

magnetic tape in disk form. Floppies were formattedτeither by the user or pre-formatted by the 

manufacturerτby dividing the disk into concentric rings of data called tracks, with each track 

subdivided into small arcs called sectors. Formatting enables systems to locate data on physical 

storage media much as dividing a subdivision into streets and house numbers enables us to locate 

homes in a neighborhood. 

Although many competing floppy disk sizes and formats have been introduced since 1971, only a 

handful are likely to be encountered in e-discovery. These include 

the 8-inch, 5.25-inch, 3.5-inch standard-density, 3.5-inch high-

density, and Zip formats. Of these, the 3.5-inch high-density (1.44-

megabyte) floppy disk is by far the most prevalent legacy format.  

¢ƘŜ ½ƛǇ Řƛǎƪ ǿŀǎ ƻƴŜ ƻŦ ǎŜǾŜǊŀƭ ǇǊƻǇǊƛŜǘŀǊȅ άǎǳǇŜǊ-ŦƭƻǇǇȅέ ǇǊƻŘǳŎǘǎ 

that enjoyed brief success before the high capacity and low cost of 

recordable optical media (CD-R and DVD-R) and flash drives 

rendered them obsolete. 

Optical Media 

The most common forms of optical media for data storage are CD, DVD, and Blu-ray disks, each 

available in read-only, recordable, or rewritable formats. These media typically take the form of a 

4.75-inch plastic disk incorporating a metalized reflective coating and, in some formats, a dye layer. 

In contrast to tape, floppy disks, and mechanical hard drives, optical storage media do not rely on 

electromagnetism to store and retrieve data; instead, a focused laser beam alters or interrogates 

the metalized reflective coating to create or detect microscopic pits and lands. Variations in 

reflected laser light are interpreted as the ones and zeros of digital data storage. 

8", 5.25" and 3.5" Floppy 
Disks 

Zip Disk 
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The practical differences among CDs, DVDs, and Blu-ray disks lie in their storage capacities and the 

speed, or throughput, at which data can be read or written. 

A CD (Compact Disc), or CD-ROM (CD Read-Only Memory), is read-only and 

not recordable by the end user. It is typically manufactured to distribute 

music or software. A CD-R is recordable by the end user, but once a 

recording session is closed, it cannot be altered in normal use. A CD-

RW is rewritable and can be erased and recorded multiple times. A 

standard-size CD holds approximately 700 megabytes of data. 

A DVD (Digital 

Versatile Disc) likewise 

exists in read-only, recordable (DVD±R), and 

rewritable (DVD±RW) formats. The most 

common DVD has a native storage capacity of 

approximately 4.7 gigabytes, meaning that a 

single DVD can hold roughly six and one-half 

CDs worth of data. 

By employing the shorter wavelength of a blue 

laser, a dual-layer Blu-ray disk can store up to 

approximately 50 gigabytes of dataτequivalent 

to about ten and one-half DVDs. Like its 

predecessors, Blu-ray media is available in recordable (BD-R) and rewritable (BD-RE) formats. 

How Hard Drives Store Data 

A traditional electromagnetic hard disk drive (HDD) stores data on one or more spinning platters 

coated with a ŦŜǊǊƻǳǎ όάmagnetiȊŀōƭŜέύ material. Each platter surface is divided into concentric rings 

called tracks, which are further subdivided into sectorsτthe smallest addressable units on the disk. 

Modern drives abstract these physical details behind logical block addressing, allowing software to 

treat storage as a continuous array of numbered blocks rather than discrete tracks and sectors. 

Hovering above each platter surface is a read/write head, mounted on an actuator arm. The head 

ƴŜǾŜǊ ǘƻǳŎƘŜǎ ǘƘŜ ǇƭŀǘǘŜǊΦ LƴǎǘŜŀŘΣ ƛǘ άŦƭƛŜǎέ ƻƴ ŀ ƳƛŎǊƻǎŎƻǇƛŎ ŎǳǎƘƛƻƴ ƻŦ ŀƛǊ ƎŜƴŜǊŀǘŜŘ ōȅ ǘƘŜ 

spinning diskτat a height measured in nanometers, far thinner than a human hair. The tolerances 

involved are astonishing. A useful metaphor is a jet fighter screaming at many times the speed of 

sound, skimming just inches above the ground, while accurately counting every blade of grass it 

passes. 

http://upload.wikimedia.org/wikipedia/en/e/e9/DVD-4.5-scan.png
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As the platter spins beneath the head, the drive writes data by altering the magnetic orientation of 

tiny domains on the surface. Reading data reverses the process: changes in magnetic polarity 

induce signals that the drive electronics interpret as άƻƴέ ŀƴŘ άƻŦŦΣέ ƴƻǘŀǘŜŘ ŀǎ ones and zeroes. 

The drive has no sense of files, documents, or meaningτonly magnetized regions and locations. 

Computers, Hard Drives and Servers 

Though ESI resides on a dizzying array of media and devices, by far the largest complement of same 

occurs within three closely related species of computing hardware: computers, hard drives and 

servers.  A server is essentially a computer dedicated to a specialized task or tasks, and both servers 

and computers routinely employ hard drives for program and data storage. 

Electromagnetic Hard Drives 

As noted, mankind has long stored information by translating it into physical manifestations: cave 

drawings, Gutenberg bibles, musical notes, Braille dots or undulating grooves in a phonograph 

record.  Because ƛǘΩǎ ǎƛƳǇƭȅ a long sequence of ones and zeros, binary data can be memorialized by 

many physical phenomena.  You could build a computer that stored data as a row of beads (the 

abacus), holes punched in paper (a piano roll), black and white vertical lines (bar codes) or bottles 

of beer on the wall (still waiting for this one!).  

 

IŦ ǿŜ ōǳƛƭŘ ƻǳǊ ŎƻƳǇǳǘŜǊ ǘƻ ǎǘƻǊŜ Řŀǘŀ ǳǎƛƴƎ ōƻǘǘƭŜǎ ƻŦ ōŜŜǊ ƻƴ ǘƘŜ ǿŀƭƭΣ ǿŜΩŘ ōŜǘǘŜǊ ōŜ ǘƘƛǊǎǘȅ 

because weΩƭƭ need a boatload of bottles and a whole lot of time to set them up, count them and 

replace them as data changes.  Too, we would need something like the Great Wall of China to hold 

ǘƘŜƳΦ  {ƻΣ ƻǳǊ ōŜŜǊ ōƻǘǘƭŜ Řŀǘŀ ǎǘƻǊŀƎŜ ǎȅǎǘŜƳ ƛǎƴΩǘ ǇǊŀŎǘƛŎŀƭΦ  LƴǎǘŜŀŘΣ ǿŜ ƴŜŜŘ ǎƻƳŜǘƘƛƴƎ ŎƻƳǇŀŎǘΣ 

lightweight and efficient --in short, a refrigerator magnet and some paper clips. 

 

Okay, maybe not a refrigerator magnet per se, but the principles are the same.  If you take a magnet 

off your refrigerator and rub it against a metal paperclip, you will transfer some magnetic properties 

to the paperclip.  Suppose you lined up about a zillion paper clips and magnetized some but not 

others.  You could go down the row with a piece of ferrous metal (or, better yet, a compass) and 

distinguish the magnetized clips from the non-magnetized clips.  If you call the magnetized clips 

άƻƴŜǎέ ŀƴŘ ǘƘŜ ƴƻn-ƳŀƎƴŜǘƛȊŜŘ ŎƭƛǇǎ άȊŜǊƻŜǎΣέ ȅƻǳΩǾŜ Ǝƻǘ ȅƻǳǊǎŜƭŦ ŀ ǎȅǎǘŜƳ ǘƘŀǘ Ŏŀƴ ǊŜŎƻǊŘ ōƛƴŀǊȅ 

data.  Were you to glue all those paper clips in concentric circles onto a spinning phonograph record 

ŀƴŘ ǎǳōǎǘƛǘǳǘŜ ŀƴ ŜƭŜŎǘǊƻƳŀƎƴŜǘ ŦƻǊ ǘƘŜ ǊŜŦǊƛƎŜǊŀǘƻǊ ƳŀƎƴŜǘΣ ȅƻǳ ǿƻǳƭŘƴΩǘ be too far afield of what 

goes on inside the hard and floppy disk drives of a computer, albeit at a much smaller scale.  In case 

you wondered, this is also how we recorded sound on magnetic tape, except that instead of 

determining that a spot on the tape is magnetized or not as it rolls by, we gauge varying degrees of 

magnetism which corresponding to variations in the recorded sounds.  This is analog recordingτ

the variations in the recording are analogous to the variations in the music. 
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Since computers process electrical signals much more effectively than magnetized paper clips 

jumping onto a knife blade, what is needed is a device that transforms magnetic signals to electrical 

signals and vice-versaτan energy converter.  Inside every floppy and hard disk drive is a gadget 

called a read/write head.  The read/write head is a tiny 

electromagnet that perform the conversion from electrical 

information to magnetic and back again.  Each bit of data is 

written to the disk using an encoding method that translates 

zeros and ones into patterns of magnetic flux reversals.  

5ƻƴΩǘ ōŜ Ǉǳǘ ƻŦŦ ōȅ {ǘŀǊ ²ŀǊǎ ƭƛƴƎƻ ƭƛƪŜ άƳŀƎƴŜǘƛŎ ŦƭǳȄ 

ǊŜǾŜǊǎŀƭέ --it just means flipping the magnet around to the 

ƻǘƘŜǊ ǎƛŘŜ ƻǊ άǇƻƭŜΦέ   

 

Older hard disk heads make use of the two main principles of electromagnetic force.  The first is 

that applying an electrical current through a coil produces a magnetic field; this magnet field 

imparts magnetic propertiesτwrites--to the disk.  The direction of the magnetic field produced 

depends on the direction that the current is flowing through the coil.  The converse principle is that 

moving a magnetic field alongside a coil of wire induces an electrical current to flow through the 

coil.  That current corresponds to previously written magnetic information ŀƴŘ ǎƻ ǎŜǊǾŜǎ ǘƻ άǊŜŀŘέ 

the disk.  Newer disk heads use different physics and are more efficient, but the basic approach 

ƘŀǎƴΩǘ ŎƘŀƴƎŜŘΥ ŜƭŜŎǘǊƛŎƛǘȅ ǘƻ ƳŀƎƴŜǘƛǎƳ ŀƴŘ ƳŀƎƴŜǘƛǎƳ ǘƻ ŜƭŜŎǘǊƛŎƛǘȅΦ 

 

A hard drive is an immensely complex data storage device engineered to appear deceptively simple.  

When you connect a hard drive to your machine, and the operating system detects the drive, 

assigns it a drive letter andτpresto! τȅƻǳΩǾŜ Ǝƻǘ ǘǊƛƭƭƛƻƴǎ ƻŦ ōȅǘes of new storage!  Microprocessor 

chips garner the glory, but the humdrum hard drive is every bit the paragon of ingenuity and 

technical prowess. 

 

A conventional electromagnetic hard drive is a sealed aluminum box measuring (for a desktop 

ǎȅǎǘŜƳύ ǊƻǳƎƘƭȅ пέ Ȅ сέ Ȅ мέ ƛƴ ƘŜƛƎƘǘΦ  ! ƘŀǊŘ ŘǊƛǾŜ Ŏŀƴ ōŜ ƭƻŎŀǘŜŘ ŀƭƳƻǎǘ ŀƴȅǿƘŜǊŜ ǿƛǘƘƛƴ ǘƘŜ 

ŎƻƳǇǳǘŜǊΩǎ case, customarily secured by several screws attached to any of ten pre-threaded 

mounting holes along the edges and base of the case.  One face of the case is labeled to reflect the 

drive specifications, while a printed circuit board containing logic and controller circuits will cover 

the opposite face.  
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A conventional electromagnetic hard disk contains round, flat discs called platters, coated on both 

sides with a special material able to store data as magnetic patterns.  Much like a record player, the 

platters have a hole in the center allowing multiple platters to be stacked on a spindle and read on 

both sides for greater storage capacity.   

The platters rotate at high speedτ

typically 5,400, 7,200 or 10,000 

rotations per minuteτdriven by an 

electric motor.  Data is written to and 

read from the platters by read/write 

heads mounted on the end of a 

pivoting extension called an actuator 

arm that functions similarly to the tone 

arm that carries a phonograph 

cartridge and needle across the face of 

a vinyl audio record.  Each platter has 

two read/write heads, one on the top of the platter and another on the bottom.  So, a conventional 

hard disk with three platters typically sports six surfaces and six read/write heads. 

Unlike a record player, the read/write head never touches the spinning platter but fly overhead.  

When the platters spin up to operating speed, their rapid rotation causes a cushion of air to flow 

under the read/write heads and suspend them over the surface of the diskτthe same principle of 

lift that operates on aircraft wings and enables them to fly.  The head then reads the magnetic 

patterns on the disc while flying just .5 millionths of an inch above the surface.  At this speed, if the 

head bounced against the surface, there is a good chance that the head would burrow into the 

surface of the platter like a fighter jet flying into the 

ground, obliterating data, destroying both read/write 

heads and rendering the hard drive inoperableτa so-

ŎŀƭƭŜŘ άƘŜŀŘ ŎǊŀǎƘΦέ   

The hard disk drive has been around for more than 60 

ȅŜŀǊǎΣ ōǳǘ ƛǘ ǿŀǎ ƴƻǘ ǳƴǘƛƭ ǘƘŜ мфулΩǎ ǘƘŀǘ ǘƘŜ ǇƘȅǎƛŎŀƭ ǎƛȊŜ 

and cost of hard drives fell sufficiently for their use to be 

commonplace.   

Introduced in 1956, the IBM 350 Disk Storage Unit 

pictured was the first commercial hard drive.  It was 60 

inches long, 68 inches high and 29 inches deep (so it 

could fit through a door).  Called the RAMAC (for 

Random Access Method of Accounting and Control), it 
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ƘŜƭŘ ŦƛŦǘȅ нпέ ƳŀƎƴŜǘƛŎ Řƛǎƪǎ ƻŦ рлΣллл ǎŜŎǘƻǊǎΣ ŜŀŎƘ ǎǘƻǊƛƴƎ млл ŀƭǇƘŀƴǳƳŜǊƛŎ όт-bit) characters.  

Thus, it held about 3.75 megabytes, or one or two cellphone snapshots today.  It weighed a ton 

(literally), and users paid $3,200.00 per month to rent ƛǘΦ  ¢ƘŀǘΩǎ ŀōƻǳǘ ϷолΣлллΦлл ƛƴ ǘƻŘŀȅΩǎ ŘƻƭƭŀǊǎΦ 

Now, you can buy a ten terrabyte hard drive storing two million times 

more information for a fraction of that monthly rental.  That 10TB drive 

weighs less than two pounds, can hide behind a paperback book and costs 

less than $170.00.    

hǾŜǊ ǘƛƳŜΣ ƘŀǊŘ ŘǊƛǾŜǎ ǘƻƻƪ ǾŀǊƛƻǳǎ ǎƘŀǇŜǎ ŀƴŘ ǎƛȊŜǎ όƻǊ άŦƻǊƳ ŦŀŎǘƻǊǎέ ŀǎ 

the standard dimensions of key system components are called in geek 

speak).  Two electromagnetic drive ŦƻǊƳ ŦŀŎǘƻǊǎ ŀǊŜ ǎǘƛƭƭ ƛƴ ǳǎŜΥ оΦрέ 

(desktop drive) and нΦрέ όƭŀǇǘƻǇ ŘǊƛǾŜύ.  A third, the мΦуέ όƛtƻŘ ŀƴŘ 

microsystem drive, is wholly supplanted by solid state storage. 

IŀǊŘ ŘǊƛǾŜǎ ŎƻƴƴŜŎǘ ǘƻ ŎƻƳǇǳǘŜǊǎ ōȅ ǾŀǊƛƻǳǎ ƳŜŎƘŀƴƛǎƳǎ ŎŀƭƭŜŘ άƛƴǘŜǊŦŀŎŜǎέ ǘƘŀǘ ŘŜǎŎǊƛōŜ ōƻǘƘ 

Ƙƻǿ ŘŜǾƛŎŜǎ άǘŀƭƪέ ǘƻ ƻƴŜ-another as well as the physical plugs and cabling required.  The five most 

common hard drive interfaces are:  

PATA for Parallel Advanced Technology Attachment (sometimes called EIDE for Extended 

Integrated Drive Electronics) [long obsolete] 

SATA for Serial Advanced Technology Attachment [most common today] 

SCSI for Small Computer System Interface 

SAS for Serial Attached SCSI 

FC for Fibre Channel 

Though once dominant in personal computers, PATA drives largely disappeared after 2006.  Today, 

virtually all laptop and desktop computers employ SATA drives for local storage.  SCSI, SAS and FC 

drives tend to be seen exclusively in servers and other applications demanding high performance 

and reliability. 

CǊƻƳ ǘƘŜ ǳǎŜǊΩǎ ǇŜǊǎǇŜŎǘƛǾŜΣ t!¢!Σ {!¢!Σ {/{LΣ {!{ ŀƴŘ C/ ŘǊƛǾŜǎ ŀǊŜ ƛƴŘƛǎǘƛƴƎǳƛǎƘŀōƭŜΤ ƘƻǿŜǾŜǊΣ 

from the point of view of the technician tasked to connect to and image the contents of the drive, 

the difference implicates different tools and connectors.  

 $170 



40  

The five drive interfaces divide into two employing parallel data 

paths (PATA and SCSI) and three employing serial data paths 

(SATA, SAS and FC).  Parallel ATA interfaces route data over 

multiple simultaneous channels necessitating 40 wires where 

serial ATA interfaces route data through a single, high- speed 

data channel requiring only 7 wires.  Accordingly, SATA cabling 

and connectors are smaller than their PATA counterparts (see 

photos, right). 

Fibre Channel employs optical fiber (the spelling difference is 

intentional) and light waves to carry data at impressive speeds.  

The premium hardware required by FC dictates that it will be 

found in enterprise computing environments, typically in conjunction with a high capacity/high 

demand storage device called a SAN (for Storage Attached Network) or a NAS (for Network 

Attached Storage). 

LǘΩǎ Ŝŀǎȅ ǘƻ ōŜŎƻƳŜ ŎƻƴŦǳǎŜŘ ōŜǘǿŜŜƴ ƘŀǊŘ ŘǊƛǾŜ ƛƴǘŜǊŦŀŎŜǎ ŀƴŘ ŜȄǘŜǊƴŀƭ Řŀǘŀ ǘǊŀƴǎŦŜǊ ƛƴǘŜǊŦŀŎŜǎ 

like USB, Lightning, Thunderbolt (USB-C) or (the now obsolete) FireWire seen on external hard 

drives.  The drive within the external hard drive housing will employ one of the interfaces described 

above (except FC); however, to facilitate external connection to a computer, a device called a bridge 

will convert data written to and from the hard drive to a form that can traverse a USB or 

Thunderbolt connection.  In some compact, low-cost external drives, manufacturers dispense with 

ǘƘŜ ŜȄǘŜǊƴŀƭ ōǊƛŘƎŜ ōƻŀǊŘ ŀƭǘƻƎŜǘƘŜǊ ŀƴŘ ōǳƛƭŘ ǘƘŜ ¦{. ƛƴǘŜǊŦŀŎŜ ǊƛƎƘǘ ƻƴ ǘƘŜ ƘŀǊŘ ŘǊƛǾŜΩǎ circuit 

board. 

Why Spinning Disks Still Matter 

Despite the rise of solid-state storage, spinning disks remain ubiquitous. They dominate bulk 

storage, archives, backup systems, and much of the infrastructure behind cloud services. When 

litigants claim that data volumes are too large to preserve or search, they are often talking about 

data residing on magnetic disks, whether on-premises or in remote data centers. 

For discovery purposes, it is a mistake to treat hard drives as obsolete. Their physical characteristics 

continue to shape what data exists, how it persists, and how it can be recovered. 

Cloud Services as Everyday Evidence Repositories 

Today, many of the most important categories of electronically stored information do not reside 

on local devices at all. Business email lives in Microsoft 365 or Google Workspace. Collaboration 

occurs in Teams, Slack, and Zoom. File repositories exist in OneDrive, Google Drive, and Dropbox. 



41  

Accounting runs in online platforms. Customer data resides in hosted CRM systems. Even litigation 

support tools themselves run in the cloud. 

These systems blur the line between storage and application. They do not merely hold files; they 

also generate and retain logs, version histories, timestamps, and permissionsτmetadata that 

frequently becomes central to discovery disputes. A user may swear they did not alter a document, 

while the platform quietly preserves a full revision trail proving otherwise. 

A practical takeaway for lawyers is this: ŀǎƪƛƴƎ ƻƴƭȅ ŦƻǊ άŘƻŎǳƳŜƴǘǎέ Ƴŀȅ Ƴƛǎǎ ǘƘŜ Ƴƻǎǘ ǇǊƻōŀǘƛǾŜ 

evidence. Counsel must learn to request the system-generated context as well. This includes 

activity logs, revision histories, message metadata, and export formats that preserve 

interoperability. 

Cloud services also change how proportionality is assessed. Some data is easily searched and 

exported. Other data requires expensive specialist intervention. Competence includes 

understanding these differences well enough to negotiate realistic, proportional discovery plans 

ǊŀǘƘŜǊ ǘƘŀƴ ŘŜŦŀǳƭǘƛƴƎ ǘƻ ŜƛǘƘŜǊ άŜǾŜǊȅǘƘƛƴƎέ ƻǊ άƴƻǘƘƛƴƎΦέ 

File Systems, Clusters, and Wasted Space 

Hard drives do not store files as neat, contiguous sequences. A file system keeps track of which disk 

locations belong to which files and which locations are free. To simplify management, file systems 

allocate space logically, in fixed-size units called clusters (or allocation units). If a file does not 

completely fill its last cluster, the unused portion remains allocated but empty. That unused space 

is known as slack space. 

The warehouse analogy fits neatly. If you rent storage units of a fixed size, storing a few small boxes 

still consumes an entire unit, leaving empty space around it. Digital storage works the same way. In 

forensic analysis, άŜƳǇǘȅέ ǎlack space may contain remnants of previously stored data, fragments 

ƻŦ ƻƭŘŜǊ ŦƛƭŜǎΣ ƻǊ ƴƻǘƘƛƴƎ ŀǘ ŀƭƭΣ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŘǊƛǾŜΩǎ ƘƛǎǘƻǊȅΦ 

Deletion Is Bookkeeping, Not Destruction 

When a file is deleted from a hard drive, the data is usually not truly erased όάƻǾŜǊǿǊƛǘǘŜƴέύ. Instead, 

the file system marks the clusters previously assigned to the file as available for reuse and removes 

the directory entry that pointed to them. The underlying magnetic domains remain unchanged until 

new data overwrites them. 

Whether deleted data persists is a function of time, system activity, and storage behaviorτnot user 

intent. This distinction underlies many disputes about spoliation, recovery, and proportionality. A 

lawyer who understands how deletion works is far better equipped to assess what can reasonably 

be found and what cannot. 
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As illustrated below, the physical organization of disksτplatters, tracks, sectors, and clustersτ

governs what survives ordinary use and what is lost. Software may hide these details, but it does 

not eliminate them. 

Flash Drives, Memory Cards, SIMs and Solid-State Drives 

Many late-model laptops and nearly all 

portable computing devices and phones 

employ data storage devices with no 

moving parts where the data resides 

entirely within the solid semiconductor 

material which comprise the memory 

ŎƘƛǇǎΣ ƘŜƴŎŜ ǘƘŜ ǘŜǊƳΣ άǎƻƭƛŘ-ǎǘŀǘŜΦέ 

Historically, rewritable solid-state storage 

was volatile (in the sense that data 

disappeared when power was withdrawn) 

and expensive.   

 

Beginning around 1995, a type of non-volatile memory called NAND flash became inexpensive 

enough to be used for removable storage in emerging applications like digital photography.  Further 

leaps in the capacity and dips in the cost of NAND flash led to the near eradication of film for 

photography and the extinction of the floppy disk, replaced by simple, inexpensive and reusable 

USB storage devices called, variously, Smart Media, Compact Flash media, SD cards, flash drives, 

thumb drives, pen drives and memory sticks or keys. 

A specialized form of solid-

state memory seen in cell 

phones is the Subscriber 

Identification Module or 

SIM card.  SIM cards serve 

both to authenticate and 

identify a communications 

device on a cellular network and 

to store a modest number of SMS messages and phone 

book contacts.  ! {LaΩǎ storage capacity is small, typically 

256 KB (262,144 bytes). 

USB Flash Drives 

SIM Cards 

Solid State 

Media Cards 
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As the storage capacity of NAND flash has gone up and its cost has come down, the conventional 

electromagnetic hard drive is rapidly being replaced by solid-state drives in standard hard drive 

form factors.  Solid-state drives are significantly faster, lighter and more energy efficient than 

conventional drives, but they currently cost more 

per gigabyte stored than their mechanical 

counterparts.  All signs point to the ultimate 

obsolescence of mechanical drives by solid-state 

drives, and some products (notably laptops and 

tablets like the iPad and Microsoft Surface) have 

eliminated hard drives altogether in favor of solid-

state storage.  

Until recently, solid state drives assumed the size and shape of mechanical drives to facilitate 

compatibility with existing devices.  However, the size and shape of mechanical hard drives was 

driven by the size and operation of the platters they contained.  Because solid state storage devices 

have no moving parts, they can assume virtually any shape.  So, ǎƭŀǾƛǎƘ ŀŘƘŜǊŜƴŎŜ ǘƻ нΦрέ ŀƴŘ оΦрέ 

rectangular form factors is fading in favor of shapes and sizes uniquely suited to the devices that 

employ them.  

¢ƻŘŀȅΣ ƛǘΩǎ ŎƻƳƳƻƴ ŦƻǊ ǎƻƭƛŘ ǎǘŀǘŜ ŘǊƛǾŜǎ ǘƻ ǘŀƪŜ ƻƴŜ ƻŦ ǘƘǊŜŜ ŦƻǊƳǎΦ  ¢ƘŜ ŦƛǊǎǘ ƛǎ ǘƘŜ ŦŀƳƛƭƛŀǊ нΦрέ 

enclosure with a conventional SATA interface (below left).  Modern laptops employ either NVMe 

{{5 ŎŀǊŘǎ ƭƛƪŜ ǘƘŜ ƻƴŜ ƭƻǿŜǊ ǊƛƎƘǘ ǘƻǇ ƻǊ aΦн {{5 άǎǘƛŎƪǎέ ǎŜŜƴ ŀǘ ƭƻǿŜǊ ǊƛƎƘǘ ōƻǘǘƻƳΦ  aΦн ŎŀǊŘǎ 

ŀǊŜ ннƳƳ ǿƛŘŜ ōǳǘ ŎƻƳŜ ƛƴ ƭŜƴƎǘƘǎ ŦǊƻƳ пнƳƳ ǘƻ ммлƳƳΣ ǿƛǘƘ улƳƳ όоΦмέύ Ƴƻǎǘ ŎƻƳƳƻƴΦ 

 

 

With respect to e-discovery, the shift from electromagnetic to solid-state drives is inconsequential.  

However, the move to solid-state drives will significantly impact computer forensic analysis.  

Because the NAND memory cells that comprise solid-state drives wear out rapidly with use, solid-

Look Ma, 

No platters! 
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state drive controllers must constantly reposition data to ensure usage is distributed across all cells.  

{ǳŎƘ άǿŜŀǊ ƭŜǾŜƭƛƴƎέ όŀƭǎƻ ŎŀƭƭŜŘ ά¢wLaέύ hampers techniques that forensic examiners have long 

employed to recover deleted data from conventional hard drives.   

Traditional hard drives often preserved deleted data for long periods, allowing forensic analysts to 

recover remnants. That expectation is far less reliable today. Solid-state drives constantly 

reorganize data internally to extend their lifespan. Features such as TRIM instruct the drive to purge 

deleted content so that storage cells may be reused. Once overwritten, the data is typically 

unrecoverable. 

Cloud storage further reduces the likelihood of recovering deleted content. Data may be divided 

across systems and overwritten rapidly according to provider-managed policies. In many 

environments there is no physical artifact to examine. 

The result is not that parties may delete freely, but that restoration limits are real and unavoidable. 

Analyses of intent and prejudice must recognize that modern storage behaves differently than the 

magnetic-disk world of the past. 

Mobile-Resident ESI 

Mobile devices are now the primary computing platforms for many users. Phones and tablets store 

vast quantities of electronically stored information, including text messages, messaging-app 

content, call logs, photos, videos, notes, location history, authentication tokens, and cloud-sync 

ŘŀǘŀΦ aǳŎƘ ƻŦ ǘƘƛǎ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜǎƛŘŜǎ ƛƴǎƛŘŜ ƛƴŘƛǾƛŘǳŀƭ ŀǇǇǎ ǊŀǘƘŜǊ ǘƘŀƴ ǾƛǎƛōƭŜ άŦƛƭŜǎΦέ 9ŀŎƘ 

application may maintain its own database or cloud connection, with its own retention settings. 

Because modern phones synchronize with cloud services, data may exist in multiple locations at 

once. A message may appear on a device, a laptop, and a hosted platform. Deletion on one device 

may or may not remove the record elsewhere. Counsel must therefore think in terms of ecosystems 

rather than devices. 

Preservation usually occurs through account-level action rather than physically seizing the phone. 

However, some content is device-resident only, and forensic examination may still be appropriate 

when proportional. Competent handling of mobile ESI requires awareness of privacy concerns, 

authentication challenges, and the increasing use of encrypted services. 

What matters for discovery is not technical mastery of mobile architecture, but recognition that 

ǘƘŜ Ƴƻǎǘ ǊŜǎǇƻƴǎƛǾŜ ŎƻƴǾŜǊǎŀǘƛƻƴŀƭ Řŀǘŀ Ƴŀȅ ƭƛǾŜ ƛƴ ŀ ǳǎŜǊΩǎ ǇƻŎƪŜǘΦ 

Cloud-bŀǘƛǾŜ {ǘƻǊŀƎŜΥ ά{ƻƳŜƻƴŜ 9ƭǎŜΩǎ /ƻƳǇǳǘŜǊΣέ .ǳǘ {ǘƛƭƭ ¸ƻǳǊ 5ŀǘŀ 
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For most of computing history, data lived on machines you could see and touchτa tape cartridge 

on a shelf, a floppy on your desk, or a hard drive humming inside a server room. Today, an ever-

larger share of electronically stored information never sets foot inside your building. Instead, it 

ǊŜǎƛŘŜǎ άƛƴ ǘƘŜ ŎƭƻǳŘ.έ  Cloud servers are simply remote, provider-managed computing and storage 

resources accessed over the Internet.  

Cloud storage is not magic. It is simply storage delivered as a service. Your files may physically reside 

on spinning disks or solid-state drives in vast data centers scattered across the countryτor across 

continents. The cloud provider handles hardware, power, cooling, networking, redundancy, and 

security. You supply the data; they supply the infrastructure. Lawyers sometimes imagine the cloud 

as vaporous or intangible. It is neither. Cloud data is real data, on real machines, somewhere on 

Earth. You just ŘƻƴΩǘ ƻǿƴ ǘƘŜ ƳŀŎƘƛƴŜǎΦ 

Cloud storage commonly takes the form of object storage, where files are treated not as documents 

ƛƴ ŦƻƭŘŜǊǎΣ ōǳǘ ŀǎ άƻōƧŜŎǘǎέ ǘŀƎƎŜŘ 

with metadata and distributed across 

multiple systems for speed and 

resilience. If one server fails, your 

data remains intact because it is 

mirrored or divided across others. 

Cloud services also layer sharing, 

collaboration, and versioning 

features atop storage, meaning that a 

ǎƛƴƎƭŜ άŘƻŎǳƳŜƴǘέ Ƴŀȅ ƘŀǾŜ ŘƻȊŜƴǎ 

of prior versions, access logs, 

comments, and embedded history. 

The e-discovery implications are profound. First, possession, custody, and control no longer align 

neatly with physical ownership. Your client may not own the hardware, but courts routinely hold 

ǘƘŀǘ ǘƘŜȅ ŎƻƴǘǊƻƭ Řŀǘŀ ǘƘŜȅ Ŏŀƴ ŀŎŎŜǎǎ ŀƴŘ ŘƛǊŜŎǘΣ ŜǾŜƴ ǿƘŜƴ ƛǘ ƭƛǾŜǎ ƛƴ ŀ ǾŜƴŘƻǊΩǎ ǎȅǎǘŜƳΦ {ŜŎƻƴŘΣ 

preservation changes character. You cannot ǎƛƳǇƭȅ ǳƴǇƭǳƎ ŀ ǎŜǊǾŜǊ ŀƴŘ ƭŀōŜƭ ƛǘ ά5ƻ bƻǘ ¢ƻǳŎƘΦέ 

Instead, you work with administratorsτor the service providerτto suspend deletion rules, retain 

accounts, and preserve audƛǘ ƭƻƎǎΦ ¢ƘƛǊŘΣ ŜȄǇƻǊǘǎ ŦǊƻƳ ŎƭƻǳŘ ǎȅǎǘŜƳǎ Ƴŀȅ ƴƻǘ ǊŜǎŜƳōƭŜ άŦƛƭŜǎέ ŀǘ 

all. You may receive JSON data, structured tables, or archives containing embedded metadata 

essential to meaning. 

Cloud servicesτfrom email to chat platforms to shared drivesτnow represent the predominant 

repositories of responsive data in civil discovery. Competence requires understanding that the 

cloud is less a place than a model of computing. Your duty is not to chase molecules of silicon, but 
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to know where client data resides, how long it persists, how it can be preserved, and in what form 

it can be produced. 

Cloud Collaboration as Evidence Ecosystems 

Modern cloud platforms are not merely storage locations. They are evidence ecosystems. Business 

communication increasingly occurs inside hosted collaboration services like Microsoft 365, Google 

Workspace, Slack, Zoom, and Teams. These systems do far more than store documents. They also 

retain conversations, shared links, comments, reactions, approvals, version histories, and audit 

logs. In effect, each platform becomes its own universe of data and metadata documenting not 

only what exists, but who created it, how it changed over time, and how others interacted with it. 

¢Ƙƛǎ ǎƘƛŦǘ ƳŜŀƴǎ ŘƛǎŎƻǾŜǊȅ ǊŀǊŜƭȅ ǎŜŜƪǎ ƻƴƭȅ άŘƻŎǳƳŜƴǘǎΦέ LƴǎǘŜŀŘΣ ƭŀǿȅŜǊǎ Ƴǳǎǘ ŎƻƴǎƛŘŜǊ ǿƘŜǘƘŜǊ 

the context surrounding a document is probative. A message thread may reveal negotiation, 

consent, instruction, or authorization. A revision history may show when text was added or 

removed. An access log may demonstrate who knew what and when. Cloud-resident systems 

quietly collect these historical traces as a matter of course. 

Practically, exports from these systems may not resemble traditional files. Counsel may receive 

structured data formats designed for computers, not humans. Sometimes the native environment 

supplies meaning that is lost when data is flattened into static form. Competence requires 

understanding that the platform is often the true repositoryτnot merely the files downloaded 

from it. 

The essential takeaway is that cloud applications generate evidence as they operate. In modern 

litigation, appreciating this reality is often as important as knowing where a document is stored. 

Ephemeral and Auto-Deleting Storage 

Many modern communication platforms automatically delete messages or retain them only briefly 

ǳƴƭŜǎǎ ŀ ǊŜǘŜƴǘƛƻƴ ǇƻƭƛŎȅ ŜȄǘŜƴŘǎ ǘƘŜƛǊ ƭƛŦŜǎǇŀƴΦ {ƻƳŜ ǘƻƻƭǎ ŀƭƭƻǿ ƳŜǎǎŀƎŜǎ ǘƻ άŜȄǇƛǊŜέ ŀŦǘŜǊ ǘƘŜȅ 

are read. Others overwrite chat history after a set interval. These features were designed for privacy 

and risk management but have become common in routine business communications. 

For lawyers, this creates a tension between ordinary business practice and preservation obligations. 

The fact that a system deletes data automatically does not excuse the duty to preserve when 

litigation is reasonably anticipated. Preservation may require disabling expiration, retaining user 

accounts, or coordinating with administrators so that routine deletion does not destroy evidence. 

It is also important to understand that metadata and logs may disappear sooner than content. A 

message may remain visible while its corresponding audit trail does not. Lawyers should not assume 

that system-generated history exists indefinitely. 
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Courts recognize that some loss occurs through normal system operation. But where parties fail to 

intervene after a duty to preserve arises, sanctions risk increases sharply. The key is not technical 

brilliance, but timely, documented communication and defensible action. 

Distributed and Network Storage: Many Drives Acting as One 

As data volumes grew, organizations discovered that a single hard driveτor even a single serverτ

was rarely enough. The solution was to network storage so that multiple users, machines, and even 

entire organizations could access shared data simultaneously. At the simplest level, this takes the 

form of Network-Attached Storage (NAS) or a Storage Area Network (SAN)τcentralized 

repositories holding vast amounts of electronically stored information that users tap into from 

laptops, desktops, and mobile devices. 

Network storage systems often behave like a single enormous drive, but behind the curtain they 

rely on distributed storage architecturesτclusters of drives working together across multiple 

machines or locations. Data may be sliced, mirrored, striped, or duplicated so that performance 

improves and failure of one driveτsometimes even one serverτdoes not result in data loss. In 

effect, the storage system becomes a living organism: as components fail or are added, the system 

reshapes itself to continue serving data. 

For discovery, distributed storage presents both opportunity and complexity. On the positive side, 

such systems maintain logs, permissions, and metadata about who accessed what and whenτ

evidence that may be more probative than the documents themselves. On the challenging side, no 

ǎƛƴƎƭŜ ōƻȄ Ŏƻƴǘŀƛƴǎ άǘƘŜ ŦƛƭŜΦέ A document may exist in fragments across drives, replicated in 

multiple data centers, and presented as a seamless whole to the end user. 

Preservation in distributed environments requires planning rather than panic. You cannot simply 

άƛƳŀƎŜ ǘƘŜ ǎŜǊǾŜǊΣέ ōŜŎŀǳǎŜ ǘƘŜǊŜ Ƴŀȅ ōŜ ƴƻ ǎƛƴƎƭŜ ǎŜǊǾŜǊ ǘƻ ƛƳŀƎŜΦ LƴǎǘŜŀŘΣ ȅƻǳ ǇǊŜǎŜǊǾŜ ŀǘ ǘƘŜ 

logical layerτretention settings, legal holds, user accounts, and shared foldersτworking with IT 

and vendors who understand how the system stores and manages data. Competence here means 

ǎǇŜŀƪƛƴƎ ŜƴƻǳƎƘ άƎŜŜƪέ ǘƻ ŀǎƪ ǘƘŜ ǊƛƎƘǘ ǉǳŜǎǘƛƻƴǎΣ ǊŜŎƻƎƴƛȊŜ ƭƛƳƛǘǎΣ ŀƴŘ ŘƻŎǳƳŜƴǘ ǿƘŀǘ ǿŀǎ ŘƻƴŜ 

so that your preservation efforts are defensible. 

The key takeaway is this: ǘƘŜ ǇƘȅǎƛŎŀƭ ǊŜŀƭƛǘȅ ƻŦ ǎǘƻǊŀƎŜ Ƙŀǎ ōŜŎƻƳŜ ŀōǎǘǊŀŎǘŜŘ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ 

experience of it. Lawyers must understand the abstraction well enough to reason about relevance, 

proportionality, and authenticityτeven when the underlying bytes may live nowhere near the 

courthouse or the client. 

Custody, Control, and Preservation in the Cloud Era 
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One of the most persistent misconceptions about cloud storage is the belief that data stored on 

third-ǇŀǊǘȅ ǎȅǎǘŜƳǎ ǎƻƳŜƘƻǿ Ŧŀƭƭǎ ƻǳǘǎƛŘŜ ŀ ǇŀǊǘȅΩǎ ƻōƭƛƎŀǘƛƻƴ ǘƻ ǇǊŜǎŜǊǾŜ ŀƴŘ ǇǊƻŘǳŎŜ ƛǘΦ /ƻǳǊǘǎ 

have routinely rejected that argument. If a client has the practical ability to access, manage, or 

export informationτeven if the hardware belongs to a vendorτthe data remains within the 

ŎƭƛŜƴǘΩǎ control for discovery purposes. 

Preservation in the cloud therefore requires thoughtful, coordinated action. It may include 

suspending automatic deletion policies, retaining inactive user accounts, preserving shared 

workspaces, and ensuring that logs and version histories are not lost to routine system cycles. The 

process is often more about policy and communication than plugging in forensics tools. 

This shift reinforces a recurring theme of this Workbook: discovery success depends less on 

mastering every technical nuance than on developing the fluency to collaborate productively with 

ǘŜŎƘƴƛŎŀƭ ŎǳǎǘƻŘƛŀƴǎΦ ¢ƘŜ Řŀȅǎ ǿƘŜƴ ŘƛǎŎƻǾŜǊȅ ƳŜŀƴǘ άǇǳƭƭ ǇŀǇŜǊ ŦǊƻƳ ŀ ŦƛƭŜ ǊƻƻƳέ ŀǊŜ ƎƻƴŜΦ 

¢ƻŘŀȅΩǎ ƭŀǿȅŜǊ Ƴǳǎǘ ōŜ comfortable engaging with administrators, IT staff, and vendors to ensure 

that cloud-resident evidence is preserved and produced in forms that remain useful and 

trustworthy. 

RAID Arrays (Hard Drives Working Together) 

Whether local to a user or in the Cloud, storage systems account for nearly all the electronically 

stored information attendant to e-discovery.  In network server and Cloud applications, hard drives 

rarely operate singly.  Instead, hard drives are ganged 

together to achieve greater capacity, speed and 

reliability in so-called Redundant Arrays of 

Independent Disks or RAIDs.  In the Storage Area 

Network (SAN) device pictured at right, the 16 hard 

drives housed in trays could be accessed as Just a 

Bunch of Disks or JBODΣ ōǳǘ ƛǘΩǎ ŦŀǊ ƳƻǊŜ ƭƛƪŜƭȅ ǘƘŜȅ 

are working together as a RAID.  

 

RAIDs have two advantages over single drives: redundancy and performance.  The redundancy 

aspect is obviousτtwo mirrored drives holding identical data safeguard against data loss due to 

mechanical failure of either driveτbut how can multiple drives improve performance?  The answer 

lies in dividing the data across multiple drives using a technique called striping.  Physical movement 

of disks and heads (άŀǘƻƳǎέύ in a mechanical hard drive is a glacially slow process compared to the 

lightspeed pace of electrons in a circuit; however, you can speed the mechanical transfer by reading 

and writing data to and from several drives at the same time 

A RAID improves performance by allocating data across more than one physical drive, supporting 

simultaneous reads and writes.  Each split swath of data in an array is called a "stripe" and the 
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ƳŜǘƘƻŘ ƻŦ ŘŜǇƻǎƛǘƛƴƎ ǘƘŜ Řŀǘŀ ŀŎǊƻǎǎ ŘǊƛǾŜǎ ƛǎ ŎŀƭƭŜŘ άǎǘǊƛǇƛƴƎΦέ  If you imagine the drives lined up 

alongside one another, you can see why moving back-and-forth between them to store data is akin 

to painting a stripe across the drives.  By striping data, each drive can deliver its share of the data 

ǎƛƳǳƭǘŀƴŜƻǳǎƭȅΣ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ŀƳƻǳƴǘ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ƘŀƴŘŜŘ ƻŦŦ ǘƻ ǘƘŜ ŎƻƳǇǳǘŜǊΩǎ 

microprocessor, i.e., faster throughput supporting speedier performance.  

But, when you stripe data across drives, you lose Information if any drive holding striped data fails.  

You gain performance at the expense of security. 

This type of RAID configuration is called a RAID 0.  It wrings maximum performance from a storage 

system; but it's risky. 

If RAID 0 is for gamblers, RAID 1 is for the risk averse.  A RAID 1 configuration duplicates everything 

from one drive to an identical twin, so that a failure of one drive won't lead to data loss.  RAID 1 

doesn't improve performance, and it requires twice the hardware to store the same information.   

A helpful way to remember which RAID is which: When a drive fails using RAID 1, yoǳΩǾe still got 

ƻƴŜ ŎƻǇȅ ƻŦ ǘƘŜ ŘŀǘŀΤ ǿƘŜƴ ŀ ŘǊƛǾŜ Ŧŀƛƭǎ ǳǎƛƴƎ w!L5 лΣ ȅƻǳΩǾŜ Ǝƻǘ ƴƻǘƘƛƴƎτzip, ZERO!. 

Other RAID configurations blend the performance features of RAID 0 with the protection of RAID 1. 

Thus, a "RAID 0+1" mirrors two striped drives, but demands four hard drives delivering only half 

their total storage capacity.  Safe and fast, but not cost-efficient.  The safety flows from a concept 

called parity, key to a range of other numbered RAID configurations.  Of those other configurations, 

the ones most often seen are RAID 5 and RAID 7. 

To understand parity, consider the simple equation 5 + 2 = 7.  If you didn't know one of the three 

values in this equation, you could easily solve for the missing value, i.e., presented with "5 + __ = 

7," you know the missing value is 2.  In this example, "7" is the parity value or checksum for "5" 

and "2." 

A similar process is used in RAID configurations to gain increased performance by striping data 

across multiple drives while using parity values to permit the calculation of any missing values lost 

to drive failure.  In a three-drive array, any one of the drives can fail, and we can use the remaining 

two to recreate the third (just as we solved for 2 in the equation above). 
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In this illustration, data is striped across three hard drives, HDA, HDB and HDC.  HDC holds the parity 

values for data stripe 1 on HDA and stripe 2 on HDB.  It's shown as "Parity (1, 2)."  The parity values 

for the other stripes are distributed on the other 

drives.  Again, any one of the three drives can fail, 

and all data is recoverable.  This configuration is 

RAID 5 and, though it requires a minimum of three 

drives, it scales to dozens or hundreds of disks. 

Knowing a little about RAID arrays helps lawyers gauge the burden and cost of preserving a server.  

Preservation may be as simple as swapping out a single drive from a RAID 1 or entail the duplication 

of 3 or more drives to preserve a RAID 5.   

Sectors, and Clusters and Tracks, Oh My! 

Now, we will shift gears and briefly touch on how data resides physically and logically on hard 

drives.  Recall the earlier ŘƛǎŎǳǎǎƛƻƴ ƻŦ ŜƭŜŎǘǊƻƳŀƎƴŜǘƛŎ ƘŀǊŘ ŘǊƛǾŜǎΦ  !ǘ ǘƘŜ ŦŀŎǘƻǊȅΣ ŀ ƘŀǊŘ ŘǊƛǾŜΩǎ 

platters are organized to enable the storage and retrieval of data.  This is low level formatting, 

divides each platter into tens of thousands of densely packed concentric circles called tracks.  If you 

ŎƻǳƭŘ ǎŜŜ ǘƘŜƳ όŀƴŘ ȅƻǳ ŎŀƴΩǘ ōŜŎŀǳǎŜ ǘƘŜȅ ŀǊŜ ƴƻǘƘƛƴƎ ƳƻǊŜ ǘƘŀƴ ƳƛŎǊƻǎŎƻǇƛŎ ƳŀƎƴŜǘƛŎ ǘǊŀŎŜǎύΣ 

they would ǊŜǎŜƳōƭŜ ǘƘŜ ƎǊƻǿǘƘ ǊƛƴƎǎ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƻƭŘŜǎǘ ǘǊŜŜΦ  LǘΩǎ ǘŜƳǇǘƛƴƎ ǘƻ ŎƻƳǇŀǊŜ ǇƭŀǘǘŜǊ 

ǘǊŀŎƪǎ ǘƻ ŀ ǇƘƻƴƻƎǊŀǇƘ ǊŜŎƻǊŘΣ ōǳǘ ŀ ǇƘƻƴƻƎǊŀǇƘ ǊŜŎƻǊŘΩǎ ǘǊŀŎƪ ƛǎ ŀ ǎƛƴƎƭŜ ǎǇƛǊŀƭƛƴƎ ƎǊƻƻǾŜΣ ƴƻǘ 

concentric circles.  A track holds far too much information to serve as the smallest unit of storage 

on a disk, so each track is broken down into physical sectors. άtƘȅǎƛŎŀƭέ ōŜŎŀǳǎŜ ƛǘ ǊŜǎƛŘŜǎ ƛƴ ŀ ŦƛȄŜŘ 

location on the media.  A sector is normally the smallest individually addressable unit of information 

stored on a hard disk and historically held 512 bytes of information (through about 2010).  Today, 

sector sizes tend to be 4,096 bytes, 

but emulate the 512-byte sector 

size for backward compatibility.  

So, when we speak of hard drives, 

we still speak of 512-byte sectors.  

The figure right shows a simplified 

representation of three platters 

depicting tracks, cylinders and 

sectors.  The number of tracks, 

cylinder and sectors is far, far 

greater that the illustration 

suggests.    Each platter is formatted on both sides for double the information storage, much as a 

phonograph album was recorded on both sides.  Each platter has two read/write heads, one on the 

top of the platter and another on the bottom.  So, a conventional hard disk with three platters uses 
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six surfaces and six read/write heads.  Tracks aligned on both sides of the same platter and with 

tracks on other platters form so-ŎŀƭƭŜŘ άŎȅƭƛƴŘŜǊǎέ ƻŦ Řŀǘŀ ǎǘƻǊŀƎŜΦ 

 

When electromagnetic hard drives held far less data than they do now, file storage locations were 

based on the physical geometry of the platters, addressed by Cylinder, Head and Sector tuples, so-

called CHS addressing.  Any specific sector could be located by specifying its cylinder, read-write 

head and sector number.  Early hard drives were limited to a maximum of 1024 cylinders, 16 heads 

(two sides of eight platters) and 63 sectors per track.  That meant the maximum addressable 

capacity of a CHS hard drive formatted in 512-byte sectors was a measly 528 MB12 (512 x 63 x 16 x 

1024)τabsurdly small by modern standards but vast thirty years ago.  As drive capacities grew, 

computer companies resorted to a series of schemes to deploy larger drives using software running 

ƻƴ ǘƘŜ ŎƛǊŎǳƛǘ ōƻŀǊŘǎ ƻŦ ǘƘŜ ŘǊƛǾŜǎΦ  ¢Ƙƛǎ άŦƛǊƳǿŀǊŜέ ǊŜƳŀǇǇŜŘ ŦŀƪŜ disk geometries to real data 

ƭƻŎŀǘƛƻƴǎΦ  hǾŜǊ ǘƛƳŜΣ ŜǾŜƴ ǘƘŜǎŜ ǿƻǊƪŀǊƻǳƴŘǎ ŎƻǳƭŘƴΩǘ ƪŜŜǇ ǳǇ ǿƛǘƘ ōǳǊƎŜƻƴƛƴƎ ŘǊƛǾŜ ǎƛȊŜǎ ŀƴŘ 

were abandoned. 

 

¢ƘŜ ŎƘŀƭƭŜƴƎŜ ŎƻƳǇǳǘŜǊ ǎŎƛŜƴǘƛǎǘǎ ŦŀŎŜŘ ǿŀǎƴΩǘ ƛƴŎǊŜŀǎƛƴƎ ǘƘŜ ŀǊŜŀƭ ŘŜƴǎƛǘȅ ƻŦ ǘƘŜ ŘǊƛǾŜǎΦ13  New 

materials and recording technologies ensured that drive capacity was growing exponentially! 

Instead, the impediment was coming up with a way to address the vast volume of storage without 

making older systems obsolete.  Today, hard drives employ LBA for Logical Block Addressing, 

numbering each sector sequentially and allocating many more bits to catalog the locations of the 

sectors.  Modern computers can address up to 144 petabytes of 512-byte sectors.  A petabyte is 

1,000 terabytes or one million gigabytes.  That should hold us ŦƻǊ ŀ ǿƘƛƭŜ όōǳǘ ƛǎƴΩǘ ǘƘŀǘ ǿƘŀǘ ǿŜ 

always assume?). 

 

To this point, we have described only 

physical units of storage.  Platters, 

cylinders, tracks, sectors and even bits and 

bytes exist as discrete physical 

manifestations written to the media.  

Computers manage data not only 

physically but also logicallyΦ  !ǎ ƛǘΩǎ 

impractical to manage and gather the data 

by assembling it from individual sectors, 

operating systems speed the process by grouping sectors into contiguous chunks of data called 

 
12 504 MiB 
13 Areal Density describes the quantity of data (in bits) that can be stored on a given surface area of a computer 
storage medium. 
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clusters.  Just as we ŘƻƴΩǘ ōǳȅ ǎƛƴƎƭŜ ŜƎƎǎ ŀǘ ǘƘŜ ƎǊƻŎŜǊȅΣ ŎƭǳǎǘŜǊǎ ŀǊŜ ŀƪƛƴ ǘƻ ǘƘŜ с-, 12- or 18-egg 

cartons that have become standard. 

 

A cluster is the smallest amount of disk space that can be allocated to hold a file.  Computers 

organize hard disks based on clusters, which consist of one or more contiguous sectors. The smaller 

the cluster size, the more efficiently a disk stores information.  Conversely, the fewer the number of 

clusters, the less space consumed by the table required to track their content and locations. 

 

To recap, data is stored in logical units called clusters, made up of multiple physical storage units 

termed sectors.  A series of logical clusters, in turn, comprise tracks όŎƻƴŎŜƴǘǊƛŎ ŎƛǊŎƭŜǎ ƻǊ άǘǊŜŜ 

ǊƛƴƎǎέ ƻŦ Řŀǘŀύ ƻƴ platters, one or more disks of rotating electromagnetic storage media within the 

enclosure of a mechanical hard drive.  Tracks that overlie one-another on both sides of a platter 

and across multiple platters is termed a Cylinder όŀƭǘƘƻǳƎƘ άŎȅƭƛƴŘŜǊέ ƛǎ ŀƴ ŀǊŎƘŀƛŎ ǘŜǊƳ ŦǊƻƳ ǘƘŜ 

days when hard drive storage was tied to the physical geometry of the formatted disks).  In order 

of data capacity: Bits > Bytes > Sectors > Clusters > Tracks > Cylinders > Platters > Drive>Array 

Operating Systems and File Systems 

As hard disks have grown, using them efficiently is increasingly difficult.  A library with thirty books 

operates much differently than one with 30 billion.  The file system is the name given to the logical 

structures and software routines used to control access to the storage on a hard disk system and 

the overall structure in which files are named, stored and organized.  An operating system is a large 

and complex collection of functions, including the user interface and control of peripherals like 

printers.  Operating systems are built on file systems.  If the operating system is the car, then the 

file system is its chassis.  Operating systems are known by familiar household names, like MS-DOS, 

Windows or MacOS.  In contrast, file systems go by obscure monikers like FAT, FAT32 (DOS), ext2 

(Linux), NTFS (Windows) and HFS+ and APFS (Apple).   

 

NTFS File Systems 

The Microsoft Windows environment, in particular the NTFS file system at the heart of Windows 

NT, 2000, XP, Vista and Windows 7-11, accounts for most personal computers in the world; 

however, there are many non-Microsoft operating systems out there, such as Unix, Linux and, 

MacOS.  Though similarities abound, these other operating systems use different file systems, and 

the Unix or Linux operating systems often lie at the heart of corporate and web file serversτǘƻŘŀȅΩǎ 

άōƛƎ ƛǊƻƴέ ǎȅǎǘŜƳǎ ŀƴŘ /ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ.  As well, MacOS usage has grown markedly as Apple 

products have kicked down the doors of business computing and captivated consumers. 

 

NTFS uses a powerful and complex file system database called the Master File Table or MFT to 

manage file storage.  Understanding the file system is key to appreciating the evidentiary potential 
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of computer forensics, viz., ǿƘȅ ŘŜƭŜǘŜŘ Řŀǘŀ ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ Ǝƻ ŀǿŀȅ and where probative 

artifacts resideΦ  LǘΩǎ ǘƘŜ ŦƛƭŜ ǎȅǎǘŜƳ ǘƘŀǘ ƳŀǊƪǎ ŀ ŦƛƭŜ ŀǎ ŘŜƭŜǘŜŘ ǘƘƻǳƎƘ ƛǘ ƭŜŀǾŜǎ ǘƘŜ Řŀǘŀ ƻƴ ǘƘŜ 

ŘǊƛǾŜΦ  LǘΩǎ ǘƘŜ ŦƛƭŜ ǎȅǎǘŜƳ ǘƘŀǘ ŜƴŀōƭŜǎ ǘƘŜ ŎǊŜŀǘƛƻƴ ƻŦ ƳǳƭǘƛǇƭŜ ǇŀǊǘƛǘƛƻƴǎ ǿƘŜǊŜ Řŀǘŀ Ŏŀƴ ōŜ ƘƛŘŘŜƴ 

ŦǊƻƳ ǇǊȅƛƴƎ ŜȅŜǎΦ  CƛƴŀƭƭȅΣ ƛǘΩǎ ǘƘŜ ŦƛƭŜ ǎȅǎǘŜƳ ǘƘŀǘ ŘŜǘŜǊƳƛƴŜǎ ǘƘe size of a disk cluster with the 

attendant persistence of data within the slack space.  

Formatting and Partitioning  

Partitioning divides drives into volumes, which users see as drive letters (e.g., C:, E:, F: and so on).  

Formatting defines the logical structures on the partition and places necessary operating system 

files at the start of the disk to facilitate booting.  For most users, their computer comes with their 

hard drive partitioned as a single volume (universally called C:).  Windows machines may also come 

with a hidden recovery partition holding files needed to repair the operating system.  Some users 

will find (or will cause) their hard drive to be partitioned into multiple volumes, each appearing to 

ǘƘŜ ǳǎŜǊ ŀǎ ƛŦ ƛǘ ǿŜǊŜ ŀƴ ƛƴŘŜǇŜƴŘŜƴǘ Řƛǎƪ ŘǊƛǾŜΦ  tŀǊǘƛǘƛƻƴǎ Ŏŀƴ ōŜ ŘŜǎƛƎƴŀǘŜŘ άŀŎǘƛǾŜέ and άƛƴŀŎǘƛǾŜΦ  

Only one partition may be designated as active at any given time, and that partition is the one that 

boots the computer.  The significance in computer forensics is that inactive partitions are invisible 

to anyone using the computer unless they know to look for them and how to find them.  Inactive 

partitions are a place where users with something to conceal from prying eyes may choose to hide 

it. 

 

Computers 

Historically, all sorts of devicesτeven peopleτ

ǿŜǊŜ άŎƻƳǇǳǘŜǊǎΦέ  5ǳǊƛƴƎ ²ƻǊƭŘ ²ŀǊ LLΣ ƘǳƳŀƴ 

computersτwomen for the most partτwere 

instrumental in calculating artillery trajectories 

and assisting with the challenging number-

crunching needed by the Manhattan Project.  

Today, laptop and desktop personal computers 

spring to mind when we hear the term 

άŎƻƳǇǳǘŜǊΤέ ȅŜǘ ǎƳŀǊǘ ǇƘƻƴŜǎΣ ǘŀōƭŜǘ ŘŜǾƛŎŜǎΣ 

global positioning systems, video gaming 

platforms, televisions and a host of other intelligent tools and toys are also computers.  More 

precisely, the central processing unit (CPU) or microprocessor of a ǎȅǎǘŜƳ ƛǎ ǘƘŜ άŎƻƳǇǳǘŜǊΣέ ŀƴŘ 

the various input and output devices that permit humans to interact with the processor are termed 

peripherals.  ¢ƘŜ ƪŜȅ ŘƛǎǘƛƴŎǘƛƻƴ ōŜǘǿŜŜƴ ŀ ƳŜǊŜ ŎŀƭŎǳƭŀǘƻǊ ŀƴŘ ŀ ŎƻƳǇǳǘŜǊ ƛǎ ǘƘŜ ƭŀǘǘŜǊΩǎ ŀōƛƭƛǘȅ ǘƻ 

be programmed and its use of memory and storage.  The physical electronic and mechanical 

components of a computer are its hardware, and the instruction sets used to program a computer 

are its software.   
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In 1774, a Swiss watchmaker named 

Pierre Jaquet-Droz built an ingenious 

mechanical doll resembling a barefoot 

boy.  Constructed of 6,000 handcrafted 

parts and dubbed "L'Ecrivainέ όά¢ƘŜ 

²ǊƛǘŜǊέύΣ WŀǉǳŜǘ-5ǊƻȊΩ ŀǳǘƻƳŀǘƻƴ ǳǎŜǎ 

quill and ink to handwrite messages in 

cursive, up to 40 letters long, with the 

content controlled by interchangeable 

cams.  The Writer is a charming example 

of an early programmable computer.    

When you push the power button on your computer, you trigger an extraordinary, expedited 

education that takes the machine from insensible illiterate to worldly savant in seconds. The 

process starts with a snippet of data on a chip called the ROM BIOS storing just enough information 

in its Read Only Memory to grope around for the Basic Input and Output System peripherals (like 

the keyboard, screen and, most importantly, the hard drive).  The ROM BIOS also holds the 

instructions needed to permit the processor to access more and more data from the hard drive in 

ŀ ǿƛŘŜƴƛƴƎ ƎȅǊŜΣ άǘŜŀŎƘƛƴƎέ ƛǘǎŜƭŦ ǘƻ ōŜ ŀ ƳƻŘŜǊƴΣ ŎŀǇŀōƭŜ ŎƻƳǇǳǘŜǊΦ  

Unlike the interchangeable cams of Pierre Jaquet-5ǊƻȊΩ ƳŜŎƘŀƴƛŎŀƭ ŘƻƭƭΣ ƳƻŘŜǊƴ ŜƭŜŎǘǊƻƴƛŎ 

computers receive their instructions in the form of data retrieved from the same electronic storage 

medium as the digital information upon which the computer performs its computational wizardry.   

This rapid, self-sustaining self-education is as magical as if you lifted yourself into the air by pulling 

ƻƴ ǘƘŜ ǎǘǊŀǇǎ ƻŦ ȅƻǳǊ ōƻƻǘǎΣ ǿƘƛŎƘ ƛǎ ǘǊǳƭȅ ǿƘȅ ƛǘΩǎ ŎŀƭƭŜŘ άōƻƻǘǎǘǊŀǇǇƛƴƎέ ƻǊ Ƨǳǎǘ άōƻƻǘƛƴƎέ ŀ 

computer. 

Computer hardware shares certain common characteristics.  Within the CPU, a microprocessor chip 

ƛǎ ǘƘŜ ŎƻƳǇǳǘŀǘƛƻƴŀƭ άōǊŀƛƴέ ƻŦ ǎȅǎǘŜƳ ŀƴŘ ǊŜǎƛŘŜǎ ƛƴ ŀ ǎƻŎƪŜǘ ƻƴ ǘƘŜ motherboard, a rigid surface 

etched with metallic patterns serving as the wiring between the components on the board.  The 

microprocessor generates considerable heat necessitating the attachment of a heat dissipation 

device called a heat sink, often abetted by a small fan.  The motherboard also serves as the 

attachment point for memory boards (ƎǊƻǳǇŜŘ ŀǎ ƳƻŘǳƭŜǎ ƻǊ άǎǘƛŎƪǎέύ ŎŀƭƭŜŘ RAM for Random 

Access Memory.  RAM serves as the working memory of the processor while it performs 

calculations; accordingly, the more memory present, the more information can be processed at 

once, enhancing overall system performance. 
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Other chips comprise a Graphics Processor Unit (GPU) residing on the motherboard or on a 

separate expansion board called a video card or 

graphics adapter.  The GPU supports the display 

of information from the processor onto a 

monitor or projector and has its own 

complement of memory dedicated to superior 

graphics performance. Likewise, specialized chips 

on the motherboard or an expansion board 

called a sound card support the reproduction of 

audio to speakers or a headphone.  Video and 

sound processing capabilities may even be fully 

integrated into the microprocessor chip. 

The processor communicates with networks 

through an interface device called a network 

adapter which connects to the network 

physically, through a Local Access Network or 

LAN Port, or wirelessly using a Wi-Fi or Bluetooth 

connection. 

Users convey information and instructions to 

computers using tactile devices like a keyboard, mouse or track pad, but may also employ voice or 

gestural recognition mechanisms. 

Persistent storage of data is a task delegated to other peripherals:  previously optical drives (CD-

ROM and DVD-ROM devices) and floppy disk drives, now solid-state media (i.e., thumb drives) and, 

most commonly, hard drives. 

All the components just described require electricity, supplied by batteries in portable devices or 

by a power supply converting AC current to the lower DC voltages required by electronics.  To guard 

against data loss from power failure, computing systems may employ battery-powered 

Uninterruptible Power Supplies (UPS) that supply electricity until power is restored. 

From the standpoint of digital evidenceΣ ƛǘΩǎ ƭŜǎǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ŘŜŦƛƴŜ ǘƘŜǎŜ ŘŜǾƛŎŜǎ ǘƘŀƴ ƛǘ ƛǎ ǘƻ 

comprehend the information they hold, the places it resides and the forms it takes.  Parties and 

lawyers have been punished for their failure to inquire into and understand the roles computers, 

hard drives and servers play as repositories of electronic evidence.  Moreover, much money spent 

on electronic discovery today is wasted through ǇŀǊǘƛŜǎΩ ŜŦŦƻǊǘǎ ǘƻ ŎƻƴǾŜǊǘ 9{L ǘƻ ǇŀǇŜǊ-like forms 

instead of learning to work with ESI in the forms in which it customarily resides on computers, hard 

drives and servers. 
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Servers 

We defined servers as computers dedicated to a specialized task or tasks.  But that definition 

ŘƻŜǎƴΩǘ ōŜƎƛƴ ǘƻ ŜƴŎƻƳǇŀǎǎ ǘƘŜ ǇǊƻŦƻǳƴŘ ƛƳǇŀŎǘ ǳǇƻƴ ǎƻŎƛŜǘȅ ƻŦ ǘƘŜ ǎƻ-called client-server 

ŎƻƳǇǳǘƛƴƎ ƳƻŘŜƭΦ ¢ƘŜ ŀōƛƭƛǘȅ ǘƻ ŎƻƴƴŜŎǘ ƭƻŎŀƭ άŎƭƛŜƴǘέ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘƻ ǎŜǊǾŜǊǎ Ǿƛŀ ŀ ƴŜǘǿƻǊƪΣ 

particularly to database servers, is central to the operation of most businesses and to all 

telecommunications and social networking.  Google and Facebook are just enormous groupings of 

servers, and the Internet merely a vast, global array ƻǊ άŎƭƻǳŘέ of shared servers. 

 

Local, Cloud and Peer-to-Peer Servers 

For e-ŘƛǎŎƻǾŜǊȅΣ ƭŜǘΩǎ ŘƛǾƛŘŜ ǘƘŜ ǿƻǊƭŘ ƻŦ ǎŜǊǾŜǊǎ ƛƴǘƻ ǘƘǊŜŜ ǊŜŀƭƳǎΥ Local, Cloud and Peer-to-Peer 

server environments.   

 

άLocalέ ƻǊ άon-premέ ǎŜǊǾŜǊǎ ŜƳǇƭƻȅ ƘŀǊŘǿŀǊŜ ǘƘŀǘΩǎ ǇƘȅǎƛŎŀƭƭȅ ŀǾŀƛƭŀōƭŜ ǘƻ ǘƘŜ ǇŀǊǘȅ ǘƘŀǘ ƻǿƴǎ ƻǊ 

ƭŜŀǎŜǎ ǘƘŜ ǎŜǊǾŜǊǎΦ  [ƻŎŀƭ ǎŜǊǾŜǊǎ ǊŜǎƛŘŜ ƛƴ ŀ ŎƻƳǇǳǘŜǊ ǊƻƻƳ ƻƴ ŀ ōǳǎƛƴŜǎǎΩ ǇǊŜƳƛǎŜǎ ƻǊ ƛƴ ƭŜŀǎŜŘ 

ŜǉǳƛǇƳŜƴǘ άƭƻŎƪŜǊǎέ ŀŎŎŜǎǎŜŘ ŀǘ ŀ Ŏƻ-located data center where a lessor furnishes, e.g., premises 

security, power and cooling.  Local servers are often easier to deal with in e-discovery because 

physical access to the hardware supports more and faster options when it comes to preservation 

and collection of potentially responsive ESI.  Because on-ǇǊŜƳƛǎŜǎ όάƻƴ ǇǊŜƳέύ ŎƻƳǇǳǘŜǊǎ ŀƴŘ 

ƴŜǘǿƻǊƪǎ ŜȄƛǎǘ ǿƛǘƘƛƴ ŀ ǇŀǊǘȅΩǎ ǇƘȅǎƛŎŀƭ ŘƻƳƛƴƛƻƴΣ ǇǊƻǘŜŎǘŜŘ ōȅ ǘƘŜ ǇŀǊǘȅΩǎ ǎŜŎǳǊƛǘȅ ǇǊƻǘƻŎƻƭǎΣ 

ǘƘŜȅΩǊŜ ƻŦǘŜƴ ǘŜǊƳŜŘ άbehind-the-firewallΦέ14  The worldwide pandemic forced corporations and 

e-discovery service providers to broaden use of remote acquisition tools to search and collect 

potentially responsive ESI and prompted even more custodians to shift data to the Cloud. 

 

άCloudέ ǎŜǊǾŜǊǎ ǘȅǇƛŎŀƭƭȅ ǊŜǎƛŘŜ ƛƴ ŦŀŎƛƭƛǘƛŜǎ ƴƻǘ ǇƘȅǎƛŎŀƭƭȅ ŀŎŎŜǎǎƛōƭŜ ǘƻ ǇŜǊǎƻƴǎ ǳǎƛƴƎ ǘƘŜ ǎŜǊǾŜǊǎΣ 

and servers are not typically dedicated to a single user.  Instead, the Cloud computing consumer is 

buying services via the Internet that emulate the operation of a single machine or a room full of 

machines, all according to the needs of the Cloud consumer.  Web mail is the most familiar form of 

Cloud computing, in a variant called SaaS (for Software as a Service).  Webmail providers like 

Google, Yahoo and Microsoft make e-mail accounts available on their servers across many massive 

data centers, and the data on those servers is available via the Internet, with no user having the 

right to gain physical access to the machines storing their messaging. 

 

άPeer-to-Peerέ όtнtύ ƴŜǘǿƻǊƪǎ ŜȄǇƭƻƛǘ ǘƘŜ ŦŀŎǘ ǘƘŀǘ ŀƴȅ ŎƻƳǇǳǘŜǊ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ƴŜǘǿƻǊƪ Ƙŀǎ ǘƘŜ 

potential to serve data across the network.  Accordingly, P2P networks are decentralized; that is, 

ŜŀŎƘ ŎƻƳǇǳǘŜǊ ƻǊ άƴƻŘŜέ ƻƴ ŀ tнt ƴŜǘǿƻǊƪ ŀŎǘǎ ŀǎ ŎƭƛŜƴǘ ŀƴŘ ǎŜǊǾŜǊΣ ǎƘŀǊƛƴg storage space, 

 
14 A firewall is a network security device facing the Internet that monitors incoming and outgoing network traffic in 
ƻǊŘŜǊ ǘƻ ōƭƻŎƪ ƻǊ ŀƭƭƻǿ Řŀǘŀ ǘǊŀƴǎŦŜǊǎ ōŀǎŜŘ ƻƴ ŀ ǎŜǘ ƻŦ ǊǳƭŜǎ ŦƻǊ ǎŀŦŜ άǿƘƛǘŜ ƭƛǎǘέ ƻǊ ǳƴǎŀŦŜ άōƭŀŎƪ ƭƛǎǘέ ǘǊŀƴǎŀŎǘƛƻƴǎΦ 
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communication bandwidth and/or processor time with other nodes.  P2P networking may be 

employed to share a printer in the home, where the computer physically connected to the printer 

acts as a print server for other machines on the network.  On a global scale, P2P networking is the 

technology behind file sharing applications like Bit Torrent that have garnered headlines for their 

facilitation of illegal sharing of copyrighted content.  When users install P2P applications to gain 

access to shared files, they simultaneously (and often unwittingly) dedicate their machine to serving 

up such content to a multitude of other nodes. 

 

Virtual Servers 

¢ƘƻǳƎƘ ǿŜΩǾŜ ǎƻ ŦŀǊ ǎǇƻƪŜƴ ƻŦ ǎŜǊǾŜǊ ƘŀǊŘǿŀǊŜΣ i.e., physical devices, servers can be deployed 

virtually, through software that emulates ǘƘŜ ŦǳƴŎǘƛƻƴǎ ƻŦ ŀ ǇƘȅǎƛŎŀƭ ŘŜǾƛŎŜΦ  {ǳŎƘ άƘŀǊŘǿŀǊŜ 

ǾƛǊǘǳŀƭƛȊŀǘƛƻƴέ ŀƭƭƻǿǎ ŦƻǊ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘ ŘŜǇƭƻȅƳŜƴǘ ƻŦ ŎƻƳǇǳǘƛƴƎ ǊŜǎƻǳǊŎŜǎ ōȅ ŜƴŀōƭƛƴƎ ŀ ǎƛƴƎƭŜ 

physical server to host multiple virtual servers.   

 

Virtualization is the key enabling technology behind many Cloud services.  If a company needs 

powerful servers to launch a new social networking site, it can raise capital and invest in the 

hardware, software, physical plant and personnel needed to support a data center, with the 

attendant risk that it will be over-provisioned or under-provisioned as demand fluctuates.  

Alternatively, the startup can secure the computing resources it needs by using virtual servers 

hosted by a Cloud service provider like Amazon AWS or Microsoft Azure.  Virtualization permits 

adding and paring back computing resources commensurate with demand and, being pay-as-you-

go, requires minimal capital investment.  Thus, a computing platform or infrastructure can be 

virtualized and leased, i.e., offered as a service via the internet.  Accordingly, Cloud Computing may 

be termed PaaS (Platform as a Service) or IaaS (Infrastructure as a Service).  Web-based applications 

(like Gmail) are SaaS (Software as a Service). 

 

LǘΩǎ ƘŜƭǇŦǳƭ ǘƻ be aware of the role of virtual machines (VMs) because the ease and speed with 

which VMs are deployed and retired as well as their isolation within the operating system can pose 

unique risks and challenges in e-discovery, especially with respect to implementing a proper legal 

hold and when identifying and collecting potentially responsive ESI. 

 

Server Applications 

Computers dedicated to server roles typically run operating systems optimized for server tasks and 

applications specially designed to run in a server environment.  In turn, servers often support 

dedicated tasks such as serving web pages (Web Server), retaining and delivering files from shared 

storage allocations (File Server), organizing voluminous data (Database Server), facilitating the use 

of shared printers (Print Server), running programs (Application Server) or handling messages (Mail 

Server).  These various server applications may run physically, virtually or as a mix of the two. 
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Network Shares 

Eventually, all electronic storage devices fail.  Even the RAID storage arrays previously discussed do 

not forestall failure, but instead afford a measure of redundancy to allow for replacement of failed 

drives before data loss.  Redundancy is the sole means by which data can be reliably protected 

against loss; consequently, companies routinely back up data stored on server NAS and SAN storage 

devices to backup media like magnetic tape or online (i.e., Cloud) storage services.  However, 

individual users often fail to back up data stored on local drives.  Accordingly, enterprises allocate 

ŀ άǎƘŀǊŜέ ƻŦ ƴŜǘǿƻǊƪ-ŀŎŎŜǎǎƛōƭŜ ǎǘƻǊŀƎŜ ǘƻ ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǊǎ ŀƴŘ άƳŀǇέ ǘƘŜ ŀƭƭƻŎŀǘƛƻƴ ǘƻ ǘƘŜ ǳǎŜǊΩǎ 

machine, allowing use of the share as if it were a local hard drive.  When the user stores data to the 

mapped drive, that data is backed up along with the contents of the file server.  Although network 

shares ŀǊŜ ƴƻǘ ƭƻŎŀƭ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ ǘƘŜȅ ŀǊŜ ǘȅǇƛŎŀƭƭȅ ŀŘŘǊŜǎǎŜŘ ǳǎƛƴƎ ŘǊƛǾŜ ƭŜǘǘŜǊǎ όe.g., 

M: or T:) as if they were local hard drives.  Local network shares have their counterparts in the 

Cloud, including Cloud Storage and File-Sharing Services like Dropbox, Box, Google Drive, Apple 

iCloud and Microsoft OneDrive.  So, again, users are encouraged to store their work on file shares 

to ensure that work is reliably backed up as a means of disaster recovery. 

 

Structured and Unstructured Data in Discovery 

Not all electronically stored information exists as free-standing documents. Discovery often 

involves two broad categories of data. Unstructured data consists of familiar files such as word-

processing documents, PDFs, email messages, and images. Structured data resides inside 

databases and cloud platforms, where information is stored in fields and tables designed for rapid 

querying rather than reading. 

 

Examples include accounting systems, customer-relationship databases, inventory tools, messaging 

archives, and cloud-ōŀǎŜŘ ōǳǎƛƴŜǎǎ ǇƭŀǘŦƻǊƳǎΦ Lƴ ǘƘŜǎŜ ŜƴǾƛǊƻƴƳŜƴǘǎΣ ǘƘŜǊŜ Ƴŀȅ ōŜ ƴƻ άŘƻŎǳƳŜƴǘέ 

to produce. Instead, counsel works with administrators to extract reports or exports reflecting the 

requested information. 

 

Because the way a query is written affects the output, discovery of structured data requires careful 

collaboration and documentation. Parties must define fields, time ranges, filters, and formats so 

that the resulting production is accurate and reproducible. Proportionality considerations loom 

large; extracting all data from a large database may be unduly burdensome when a focused query 

would suffice. 

 

Understanding the difference between structured and unstructured ESI helps lawyers craft 

requests that are realistic, proportional, and technically sound. 
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Hashing Data 

Because all digital data are numbers, the arithmetic around parity values helps guard against data 

ƭƻǎǎΦ  aƻǊŜ ŀŘǾŀƴŎŜŘ ƳŀǘƘ ŎŀƭƭŜŘ άƘŀǎƘƛƴƎέ ƳŀƪŜǎ ƛǘ ǇƻǎǎƛōƭŜ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜΣ ŘŜŘǳǇƭƛŎŀǘŜ ŀƴŘ Ŏǳƭƭ 

digital data.  Hashing is the use of mathematical algorithms to calculate a unique sequence of letters 

ŀƴŘ ƴǳƳōŜǊǎ ǘƻ ǎŜǊǾŜ ŀǎ ŀ ǊŜƭƛŀōƭŜ ŘƛƎƛǘŀƭ άŦƛƴƎŜǊǇǊƛƴǘέ ŦƻǊ ŜƭŜŎǘǊƻƴƛŎ ŘŀǘŀΦ  ¢ƘŜǎŜ ǎŜǉǳŜƴŎŜǎ ŀǊŜ 

ŎŀƭƭŜŘ άƳŜǎǎŀƎŜ ŘƛƎŜǎǘǎέ ƻǊΣ ƳƻǊŜ ŎƻƳƳƻƴƭȅΣ άƘŀǎƘ ǾŀƭǳŜǎΦέ10F

15  Hashing is an invaluable tool in both 

computer forensics and electronic discovery and deployed by courts with growing frequency.11F

16 

 

Using a hash algorithm, any amount of dataτfrom a tiny file to the contents of entire hard drives 

and beyondτcan be expressed as an alphanumeric sequence of fixed length.  The most common 

forms of hashing are MD5 and SHA-1. MD-5 is a 128-bit (16 byte) value typically expressed as 32 

hexadecimal (Base16) characters.  

A hash value is just a big, big, BIG number calculated on the contents of the file.  A 128-bit number 

can be as large as 2128 ς ƛŦ ȅƻǳ ǎǘŀǊǘ ŘƻƛƴƎ ǘƘŜ н Ȅ н Ȅ н Ȅ нΣ ŜǘŎΦ ƻƴ ǘƘŀǘΣ ȅƻǳΩƭƭ ǎŜŜ Ƙƻǿ Ŧŀǎǘ ǘƘŜ ǾŀƭǳŜǎ 

mount.   

To say 128 bits or 2128 ƛǎ ŀ άōƛƎΣ ōƛƎΣ .LD ƴǳƳōŜǊέ ŘƻŜǎƴΩǘ ōŜƎƛƴ ǘƻ ŎƻƴǾŜȅ ƛǘǎ ǳƴŦŀǘƘƻƳŀōƭŜΣ 

ŀǎǘǊƻƴƻƳƛŎ ǎŎŀƭŜΦ  Lƴ ŘŜŎƛƳŀƭ ǘŜǊƳǎΣ ƛǘΩǎ ŀōƻǳǘ опл billion billion billion billion (a/k/a 340 

undecillion).  ¢ƘŀǘΩǎ п ǉǳŀŘǊƛƭƭƛƻƴ ǘƛƳŜǎ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǎǘŀǊǎ ƛƴ ǘƘŜ ƻōǎŜǊǾŀōƭŜ ǳƴƛǾŜǊǎŜΗ 

A SHA-1 hash value is an even larger 160-bit (20 byte) value typically expressed as 40 hex characters.  

So, a SHA-1 value is a WAY bigger numberτ4.3 billion times bigger. 

¢ƘŜ a5р ƘŀǎƘ ǾŀƭǳŜ ƻŦ ǘƘŜ Ǉƭŀƛƴ ǘŜȄǘ ƻŦ [ƛƴŎƻƭƴΩǎ DŜǘǘȅǎōǳǊƎ !ŘŘǊŜǎǎ ƛǎ 

E7753A4E97B962B36F0B2A7C0D0DB8E8.  Anyone, anywhere performing the same hash 

calculation on the same data will get the same unique value in a fraction of a second. But change 

άCƻǳǊ ǎŎƻǊŜέ ǘƻ άCƛǾŜ ǎŎƻǊŜέ ŀƴŘ ǘƘŜ ƘŀǎƘ ōŜŎƻƳŜǎ у!р9Cт9фмус5/5ф/Cсмуопо9/Cт.5лл!Φ  

However subtle the alterationτan omitted period or extra spaceτthe hash value changes 

markedly.  The chance of an altered electronic document having the same MD5 hashτŀ άhash 

colliǎƛƻƴέ ƛƴ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ǇŀǊƭŀƴŎŜτis one in 340 trillion, trillion, trillion. Though supercomputers 

ƘŀǾŜ ŦŀōǊƛŎŀǘŜŘ ŎƻƭƭƛǎƛƻƴǎΣ ƛǘΩǎ ǎǘƛƭƭ ŀ ƭŜǾŜƭ ƻŦ ǊŜƭƛŀōƛƭƛǘȅ ŦŀǊ ŜȄŎŜŜŘƛƴƎ ǘƘŀǘ ƻŦ ŦƛƴƎŜǊǇǊƛƴǘ ŀƴŘ 5b! 

evidence. 

 
15 tƭŜŀǎŜ ŘƻƴΩǘ ǎŀȅ άƘŀǎƘ ƳŀǊƪǎΣέ ǳƴƭŜǎǎ ȅƻǳ ŀǊŜ ǎǇŜŀƪƛƴƎ ƻŦ ƛƴǎƛƎƴƛŀ ŘŜƴƻǘƛƴƎ ƳƛƭƛǘŀǊȅ Ǌŀƴƪ ƻǊ ǘƘŜ ȅŀǊŘ ƳŀǊƪŜǊǎ ƻƴ ŀ 
football field.  The one-ǿŀȅ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ŎŀƭŎǳƭŀǘƛƻƴǎ ǳǎŜŘ ǘƻ ŘƛƎƛǘŀƭƭȅ ŦƛƴƎŜǊǇǊƛƴǘ ōƭƻŎƪǎ ƻŦ Řŀǘŀ ŀǊŜ άƘŀǎƘ ǾŀƭǳŜǎΣέ 
άƘŀǎƘŜǎέ ƻǊ άƳŜǎǎŀƎŜ ŘƛƎŜǎǘǎΦέ 
16 In 2017, Federal Rule of Evidence 902 was amended to support self-authentication of digital evidence when 
supported by a process of digital identification like hashing. Fed. R. Evid. 902(14).  
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Hashing sounds like rocket scienceτŀƴŘ ƛǘΩǎ ŀ ƳƛǊŀŎǳƭƻǳǎ ŀŎƘƛŜǾŜƳŜƴǘτōǳǘ ƛǘΩǎ ǾŜǊȅ ƳǳŎƘ ŀ 

routine operation, and the programs used to generate digital fingerprints are freely available and 

easy to use.  IŀǎƘƛƴƎ ƭƛŜǎ ƛƴǾƛǎƛōƭȅ ŀǘ ǘƘŜ ƘŜŀǊǘ ƻŦ ŜǾŜǊȅƻƴŜΩǎ ŎƻƳǇǳǘŜǊ ŀƴŘ LƴǘŜǊƴŜǘ ŀŎǘƛǾƛǘƛŜǎ12F

17 and 

supports processes vitally important to electronic evidence, including identification, filtering, Bates 

numbering, authentication, de-duplication and blockchain authentication.  

Identification  

YƴƻǿƛƴƎ ŀ ŦƛƭŜΩǎ ƘŀǎƘ ǾŀƭǳŜ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ŦƛƴŘ ƛǘǎ ƛŘŜƴǘƛŎŀƭ ŎƻǳƴǘŜǊǇŀǊǘ ǿƛǘƘƛƴ ŀ ƭŀǊƎŜ ǾƻƭǳƳŜ ƻŦ 

data without examining the contents of each file.  The government uses this capability to ferret out 

child pornography, but you might use it to track down company secrets that flew the coop when 

an employee joined the competition.  

 

Filtering and De-NISTing 

A common e-ŘƛǎŎƻǾŜǊȅ ǇǊƻŎŜǎǎ ƛǎ ǘƻ Ŏǳƭƭ Řŀǘŀ ŎƻƭƭŜŎǘŜŘ ŦǊƻƳ ŎƻƳǇǳǘŜǊǎ ǘƘŀǘ ŎƻǳƭŘƴΩǘ ōŜ ŜǾƛŘŜƴŎŜ 

ōŜŎŀǳǎŜ ƛǘ ƛǎƴΩǘ ŀ ŎǳǎǘƻŘƛŀƴΩǎ ǿƻǊƪ ǇǊƻŘǳŎǘΦ  LǘΩǎ ŘƻƴŜ ōȅ ƳŀǘŎƘƛƴƎ ƘŀǎƘ 

values of collected data files to hash values on the National Software 

wŜŦŜǊŜƴŎŜ [ƛōǊŀǊȅΩǎ όb{w[Ωǎύ ŦǊŜŜƭȅ ǇǳōƭƛǎƘŜŘ ƭƛǎǘ ƻŦ ƘŀǎƘ ǾŀƭǳŜǎ 

corresponding to common retail software and operating systems.  The 

NSRL is part of the National Institute for Standards and Technology 

(NIST), so this process is commonly called άŘŜ-NISTingέ ŀ Řŀǘŀ ǎŜǘΦ  Cor 

more information on the NSRL, visit http://www.nsrl.nist.gov/. 

 

Bates Numbering  

IŀǎƘƛƴƎΩǎ ŀōƛƭƛǘȅ ǘƻ ǳƴƛǉǳŜƭȅ ƛŘŜƴǘƛŦȅ Ŝ-documents makes it a candidate 

to supplement, though not supplant, traditional Bates numbering13F

18 in 

electronic production in discovery.  ¢ƘƻǳƎƘ ƘŀǎƘ ǾŀƭǳŜǎ ŘƻƴΩǘ ŦǳƭŦƛƭƭ ǘƘŜ 

ǎŜǉǳŜƴŎƛƴƎ ŦǳƴŎǘƛƻƴ ƻŦ .ŀǘŜǎ ƴǳƳōŜǊǎΣ ǘƘŜȅΩǊŜ ŜȄŎŜƭƭŜƴǘ ǳƴƛǉǳŜ 

identifiers and enjoy an advantage over Bates numbers because they 

eliminate the possibility that the same number might be applied to different documents. An 

ŜƭŜŎǘǊƻƴƛŎ ŘƻŎǳƳŜƴǘΩǎ ƘŀǎƘ ǾŀƭǳŜ ŘŜǊƛǾŜǎ ŦǊƻƳ ƛǘǎ ŎƻƴǘŜƴǘǎΣ ǎƻ ǿƛƭƭ ƴŜǾŜǊ ŎƻƴŦƭƛŎǘ ǿƛǘƘ ǘƘŀǘ ƻŦ 

 
17 For example, many web services store the hash value of your password, but not the password itself.  This enables 
them to authenticate a user by comparing the hash of the password entered to the hash value on file; however, the 
password cannot be reversed engineered from the hash value.  A remarkable feature of hash values is that they are 
one-way calculations meaning that although the hash value identifies just one sequence of data, it reveals nothing 
about the data, much as a fingerprint uniquely identifies an individual but reveals nothing about their appearance or 
personality τƛǘΩǎ ŎƻƳǇǳǘŀǘƛƻƴŀƭƭȅ ƛƴŦŜŀǎƛōƭŜ ǘƻ ŘŜǊƛǾŜ ǘƘŜ ǎƻǳǊŎŜ Řŀǘŀ ŦǊƻƳ ǘƘŜ ƘŀǎƘ ƻŦ ǘƘŜ ǎƻǳǊŎŜ ŘŀǘŀΦ   
18 Bates numbering has historically been employed as an organizational method to label and identify legal documents, 
ŜǎǇŜŎƛŀƭƭȅ ǘƘƻǎŜ ǇǊƻŘǳŎŜŘ ƛƴ ŘƛǎŎƻǾŜǊȅΦ  ά.ŀǘŜǎέ ƛǎ ŎŀǇƛǘŀƭƛȊŜŘ ōŜŎŀǳǎŜ ǘƘŜ ƴŀƳŜ ŘŜǊƛǾŜǎ ŦǊƻƳ ǘƘŜ .ŀǘŜǎ aŀƴǳŦŀŎǘǳǊƛƴƎ 
Company, which patented and sold auto-incrementing, consecutive-numbering stamping devices.  Bates stamping 
served the dual functions of sequencing and uniquely identifying documents. 

Mechanical Bates Stamp 

http://www.nsrl.nist.gov/
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another document unless the two documents are identical.  Similarly, because two identical 

documents from different custodians (sources) ǿƛƭƭ ƘŀǎƘ ƛŘŜƴǘƛŎŀƭƭȅΣ ǘƘŜ ŘƻŎǳƳŜƴǘǎΩ ƘŀǎƘ ǾŀƭǳŜǎ 

ǿƻƴΩǘ ǎŜǊǾŜ ǘƻ ŘƛǎǘƛƴƎǳƛǎƘ ōŜǘǿŜŜƴ ǘƘŜ ǘǿƻ ŘŜǎǇƛǘŜ ǘƘŜƛǊ ŘƛŦŦŜǊŜƴǘ ƻǊƛƎƛƴǎΦ  

 

Authentication  

Forensic examiners extensively use hashing to establish that a forensically sound duplicate of a hard 

drive faithfully reflects every byte of the source evidence drive and to prove that their activities 

ƘŀǾŜƴΩǘ ŀƭǘŜǊŜŘ ǘƘŜ ƻǊƛƎƛƴŀƭ ŜǾƛŘŜƴŎŜΦ  As e-discovery gravitates to production of native file formats 

instead of static page images, concern about intentional or inadvertent alteration requires lawyers 

to have a fast, reliable method to authenticate electronic documents.  Hashing neatly fills the bill.  

In practice, a producing party calculates and records the hash values of all items produced in native 

format.  Were there suspicion, alteration is apparent merely by hashing the file.  

 

De-duplication  

In e-discovery, manually reviewing vast volumes of identical data is burdensome and poses a 

significant risk of conflicting relevance and privilege assessments.  Hashing serves to flag identical 

documents, permitting a single, consistent assessment of an item that might otherwise have 

cropped up hundreds of times and been differently characterized.  This is hash de-duplication, and 

it drastically cuts the cost of reviewing data for responsiveness and privilege.  But because even the 

slightest difference triggers different hash values, insignificant variations between files (e.g., 

different Internet paths taken by otherwise identical e-mail messages) may frustrate hash de-

duplication.  An alternative is to hash relevant segments of e-documents to assess their relative 

ƛŘŜƴǘƛŎŀƭƛǘȅΣ ŀ ǇǊŀŎǘƛŎŜ ǎƻƳŜǘƛƳŜǎ ŎŀƭƭŜŘ άnear de-duplicationΦέ  

 

In practice, each file processed, and each constituent item extracted, is hashed and their hash 

values compared to the hash values of items previously processed and extracted to determine if 

the file or item has been seen before.  Thereafter, files and items with matching hashes are 

suppressed as duplicates, and instances of each duplicate and associated metadata are noted in a 

deduplication or occurrence log. 

Takeaways on Hashing 

The most important things to know about hashing: 

1. Electronically stored information of any type or size can be hashed; 

2. The algorithms used to hash data are not proprietary, and thus cost nothing to use; 

3. bƻ ƳŀǘǘŜǊ ǘƘŜ ǎƛȊŜ ƻŦ ǘƘŜ ŦƛƭŜ ǘƘŀǘΩǎ ƘŀǎƘŜŘΣ ƛǘǎ ƘŀǎƘ ǾŀƭǳŜ ƛǎ always a fixed length; 

4. The two most common hash algorithms are called MD5 and SHA-1. 
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5. Lƴ ŀ ǊŀƴŘƻƳ ǇƻǇǳƭŀǘƛƻƴ ƻŦ ƘŀǎƘŜŘ ŘŀǘŀΣ ƴƻ ƻƴŜ Ŏŀƴ ǊŜǾŜǊǎŜ ŜƴƎƛƴŜŜǊ ŀ ŦƛƭŜΩǎ ƘŀǎƘ ǾŀƭǳŜ ǘƻ 

reveal anything about the file 

6. The chance of two different files accidentally having matching MD5 hash values (a so-called 

hash collision) is one in 340 trillion trillion trillion (i.e., 340 undecillion).  So, it is highly 

improbable that two files with matching hash values are not identical 

NOTE TO STUDENTS: We are seeking to lay a solid foundation in terms of your grasp of the 

fundamentals of information technology and the jargon used in e-discovery.  Looking back over 

the preceding ƳŀǘŜǊƛŀƭΣ ǇƭŜŀǎŜ ƭƛǎǘ ŀƴȅ ǘƻǇƛŎǎ ŀƴŘ ǘŜǊƳǎ ȅƻǳ ŘƻƴΩǘ ǳƴŘŜǊǎǘŀƴŘ ŀƴŘ ǎƘŀǊŜ ȅƻǳǊ ƭƛǎǘ 

ǿƛǘƘ ǘƘŜ ƛƴǎǘǊǳŎǘƻǊ ƛƴ ƻǊŘŜǊ ǘƘŀǘ ǿŜ ƳƛƎƘǘ Ǝƻ ƻǾŜǊ ǘƘƻǎŜ ǘƻǇƛŎǎ ƛƴ ŎƭŀǎǎΦ  5ƻƴΩǘ ōŜ ǎƘȅΗ  
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 Exercise 1: Identifying Digital Storage Media   
 
All answers should reference lettered items in the image below. 

I. Insert the letter(s) of the media described in the adjacent blank: 

1. Backup Tape  ________ 

2. USB Thumb drive  ________ 

3. SD media card  ________ 

4. SIM Card   ________ 

5. RAID array   ________ 

II. Identify three items that record data magnetically: ____    ____    ____    

 

III. Identify four solid state digital storage devices:  ____    ____    ____    ____ 

 

IV. Identify the three pictured items with the most meager (i.e., least) capacity to store digital 

information (capacity may be zero): 

 ____    ____    ____ 
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Introduction to Metadata 
Lƴ ǘƘŜ ƻƭŘ ƧƻƪŜΣ ŀ ōŀƭƭƻƻƴƛǎǘ ŘŜǎŎŜƴŘǎ ǘƘǊƻǳƎƘ ǘƘŜ ŦƻƎ ǘƻ ƎŜǘ ŘƛǊŜŎǘƛƻƴǎΦ ά²ƘŜǊŜ ŀƳ LΚέ ǎƘŜ Ŏŀƭƭǎ ƻǳǘ 

ǘƻ ŀ Ƴŀƴ ƻƴ ǘƘŜ ƎǊƻǳƴŘΣ ǿƘƻ ŀƴǎǿŜǊǎΣ ά¸ƻǳΩǊŜ ƛƴ ŀ ȅŜƭƭƻǿ Ƙƻǘ ŀƛǊ ōŀƭƭƻƻƴ ŀōƻǳǘ ǎƛȄǘȅ-seven feet 

ŀōƻǾŜ ǘƘŜ ƎǊƻǳƴŘΦέ  ¢ƘŜ ŦǊǳǎǘǊŀǘŜŘ ōŀƭƭƻƻƴƛǎǘ ǊŜǇƭƛŜǎΣ ά¢Ƙŀƴƪǎ ŦƻǊ ƴƻǘƘƛƴƎΣ /ƻǳƴǎŜƭƻǊΦέ  ¢ŀƪŜƴ 

ŀōŀŎƪΣ ǘƘŜ Ƴŀƴ ƻƴ ǘƘŜ ƎǊƻǳƴŘ ŀǎƪǎΣ άIƻǿ ŘƛŘ ȅƻǳ ƪƴƻǿ LΩƳ ŀ ƭŀǿȅŜǊΚέ  ά{ƛƳǇƭŜΣέ ǎŀȅǎ ǘƘŜ 

ōŀƭƭƻƻƴƛǎǘΣ άȅƻǳǊ ŀƴǎǿŜǊ ǿŀǎ млл҈ ŀŎŎǳǊŀǘŜ ŀƴŘ ǘƻǘŀƭƭȅ ǳǎŜƭŜǎǎΦέ   

If you ask a tech-ǎŀǾǾȅ ƭŀǿȅŜǊΣ ά²ƘŀǘΩǎ ƳŜǘŀŘŀǘŀΚέ ǘƘŜǊŜΩǎ ŀ ƎƻƻŘ ŎƘŀƴŎŜ ȅƻǳΩƭƭ ƘŜŀǊΣ άaŜǘŀŘŀǘŀ 

ƛǎ Řŀǘŀ ŀōƻǳǘ ŘŀǘŀΦέ  !ƴƻǘƘŜǊ ŀƴǎǿŜǊ ǘƘŀǘΩǎ млл҈ ŀŎŎǳǊŀǘŜ ŀƴŘ ǘƻǘŀƭƭȅ ǳǎŜƭŜǎǎΦ 

LǘΩǎ ǘƛƳŜ ǘƻ ƳƻǾŜ Ǉŀǎǘ άŘŀǘŀ ŀōƻǳǘ Řŀǘŀέ ŀƴŘ ŜƳōǊŀŎŜ 

more useful ways to describe metadataτways that 

enable counsel to rationally assess relevance and burden 

attendant to metadata in modern, networked, and cloud-

based information systems.   

Metadata may be the most misunderstood topic in electronic discovery. Requesting parties 

ŘŜƳŀƴŘ ŘƛǎŎƻǾŜǊȅ ƻŦ άǘƘŜ ƳŜǘŀŘŀǘŀέ ǿƛǘƘƻǳǘ ǎǇŜŎƛŦȅƛƴƎ ǿƘŀǘ ƳŜǘŀŘŀǘŀ ƛǎ ǎƻǳƎƘǘΣ ŀƴŘ ǇǊƻŘǳŎƛƴƎ 

parties fail to preserve or produce metadata of genuine value and relevance τoften because they 

do not understand what metadata exists, where it resides, or how easily it may be altered, lost, or 

generated as a byproduct of ordinary system operation. 

 

LǘΩǎ LƴŦƻǊƳŀǘƛƻƴ and Evidence 

Metadata is information that helps us use and make sense of other information. More particularly, 

metadata is information stored electronically that describes the characteristics, origins, usage, 

structure, alteration and validity of other electronic informationτincluding when, where, how, and 

by whom electronic information was created, accessed, modified, transmitted, or deleted. 

 

Many instances of metadata in many forms occur in many locations within and without digital files 

and systems, including operating systems, applications, databases, networks, mobile devices, cloud 

platforms, and collaboration services.  Some are supplied by the user, but most metadata are 

generated by systems and software automatically, often without user awareness or control. 

 

Some is crucial evidence, and some is merely digital clutter. Appreciating the differenceτknowing 

what metadata exists and understanding its evidentiary significanceτand recognizing when 

metadata is incomplete, misleading, or absent altogether is a skill essential to electronic evidence 

and discovery.  

 

Metadata is Evidence! 

Itôs time to get past defining 

metadata as  a slogan rather 

than an explanation.  
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If evidence is anything that tends to prove or refute an assertion as fact, then clearly metadata is 

evidence. Metadata sheds light on the origins, context, authenticity, reliability and distribution of 

electronic evidence, as well as provides clues to human behaviorτincluding authorship, 

chronology, access patterns, collaboration, and intent. 

 

LǘΩǎ ǘƘŜ ŜƭŜŎǘǊƻƴƛŎ ŜǉǳƛǾŀƭŜƴǘ ƻŦ 5b!Σ ōŀƭƭƛǎǘƛŎǎ ŀƴŘ ŦƛƴƎŜǊǇǊƛƴǘ ŜǾƛŘŜƴŎŜΣ ƴƻǘ ōŜŎŀǳǎŜ ƛǘ ƛǎ ƛƴŦŀƭƭƛōƭŜΣ 

but because, when properly preserved, interpreted, and contextualized, it can be highly probative, 

with a comparable power to exonerate and incriminate or to mislead when misunderstood, 

incomplete, or taken out of context. 

 

In Williams v. Sprint/United Mgmt. Co., 230 F.R.D. 640 (D. Kan. 2005), the federal court ruled in a 

dispute over Excel spreadsheets that had been altered prior to production: 

 

[W]hen a party is ordered to produce electronic documents as they are maintained in 

the ordinary course of business, the producing party should produce the electronic 

documents with their metadata intact, unless that party timely objects to production 

of metadata, the parties agree that the metadata should not be produced, or the 

producing party requests a protective order. 

 

Sprint had produced spreadsheets with cells locked and metadata removed, impairing the 

ǊŜŎƛǇƛŜƴǘǎΩ ŀōƛƭƛǘȅ ǘƻ ŜǾŀƭǳŀǘŜ ŦƻǊƳǳƭŀǎΣ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ŀƳƻƴƎ ŎŜƭƭǎΣ ŀƴŘ ǘƘŜ ƛƴǘŜƎǊƛǘȅ ƻŦ ǘƘŜ Řŀǘŀ ŀǎ 

maintained in the ordinary course. The court made clear that stripping or disabling such attributes 

was not ordinary-course production, but an alteration requiring justification. 

 

Within the realm of metadata lies discoverable evidence that litigants are obliged to preserve and 

ǇǊƻŘǳŎŜΦ ¢ƘŜǊŜΩǎ ŀǎ ƳǳŎƘ ƻǊ ƳƻǊŜ ƳŜǘŀŘŀǘŀ ŜȄǘŀƴǘ ŀǎ ǘƘŜǊŜ ƛǎ ƛƴŦƻǊƳŀǘƛƻƴτoften far moreτand, 

ƭƛƪŜ ƛƴŦƻǊƳŀǘƛƻƴΣ ȅƻǳ ŘƻƴΩǘ ŘŜŀƭ ǿƛǘƘ ŜǾŜǊȅ ōƛǘ ƻŦ ƛǘΦ ¸ƻǳ ŎƘƻƻǎŜ 

wisely based on relevance, proportionality, and evidentiary value. 

 

! ƭŀǿȅŜǊΩǎ ŀōƛƭƛǘȅ ǘƻ ŀŘǾƛǎŜ ŀ ŎƭƛŜƴǘ ŀōƻǳǘ Ƙƻǿ ǘƻ ŦƛƴŘΣ ǇǊŜǎŜǊǾŜ ŀƴŘ ǇǊƻŘǳŎŜ ƳŜǘŀŘŀǘŀΣ ƻǊ ǘƻ ƻōƧŜŎǘ 

to its production and discuss or forge agreements about metadata, hinges upon how well he or she 

understands metadata τincluding how certain forms of ESI, such as spreadsheets and databases, 

ŎƻƭƭŀǇǎŜ ǘƘŜ ŘƛǎǘƛƴŎǘƛƻƴ ōŜǘǿŜŜƴ άŘŀǘŀέ ŀƴŘ άƳŜǘŀŘŀǘŀέ ŀƭǘƻƎŜǘƘŜǊΦ 

 

ΨLǘΩǎ Wǳǎǘ hƴŜǎ ŀƴŘ ½ŜǊƻŜǎΩ 

Understanding metadata and its importance in e-discovery begins with awareness that electronic 

Řŀǘŀ ƛǎΣ ŦǳƴŘŀƳŜƴǘŀƭƭȅΣ Ƨǳǎǘ ƴǳƳōŜǊǎΦ  ¢ƘƻǳƎƘ ȅƻǳΩǾŜ ƘŜŀǊŘ ǘƘŀǘ ōŜŦƻǊŜΣ ȅƻǳ Ƴŀȅ ƴƻǘ ƘŀǾŜ 

Often, files have more  

metadata than content . 
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considered the implications of information being expressed so severely.  There are no words.  There 

are no spaces or punctuation.  There is no delineation of any kind.  Solely binary numbers.  

  

How, then, do computers convert this unbroken sequence notated as ones and zeroes into 

information that makes sense to human beings?  There must be some key, some coherent structure 

ƛƳǇƻǎŜŘ ǘƻ ŘƛǾƛƴŜ ǘƘŜƛǊ ƳŜŀƴƛƴƎΦ  .ǳǘ ǿƘŜǊŜ ŘƻŜǎ ƛǘ ŎƻƳŜ ŦǊƻƳΚ  ²Ŝ ŎŀƴΩǘ ŘŜǊƛǾŜ meaning from 

ǘƘŜ Řŀǘŀ ƛŦ ǿŜ ŎŀƴΩǘ ŦƛǊǎǘ ƳŀƪŜ ǎŜƴǎŜ of the data. 

LǘΩǎ 9ƴŎƻŘŜŘ 

Consider that written English conveys all information using fifty-two upper- and lowercase letters 

of the alphabet, ten numerical digits (0-9), some punctuation marks and a few formatting 

conventions, like spaces, lines, pages, etc.  You can think of these collectively as a seventy- or eighty-

ŎƘŀǊŀŎǘŜǊ άŎƻŘŜΦέ  !ƭǘŜǊƴŀǘƛǾŜƭȅΣ ǘƘŜ ǎŀƳŜ ƛƴŦƻǊƳŀǘƛƻƴ ŎƻǳƭŘ ōŜ ŎƻƳƳǳƴƛŎŀǘŜŘ ƻǊ ǎǘƻǊŜŘ ƛƴ aƻǊǎŜ 

code, where a three-ǎƛƎƴŀƭ ŎƻŘŜ ŎƻƳǇƻǎŜŘ ƻŦ ŘƻǘΣ ŘŀǎƘ ŀƴŘ ǇŀǳǎŜ ǎŜǊǾŜǎ ŀǎ ǘƘŜ ŜƴǘƛǊŜ άŀƭǇƘŀōŜǘΦέ 

²ŜΩǾŜ ŀƭƭ ǎŜŜƴ ƳƻǾƛŜǎ ǿƘŜǊŜ ŀ ǘŀǇǇƛƴƎ ǎƻǳƴŘ ƛǎ ƘŜŀǊŘ ŀƴŘ ǎƻƳŜƻƴŜ ǎŀȅǎΣ ά[ƛǎǘŜƴΗ LǘΩǎ aƻǊǎŜ ŎƻŘŜΗέ  

Suddenly, the tapping is an encoded message because 

ǎƻƳŜƻƴŜ Ƙŀǎ ŦǳǊƴƛǎƘŜŘ ƳŜǘŀŘŀǘŀ όάLǘΩǎ aƻǊǎŜ ŎƻŘŜΗέύ 

about the data (tap, tap, pause, tap).  Likewise, all those 

Ψones and zeroesΩ on a computer only make sense when 

other ones and zeroesτmetadataτreveal a framework for 

parsing and interpreting the data. 

So, we need data about the data.  We need information that tells us the encoding scheme.  We 

need to know when information of one sort concludes, and different information begins.  We need 

the name, date, context, purpose and origin of information to support its utility and integrity.  We 

need its metadata.   

The Metadata Continuum 

{ƻƳŜǘƛƳŜǎ ƳŜǘŀŘŀǘŀ ƛǎ ŜƭŜƳŜƴǘŀƭΣ ƭƛƪŜ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ ŀ ŎƻƳǇǳǘŜǊΩǎ file system structures detailing 

where recorded data blocks begin and end and how they are organized.  This metadata is invisible 

to a user without special tools or forensic utilities capable of peering through the façade of the user 

interface into the utilitarian plumbing of the file system.  Without file location metadata, each time 

a user sought to access a file or program, the operating system would have to peruse the entire 

ŘǊƛǾŜ ǘƻ ŦƛƴŘ ƛǘΦ  LǘΩŘ ōŜ ƭƛƪŜ ƭƻƻƪƛƴƎ ŦƻǊ ǎƻƳŜƻƴŜ ōȅ ƪƴƻŎƪƛƴƎ ƻƴ ŜǾŜǊȅ ŘƻƻǊ ƛƴ ǘƻǿƴΗ 

At other times, metadata supports enhanced functionality not essential to the operation of the 

ǎȅǎǘŜƳΦ  ¢ƘŜ ƳŜǘŀŘŀǘŀ ǘƘŀǘ ǘǊŀŎƪǎ ŀ ŦƛƭŜΩǎ ƴŀƳŜ ƻǊ ǘƘŜ ŘŀǘŜǎ ŀ ŦƛƭŜ ǿŀǎ ŎǊŜŀǘŜŘ ƻǊ ƭŀǎǘ ƳƻŘƛŦƛŜŘ Ƴŀȅ 

only occasionally be probative of a claim or defense in a lawsuit, but that information always makes 

it easier to locate, sort and segregate files and to manage information at scale.  

All those óones and zeroes ô 

on a computer only make 

sense  when other  ones and 

zeroesðmetadataðreveal 

a framework for parsing 

and interpreting the data.  
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Metadata is often instrumental to the intelligibility of information, helping us make sense of it.  

ά{ǳƴƴȅ ŀƴŘ тл ŘŜƎǊŜŜǎέ ŀǊŜƴΩǘ ŀ ǾŜǊȅ ǳǎŜŦǳƭ ŦƻǊŜŎŀǎǘ ǿƛǘƘƻǳǘ ƳŜǘŀŘŀǘŀ ƛƴŘƛŎŀǘƛƴƎ when and where 

ƛǘΩǎ ǘƘŜ ǿŜŀǘƘŜǊΦ  Similarly, understanding information on a website or within a database, a cloud-

based collaboration platform like Microsoft SharePoint or Teams, or a social network like Facebook 

depends on metadata that defines its location, origin, timing and structure. LǘΩǎ ŜǾŜƴ ŎƻƳƳƻƴ ŦƻǊ 

computerized information to comprise more metadata than data, in the same way that making 

ǎŜƴǎŜ ƻŦ ǘƘŜ ǘǿƻ Řŀǘŀ Ǉƻƛƴǘǎ άǎǳƴƴȅέ ŀƴŘ άтл ŘŜƎǊŜŜǎέ ǊŜǉǳƛǊŜǎ ǘƘǊŜŜ ƳŜǘŀŘŀǘŀ ǇƻƛƴǘǎΥ ƭƻŎŀǘƛƻƴΣ 

date and time of day. 

¢ƘŜǊŜΩǎ bƻ {ǳŎƘ ¢ƘƛƴƎ ŀǎ ά¢ƘŜ aŜǘŀŘŀǘŀέ 

As we move up the evolutionary ladder for metadata, some metadata ƛǎ ǊŜŎƻǊŘŜŘ ƛƴ ŎŀǎŜ ƛǘΩǎ 

needed to support a specialized task for the operating system or an application.  Standard System 

Metadata ŦƛŜƭŘǎ ƭƛƪŜ ά/ŀƳŜǊŀ aƻŘŜƭέ ƻǊ ά/ƻǇȅǊƛƎƘǘέ Ƴŀȅ ǎŜŜƳ ŀƴ ǳǘǘŜǊ ōŀŎƪǿŀǘŜǊ ǘƻ ŀ ƭŀǿȅŜǊ 

concerned with spreadsheets and word-processed documents; but, if the issue is the authenticity 

of a photograph or the origins of pirated music, these fields can make or break a case.  LǘΩǎ ŀƭƭ ŀōƻǳǘ 

relevance and utility in context. 

¢ƘŜ Ǉƻƛƴǘ ƛǎΣ ǘƘŜǊŜΩǎ ǊŜŀƭƭȅ ƴƻ ǎǳŎƘ ǘƘƛƴƎ ŀǎ άǘƘŜ ƳŜǘŀŘŀǘŀέ ŦƻǊ ŀ ŦƛƭŜ ƻǊ ŘƻŎǳƳŜƴǘΦ  LƴǎǘŜŀŘΣ ǘƘŜǊŜΩǎ 

a continuum of System and Application Metadata that enlightens many aspects of ESI.  The 

metadata that matters depends upon the issues presented in the case and the task to be 

accomplished; consequently, the metadata preserved for litigation should reasonably reflect the 

issues that can be reasonably anticipated, and it must also address the file management and 

integrity needs attendant to identification, culling, processing, review and presentation of 

electronic evidence.  Again, relevance and utility. 

File Systems and Relative Addressing 

Most of those ones and zeroes36 on a hard drive are files that, like library books, are written, read, 

revised and referenced.  Computers use file systems to keep track of files just as libraries once used 

card catalogues and the Dewey Decimal system to track books. 

Imagine you own a thousand books without covers that you store on one very long shelf.  You also 

ƻǿƴ ŀ Ǌƻōƻǘ ƴŀƳŜŘ wƻōōȅ ǘƘŀǘ ŎŀƴΩǘ ǊŜŀŘΣ ōǳǘ wƻōōȅ Ŏŀƴ Ŏƻǳƴǘ ōƻƻƪǎ ǾŜǊȅ ŀŎŎǳǊŀǘŜƭȅΦ  Iƻǿ ǿƻǳƭŘ 

you instruct Robby to get a particular book? 

If you track ǘƘŜ ƻǊŘŜǊ ƛƴ ǿƘƛŎƘ ǘƘŜ ōƻƻƪǎ ŀǊŜ ǎǘƻǊŜŘΣ ȅƻǳ ƳƛƎƘǘ ǎŀȅΣ άwƻōōȅΣ ōǊƛƴƎ ƳŜ ǘƘŜ пмнth 

ōƻƻƪΦέ  LŦ ƛǘ ǿŀǎ ŀ нп-ǾƻƭǳƳŜ ǎŜǘ ƻŦ ŜƴŎȅŎƭƻǇŜŘƛŀǎΣ ȅƻǳ ƳƛƎƘǘ ŀŘŘΥ άΧŀƴŘ ǘƘŜ ƴŜȄǘ но ōƻƻƪǎΦέ  ¢ƘŜ 

 
36 I cringe every time I refer to digital information as being stored as άƻƴŜǎ ŀƴŘ ȊŜǊƻŜǎέ ōŜŎŀǳǎŜ  (as we should now 
know) ǘƘŀǘΩǎ Ƨǳǎǘ ŀ ŎƻƴǾŜƴƛŜƴǘ ǿŀȅ ǘƻ notate the data, not how ƛǘΩǎ stored on digital media. 
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ōƻƻƪǎ ŘƻƴΩǘ άƪƴƻǿέ ǿƘŜǊŜ ǘƘŜȅΩǊŜ ǎƘŜƭǾŜŘΦ  9ŀŎƘ ōƻƻƪΩǎ ƭƻŎŀǘƛƻƴ ƛǎ ƳŜǘŀŘŀǘŀ about the book, but 

ƛǘΩǎ ƴƻǘ ǎǘƻǊŜŘ ǿƛǘƘƛƴ ǘƘŜ ōƻƻƪΦ  ¢ƘŜ ǎȅǎǘŜƳ ǘǊŀŎƪǎ ǘƘŀǘ ƳŜǘŀŘŀǘŀΦ  LǘΩǎ System Metadata. 

[ƻŎŀǘƛƴƎ ǎƻƳŜǘƘƛƴƎ ōȅ ǎǇŜŎƛŦȅƛƴƎ ǘƘŀǘ ƛǘΩǎ ǎƻ Ƴŀƴȅ ǳƴƛǘǎ ŦǊƻƳ ŀ ǇŀǊǘƛŎǳƭŀǊ Ǉƻƛƴǘ ƛǎ ŎŀƭƭŜŘ relative 

addressing or offset addressing.  The number of units the destination is set off from the specified 

point is called the offset.  Computers use offset values to indicate the locations of files on storage 

devices as well as to locate information inside files. 

/ƻƳǇǳǘŜǊǎ ǳǎŜ ǾŀǊƛƻǳǎ ǳƴƛǘǎ ǘƻ ǎǘƻǊŜ ŀƴŘ ǘǊŀŎƪ ƛƴŦƻǊƳŀǘƛƻƴΣ ǎƻ ƻŦŦǎŜǘǎ ŀǊŜƴΩǘ ŀƭǿŀȅǎ ŜȄǇǊŜǎǎŜŘ ƛƴ 

ǘƘŜ ǎŀƳŜ ǳƴƛǘǎΦ  !ǎ ǇǊŜǾƛƻǳǎƭȅ ŜȄǇƭŀƛƴŜŘΣ ŀ άōƛǘέ ǎǘƻǊŜǎ ŀ ƻƴŜ ƻǊ ȊŜǊƻΣ ŜƛƎƘǘ ōƛǘǎ ƛǎ ŀ άōȅǘŜΣέ όǎǳŦŦƛŎƛŜƴǘ 

to hold a letter in the Latin alphabet), 512 bytes is often a sector or block (see Appendix A) and 

(typically) eight contiguous sectors or blocks is a cluster.  The cluster is the most common unit of 

logical storage, and modern computers tend to store files in as many of these 4,096-byte (4 KB) 

clusters, ƻǊ άŘŀǘŀ ōŀǎƪŜǘǎΣέ ŀǎ ƴŜŜŘŜŘΦ  hŦŦǎŜǘ ǾŀƭǳŜǎ ŀǊŜ ŎƻǳŎƘŜŘ ƛƴ ōȅǘŜǎ ǿƘŜƴ ǎǇŜŎƛŦȅƛƴƎ ǘƘŜ 

location of information within files and as sectors when specifying the location of files on storage 

media.37 

Application Metadata 

¢ƻ ǘƘŜ ŜȄǘŜƴǘ ƭŀǿȅŜǊǎ ŀǊŜ ŦŀƳƛƭƛŀǊ ǿƛǘƘ ƳŜǘŀŘŀǘŀΣ ƛǘΩǎ ƭƛƪŜƭȅ Ƨǳǎǘ ǘƘŜ ǘȅǇŜ ŎŀƭƭŜŘ application 

metadata with the fearsome potential to inadvertently reveal confidential or privileged 

ƛƴŦƻǊƳŀǘƛƻƴ ŜƳōŜŘŘŜŘ ǿƛǘƘƛƴ ŜƭŜŎǘǊƻƴƛŎ ŘƻŎǳƳŜƴǘǎΦ  /ƻƳǇǳǘŜǊ ǇǊƻƎǊŀƳǎ ƻǊ άŀǇǇƭƛŎŀǘƛƻƴǎέ ǎǘƻǊŜ 

Řŀǘŀ ƛƴ ŦƛƭŜǎ άƴŀǘƛǾŜέ ǘƻ ǘƘŜƳΣ ƳŜŀƴƛƴƎ ǘƘŀǘ ǘƘŜ Řŀǘŀ ƛǎ ǎǘǊǳŎǘǳǊŜŘ ŀƴŘ ŜƴŎƻŘŜŘ ǘƻ uniquely support 

the application.  As these applications added features--ƭƛƪŜ ŀ ǿƻǊŘ ǇǊƻŎŜǎǎƻǊΩǎ ŀōƛƭƛǘȅ ǘƻ ǊŜŘƭƛƴŜ 

changes or collaborate on a document--the files used to store documents necessarily retained 

those tracked changes and collaborative comments.   

 

Microsoft Word was once notorious for its potential to store information unseen by users, and a 

cottage industry grew up offering utilities to strip embedded information, like comments and 

tracked changes, from Word documents.  Because of its potential to embarrass lawyers or 

compromise privilege, metadata acquired an unsavory reputation.38  But metadata is much more 

than embedded application metadata affording those who know how to find it the ability to dredge 

ǳǇ ŀ ŘƻŎǳƳŜƴǘΩǎ ƴƻƴ-obvious content; it is an integral byproduct of modern software functionality.  

By definition, application metadata is embedded in the file it describes and moves with the file 

when copied.  But not all metadata is embedded for the same reason that cards in a library card 

 
37 On modern storage systems, including solid-state drives and virtualized storage, these locations are logical rather 
ǘƘŀƴ ŦƛȄŜŘ ǇƘȅǎƛŎŀƭ ǇƻǎƛǘƛƻƴǎΣ ŀƴŘ Ƴŀȅ ŎƘŀƴƎŜ ƻǾŜǊ ǘƛƳŜ ǿƛǘƘƻǳǘ ǘƘŜ ŦƛƭŜ ǎȅǎǘŜƳΩǎ ŀǿŀǊŜƴŜǎǎΦ 
38 Once, a few ǎǘŀǘŜǎΩ .ar disciplinary authorities (e.g., NY, FL) deemed it unethical for lawyers to look at metadata in 
e-documents received from opponents!  Happily, that notion quickly lost favor.  
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ŎŀǘŀƭƻƎ ŀǊŜƴΩǘ ǎǘƻǊŜŘ ōŜǘǿŜŜƴ ǘƘŜ ǇŀƎŜǎ ƻŦ ǘƘŜ ōƻƻƪǎΥ You need to know where information resides 

to reach it. 

System Metadata 

¦ƴƭƛƪŜ ōƻƻƪǎΣ ŎƻƳǇǳǘŜǊ ŦƛƭŜǎ ŀǊŜƴΩǘ ƴŜŀǘƭȅ ōƻǳƴŘ ǘƻƳŜǎ ǿƛǘƘ ƴŀƳŜǎ ŜƳōƻǎǎŜŘ ƻƴ ǎǇƛƴŜǎ ŀƴŘ 

ŎƻǾŜǊǎΦ  ¢ȅǇƛŎŀƭƭȅΣ ŦƛƭŜǎ ŘƻƴΩǘ ƛƴǘŜǊƴŀƭƭȅ ǊŜŦƭŜŎǘ ǘƘŜ ƴŀƳŜ ǘƘŜȅΩǾŜ ōŜŜƴ ƎƛǾŜƴ ƻǊ ƻǘƘŜǊ ƛƴŦƻǊƳŀǘƛƻƴ 

about their location, history or ownership.  The 

information about the file ǘƘŀǘΩǎ not embedded in 

the file it describes but stored apart from the file is 

its system metadataΦ  ¢ƘŜ ŎƻƳǇǳǘŜǊΩǎ ŦƛƭŜ 

management system uses system metadata to 

track file locations and store attributes like each 

ŦƛƭŜΩǎ ƴŀƳŜΣ ǎƛȊŜΣ and dates of creation, 

modification and usage.  

System metadata is crucial to electronic discovery 

because so much of our ability to identify, find, 

sort, cull and authenticate information depends on 

its system metadata.  For example, system 

metadata helps identify the custodians of files, what the files are named, when files were created 

or modified and the folders in which they are stored.  System metadata stores much of the who, 

what, when, where and how of electronic evidence. 

Every computer employs one or more databases to keep track of system metadata.  In computers 

ǊǳƴƴƛƴƎ ǘƘŜ ²ƛƴŘƻǿǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǘƘŜ ǇǊƛƴŎƛǇŀƭ άŎŀǊŘ ŎŀǘŀƭƻƎέ ƘƻƭŘƛƴƎ ǎȅǎǘŜƳ ƳŜǘŀŘŀǘŀ ƛǎ 

ŎŀƭƭŜŘ ǘƘŜ aŀǎǘŜǊ CƛƭŜ ¢ŀōƭŜ ƻǊ άaC¢Φέ  Lƴ ǘƘŜ ǇǊŜŘŜŎŜǎǎƻǊ 5h{ ƻǇŜǊŀǘing system, it was called the 

CƛƭŜ !ƭƭƻŎŀǘƛƻƴ ¢ŀōƭŜ ƻǊ άC!¢Φέ  ¢ƘŜ ƳƻǊŜ ǎƻǇƘƛǎǘƛŎŀǘŜŘ ŀƴŘ ǎŜŎǳǊŜ ǘƘŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǘƘŜ ƎǊŜŀǘŜǊ 

the richness and complexity of the system metadata in its file table. 

Windows Shell Items and Properties 

In the Microsoft Windows ecosystem, Microsoft refers to discrete units of contentτsuch as files, 

folders, messages, and contactsτŀǎ ά{ƘŜƭƭ ƛǘŜƳǎΦέ 9ŀŎƘ ŘƛǎŎǊŜǘŜ ŀǘǘǊƛōǳǘŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀ {ƘŜƭƭ 

item is called a άproperty.έ Windows maintains hundreds of such properties, organized across 34 

ŎŀǘŜƎƻǊƛŜǎΣ Ƴŀƴȅ ƻŦ ǿƘƛŎƘ Ƴŀȅ ŜȄƛǎǘ ƻǳǘǎƛŘŜ ǘƘŜ ŦƛƭŜΩǎ ŎƻƴǘŜƴǘ ŀƴŘ ȅŜǘ ǎǘƛƭƭ ōŜŀǊ ǎƛƎƴƛŦƛŎŀƴǘ 

evidentiary value. 

 

Shell item properties illustrate an important point for discovery: metadata is not confined to what 

applications embed in files, nor is it limited to the familiar created/modified/accessed dates. 

Operating systems routinely generate and maintain rich descriptive information that may never be 

https://docs.microsoft.com/en-us/windows/win32/properties/props
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visible during ordinary use, yet may prove highly probative of authorship, chronology, provenance, 

access, or use. 

 

Examining even a small subset of Shell item properties demonstrates the breadth of potentially 

relevant metadata that can exist within and without files, messages, and photographs, including 

document authorship and revision history, message routing and handling details, camera 

identifiers, and system-level attributes reflecting file handling and ownership. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Much More Metadata 

The hundreds of Windows Shell item properties are by no means an exhaustive list of metadata. 

Software applications deploy their own complements of metadata geared to supporting features 

unique to each application. E-mail software, word processing applications and spreadsheets, 

databases, web browsers and presentation software collectively employ  thousands of additional 

fields of metadata across modern platforms. 

For example, digital photographs can carry dozens of 

embedded fields of metadata called EXIF data detailing 

information about the date and time the photo was taken, the 

camera, settings, exposure, lighting,  and, where enabled, 

Application vs. System Metadata 

Application Metadata = CONTENT 

LŦ ƛǘ ŎƘŀƴƎŜǎ ǿƘŀǘ ǘƘŜ ŘƻŎǳƳŜƴǘ ǎŀȅǎ ƻǊ ŘƻŜǎΣ ƛǘΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ƳŜǘŀŘŀǘŀΦ 

¶ Embedded inside the file 

¶ Travels with  the file 

¶ Enables functionality (comments, formulas, revisions) 

¶ Can be substantive evidence or a privilege trap 

Ask: Does this information belong to the document itself? 

System Metadata = CONTEXT 

LŦ ƛǘ ŘŜǎŎǊƛōŜǎ ǿƘŜǊŜΣ ǿƘŜƴΣ ƻǊ Ƙƻǿ ǘƘŜ ŘƻŎǳƳŜƴǘ ŜȄƛǎǘŜŘΣ ƛǘΩǎ ǎȅǎǘŜƳ ƳŜǘŀŘŀǘŀΦ 

¶ Stored outside the file 

¶ Managed by the system, not the application 

¶ Used to locate, sort, and authenticate files 

¶ Essential to discovery logistics and provenance 

Ask: Does this information describe the document rather than form part of it? 

Photos taken with cell 

phones routinely hold  

detailed EXIF information 

about where the photo 

was taken.  
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precise geolocation data. Cell phone photos contain detailed information about where the photo 

was taken often to within a few meters, depending on sensor and settings. 

The popular Microsoft Outlook e-mail client application provides for over 180 standard application 

metadata fields which users may select to customize their viewτand many more that are 

generated and maintained without user visibility. 

But even this broad swath of metadata is only part of the probative information  about activity 

recorded by computers. Within the Master File Table and index records used by Windows to track 

all files, still more attributes are encoded as structured system records not ordinarily visible to 

users. In fact, an ironic aspect of Windows is that the record used to track information about a file 

may be larger than the file itself! 

Stored within the hives of the System Registryτthe database that tracks attributes covering almost 

any aspect of the systemτŀǊŜ ǘƘƻǳǎŀƴŘǎ ǳǇƻƴ ǘƘƻǳǎŀƴŘǎ ƻŦ ŀǘǘǊƛōǳǘŜ ǾŀƭǳŜǎ ŎŀƭƭŜŘ άǊŜƎƛǎǘǊȅ ƪŜȅǎΦέ 

Other records and logs track network activity and journal  system, application, and user activity at 

a granular level. 

Matryoshka Metadata 

Matryoshka are carved, cylindrical Russian dolls that 

nest inside one another. Metadata works the same 

way. If the evidence of interest is a Word document 

attached to an e-mail, the Word document carries its 

own embedded application metadata; but once 

attached, its system metadata is reduced to what the 

transporting message conveysτtypically little more 

than file name and type, plus limited contextual 

attributes supplied by the sending system. 

 

The e-mail message, in turn, carries its own metadata concerning addressing, routing, structure, 

and encoding. That message is managed by an e-mail application such as Outlook, which maintains 

additional metadata about the message and its configuration. Depending on configuration, those 

messages and their metadata may reside in local container files (such as PST or OST files) or in 

server-side mailboxes. Those containers or mailboxes then exist within a file system or service that 

maintains still more system metadata about location, ownership, timestamps, size, and related 

attributes. 

 

Within this Matryoshka maelstrom of metadata, some information is readily accessible while other 

layers are opaque, technical, and unintelligible without specialized tools and experience. 
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Forms of Metadata 

!ǎ ƛŦ ǘƘŜ ǾŀǊƛŜǘȅ ƻŦ ƳŜǘŀŘŀǘŀ ǿŜǊŜƴΩǘ ŜƴƻǳƎƘΣ ƳŜǘŀŘŀǘŀ ŀƭǎƻ ǾŀǊƛŜǎ ƛƴ form. It is not uniformly 

human-readable or self-ŜȄǇƭŀƴŀǘƻǊȅΦ {ƻƳŜ ƳŜǘŀŘŀǘŀ ŦƛŜƭŘǎ ŀǊŜ ǎƛƳǇƭŜ ōƛǘ ŦƭŀƎǎ ƛƴŘƛŎŀǘƛƴƎ άǘǊǳŜέ ƻǊ 

άŦŀƭǎŜΦέ hǘƘŜǊǎ ŜƴŎƻŘŜ ƴǳƳŜǊƛŎ ǾŀƭǳŜǎ ǿƘƻǎŜ ƳŜŀƴƛƴƎ ŘŜǇŜƴŘǎ ŜƴǘƛǊŜƭȅ ƻƴ ŎƻƴǘŜȄǘΦ {ǘƛƭƭ ƻǘƘŜǊǎ 

reuse the same numeric value to signify different states in different fields. 

 

¢ƘŜ ŦƻǊƳ ƻŦ ƳŜǘŀŘŀǘŀ ƳŀǘǘŜǊǎ ǿƘŜƴ ŘŜŎƛŘƛƴƎ Ƙƻǿ ǘƻ ǇǊŜǎŜǊǾŜ ŀƴŘ ǇǊƻŘǳŎŜ ƛǘΦ ! ǊŜǎǇƻƴǎŜ ƭƛƪŜ άƛǘŜƳ 

ǘȅǇŜ лȄллнф ǿŀǎ ǎŜǘ ǘƻ лȄллέ ƛǎ ƳŜŀƴƛƴƎƭŜǎǎ ǳƴƭŜǎǎ ǘǊŀƴǎƭŀǘŜŘ ƛƴǘƻ ǘƘŜ ŦǳƴŎǘƛƻƴŀƭ ǉǳŜǎǘƛƻƴ ƛǘ 

answersτsuch as whether a read receipt was requested. Because many metadata values only make 

sense within the application that interprets them, preservation and production require more than 

mechanical extraction. Context is essential. 

 

The challenge is not that metadata cannot be located or interpreted, but that counsel must know 

whether the firm, client, or service provider has tools and workflows that do so accurately and 

repeatably. Before committing to produce metadataτor objecting to its productionτcounsel must 

understand what metadata is routinely collected, how it is processed, and which fields require 

specialized handling to avoid alteration or misrepresentation. 

 

Relevance and Utility 

Iƻǿ ƳǳŎƘ ƻŦ ǘƘƛǎ ƳŜǘŀŘŀǘŀ ƛǎ ǊŜƭŜǾŀƴǘ ŀƴŘ ŘƛǎŎƻǾŜǊŀōƭŜΚ ²ƻǳƭŘ L ōŜ ŀƴȅ ƪƛƴŘ ƻŦ ƭŀǿȅŜǊ ƛŦ L ŘƛŘƴΩǘ 

ŀƴǎǿŜǊΣ άLǘ ŘŜǇŜƴŘǎΚέ Lƴ ǘǊǳǘƘΣ ƛǘ ŘƻŜǎ ŘŜǇŜƴŘ ǳǇƻƴ  the issues the data bears upon, its utility, 

and the cost and burden of preservation and review. 

 

Metadata is unlike almost any other evidence in that its utility may flow from its probative value 

(its relevance as evidence)  or from its utilityτits ability to support searching, sorting, and 

interpretation of ESIτor both. If the origin, use, distribution, destruction, or integrity of electronic 

ŜǾƛŘŜƴŎŜ ƛǎ ŀǘ ƛǎǎǳŜΣ ǘƘŜ άŘƛƎƛǘŀƭ 5b!έ ƻŦ ƳŜǘŀŘŀǘŀ ƛǎ ŜǎǎŜƴǘƛŀƭ ǇǊƻōŀǘƛǾŜ ŜǾƛŘŜƴŎŜ ǘƘŀǘ ƴŜŜŘǎ ǘƻ ōŜ 

preserved and produced for its relevance. Likewise, if metadata materially facilitates the searching, 

sorting, and management of electronic evidence, it should be preserved and produced for its 

utility.39   

 
39 This duality of metadataτrelevance and utilityτis sometimes overlooked by readers who focus narrowly on the text 
of the rules and ignore the Committee Notes. Rule 26(b)(1) permits discovery of nonprivileged matter that is relevant 
ǘƻ ŀ ǇŀǊǘȅΩǎ ŎƭŀƛƳǎ ƻǊ ŘŜŦŜƴǎŜǎ and proportional to the needs of the case. The 2015 Committee Notes explain that 
examples formerly enumerated in the ruleτsuch as information concerning the existence, location, custody, and 
condition of documentsτwere removed not to narrow discovery, but becŀǳǎŜ ǎǳŎƘ ƛƴǉǳƛǊƛŜǎ ŀǊŜ άŘŜŜǇƭȅ ŜƴǘǊŜƴŎƘŜŘ 
ƛƴ ǇǊŀŎǘƛŎŜέ ŀƴŘ ǊŜƳŀƛƴ ŘƛǎŎƻǾŜǊŀōƭŜ ǿƘŜƴ ǊŜƭŜǾŀƴǘ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀƭΦ ¢ƘŜ bƻǘŜǎ ŦǳǊǘƘŜǊ ƻōǎŜǊǾŜ ǘƘŀǘ ŦǊŀƳƛƴƎ 
intelligent requests for electronically stored information may require detailed information about another ǇŀǊǘȅΩǎ 
ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳǎΦ !ƭǘƘƻǳƎƘ ǘƘŜ /ƻƳƳƛǘǘŜŜ ŘƛŘ ƴƻǘ ǳǎŜ ǘƘŜ ǘŜǊƳ άƳŜǘŀŘŀǘŀΣέ ǘƘŜ ƛƳǇƻǊǘ ƛǎ ŎƭŜŀǊΥ ŘƛǎŎƻǾŜǊŀōƛƭƛǘȅ ƛǎ 
not limited to evidentiary relevance alone. Metadata may be discoverable for its utility as well as its probative value.  
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Put simply, metadata is an indispensable feature of ESI and should be considered for preservation 

and production in every case.  ¢ƻƻ ƻŦǘŜƴΣ ƳǳŎƘ ƻŦ ǿƘŀǘ ƛǎ ŘƛǎƳƛǎǎŜŘ ŀǎ άƳŜǊŜ ƳŜǘŀŘŀǘŀέ ƛǎ ǘǊǳƭȅ 

substantive content, such as embedded comments between collaborators in documents, speaker 

notes in presentations, and formulas in spreadsheets. 

 

Does this then mean that every computer system and data device in every case must be forensically 

imaged and analyzed by experts? Absolutely not! Once we understand what metadata exists and 

what it signifies, a continuum of reasonableness will inform our actions. A police officer making a 

ǘǊŀŦŦƛŎ ǎǘƻǇ ǊƻǳǘƛƴŜƭȅ ŎƻƭƭŜŎǘǎ ǊŜƭŜǾŀƴǘ άŘƻƎ ǘŀƎέ ŘŀǘŀΣ e.g.Σ ŘǊƛǾŜǊΩǎ ƴŀƳŜΣ ŀŘŘǊŜǎǎΣ ǾŜƘƛŎƭŜ ƭƛŎŜƴǎŜ 

ƴǳƳōŜǊΣ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜ ƴǳƳōŜǊΣ ŀƴŘ ǘƘŜ ŘŀǘŜΣ ǘƛƳŜΣ ŀƴŘ ƭƻŎŀǘƛƻƴ ƻŦ ǘƘŜ ƻŦŦŜƴǎŜΦ ²Ŝ ǿƻǳƭŘƴΩǘ 

expect a traffic cop to collect a DNA sample or fingerprint the driver; but make it a murder 

investigation and the calculus changes. 

 

The crucial factors are burden and cost, balanced against utility and relevance. The goal should be 

a level playing field between the parties in terms of their ability to see and use relevant electronic 

evidence, including its metadata. 

 

{ƻ ǿƘŜǊŜ Řƻ ǿŜ ŘǊŀǿ ǘƘŜ ƭƛƴŜΚ .ŜƎƛƴ ōȅ ǊŜŎƻƎƴƛȊƛƴƎ ǘƘŀǘ ǘƘŜ ŀŘǾŜƴǘ ƻŦ ŜƭŜŎǘǊƻƴƛŎ ŜǾƛŘŜƴŎŜ ƘŀǎƴΩǘ 

changed the fundamental dynamics of discovery: Litigants are entitled to discover relevant, non-

privileged information, and relevance depends on the issues before the court. Relevance 

ŀǎǎŜǎǎƳŜƴǘǎ ŀǊŜƴΩǘ ǎǘŀǘƛŎ ōǳǘ ŎƘŀƴƎŜ ŀǎ ƴŜǿ ŜǾƛŘŜƴŎŜ ŜƳŜǊƎŜǎ ŀƴŘ ƴŜǿ ƛǎǎǳŜǎ ŀǊƛǎŜΦ aŜǘŀŘŀǘŀ 

deemed irrelevant at the start of a case may become decisive when, e.g., allegations of data 

tampering or spoliation emerge. Parties must periodically re-assess the adequacy of preservation 

and production of metadata and act to meet changed 

circumstances consistent with proportionality and 

evolving needs. 

 

Metadata άMustsέ 

There are readily accessible, frequently valuable metadata that, like the dog-tag information 

collected by a traffic cop, we should expect to routinely preserve and produce. Examples of 

essential system metadata fields for any file produced are: 

ω /ǳǎǘƻŘƛŀƴόǎύ 

ω {ƻǳǊŎŜ 5ŜǾƛŎŜ 

ω hǊƛƎƛƴŀǘƛƴƎ tŀǘƘ όŦƛƭŜ ǇŀǘƘ ŀǎ ƛǘ ǊŜǎƛŘŜŘ ƛƴ ƛǘǎ ƻǊƛƎƛƴŀƭ ŜƴǾƛǊƻƴƳŜƴǘύ 

ω CƛƭŜƴŀƳŜ όƛƴŎƭǳŘƛƴƎ ŜȄǘŜƴǎƛƻƴύ 

ω [ŀǎǘ aƻŘƛŦƛŜŘ 5ŀǘŜ 

ω [ŀǎǘ aƻŘƛŦƛŜŘ ¢ƛƳŜ 

Periodically re -assess the 

adequacy of preservation and 

production  of metadata , and act 

to meet changed circumstances.  
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!ƴȅ ǇŀǊǘȅ ǇǊƻŘǳŎƛƴƎ ƻǊ ǊŜŎŜƛǾƛƴƎ 9{L ǎƘƻǳƭŘ ōŜ ŀōƭŜ ǘƻ ǎǘŀǘŜ ǎƻƳŜǘƘƛƴƎ ŀƪƛƴ ǘƻΣ ά¢Ƙƛǎ ǎǇǊŜŀŘǎƘŜŜǘ 

named Financial Forecast.xlsx ŎŀƳŜ ŦǊƻƳ ǘƘŜ 5ƻŎǳƳŜƴǘǎ ŦƻƭŘŜǊ ƻƴ {ŀǊŀƘ {ƳƛǘƘΩǎ 5Ŝƭƭ ƭŀǇǘƻǇ ŀƴŘ 

was last modified on January 14, 2026 ŀǘ нΥлт ta /{¢Φέ 

!ƴƻǘƘŜǊ ƳŜǘŀŘŀǘŀ άƳǳǎǘέ ƛǎ ǘƘŜ UTC time-zone offset applicable to each time value (unless all 

times have been normalized to a common zone). UTCτCoordinated Universal Timeτis the modern 

reference standard for timestamps and avoids ambiguity caused by local time zones and daylight-

saving rules. Without the applicable offset, time values may be misleading or uninterpretable.40 

Application metadata is, by definition, embedded within native files; thus, native production 

ordinarily preserves application metadata without special handling. But when ESI is converted to 

other forms, the parties must assess what metadata will be lost or altered and identify, preserve, 

and extract relevant application and system metadata fields for production in ancillary files 

commonly called load files. 

For e-mail messages, this is generally straightforward notwithstanding the many metadata values 

ƎŜƴŜǊŀǘŜŘ ōȅ ŎƭƛŜƴǘ ŀƴŘ ǎŜǊǾŜǊ ŀǇǇƭƛŎŀǘƛƻƴǎΦ ¢ƘŜ ƳŜǘŀŘŀǘŀ άƳǳǎǘǎέ ŦƻǊ Ŝ-mail messages are, as 

available: 

ω /ǳǎǘƻŘƛŀƴ 

ω ¢ƻ 

ω CǊƻƳ 

ω // 

ω .// 

ω {ǳōƧŜŎǘ 

ω 5ŀǘŜ {Ŝƴǘ όƻǊ wŜŎŜƛǾŜŘύ 

ω ¢ƛƳŜ {Ŝƴǘ όƻǊ wŜŎŜƛǾŜŘύ 

ω !ǘǘŀŎƘƳŜƴǘǎ όƴŀƳŜǎ ƻǊ ǳƴƛǉǳŜ ƛŘŜƴǘƛŦƛŜǊǎύ 

ω aŀƛƭ CƻƭŘŜǊ tŀǘƘ 

ω aŜǎǎŀƎŜ L5 

E-mail messages that traverse the Internet contain header data detailing routing and delivery. 

Whether header data should be preserved and produced depends on the reasonable anticipation 

that issues of authenticity, receipt, or timing may ariseτbut because headers are integral to the 

message, discarding them absent good cause is difficult to justify. 

 
40 UTC stands for both Temps Universel Coordonné and Coordinated Universal Time.  It's a fraction of a second off the 
better-known Greenwich Mean Time (GMT) and identical to Zulu time in military and aviation circles. Why UTC instead 
of TUC or CUT? It's a diplomatic compromise, for neither French nor English speakers were willing to concede the 
acronym. 
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aŜǘŀŘŀǘŀ άƳǳǎǘǎέ ŀƭǎƻ ƛƴŎƭǳŘŜ ǾŀƭǳŜǎ ƎŜƴŜǊŀǘŜŘ ŘǳǊƛƴƎ Ŝ-discovery processing, review, and 

production, such as Bates numbers, attachment ranges, hash values, production paths, duplicate 

identification, and family relationships. 

When ESI other than e-mail is converted to non-native forms, preserving application metadata 

without impairing its utility or intelligibility can be difficult. Tracked changes and comments, for 

example, may be incomprehensible without context, yet producing them in static images can 

confuse recipients and degrade searchable text. Where native production is not permitted, an 

equitable alternative may be dual productionτonce with tracked changes hidden and once 

revealed.41 

For certain ESI, there is no practical substitute for native production with metadata intact. 

Spreadsheets are the classic example. Similar losses of functionality occur with audio, video, 

animated presentations, databases, and collaborative environments, where structure and 

relationshipsτreflected in metadataτdefine utility. Production formats are addressed elsewhere 

ƛƴ ǘƘƛǎ ōƻƻƪΤ ǎǳŦŦƛŎŜ ƛǘ ǘƻ ǎŀȅ ǘƘŀǘ ƴŀǘƛǾŜ ǇǊƻŘǳŎǘƛƻƴΩǎ ǇǊƛƴŎƛǇŀƭ ǎǘǊŜƴƎǘƘ ƭƛŜǎ ƛƴ ƛǘǎ ŀōƛƭƛǘȅ ǘƻ ǇǊŜǎŜǊǾŜ 

and exploit metadata. 

The Path to Production of Metadata 

Producing metadata is not a single act but a sequence of judgments. The steps typically include: 

¶ gauging spoliation risk, 

¶ identifying potentially relevant metadata, 

¶ balancing relevance, utility, and burden, 

¶ considering authentication and admissibility, 

¶ determining preservation methods, 

¶ collecting metadata, and 

¶ resolving privilege and production issues. 

 

Gauge Spoliation Risks Before You Begin 

German physicist Werner Heisenberg taught that observation can alter what is observed. The 

analogy applies neatly to metadata: opening or handling electronic files without care can change 

metadata values and destroy prior information. When you open any document in Office 

applications without first employing specialized hardware or software, metadata often changes, 

 
41 .ǳǘ ǘƘŜ Ǿƛŀōƛƭƛǘȅ ƻŦ ǘƘƛǎ Ŏƭǳƴƪȅ άǎƻƭǳǘƛƻƴέ Ƴǳǎǘ ōŜ ǿŜƛƎƘŜŘ ŀƎŀƛƴǎǘ ǘƘŜ ƎǊŜŀǘƭȅ ƛƴŎǊŜŀǎŜŘ Ŏƻǎǘ ǘƻ ƭƻŀŘ ŀƴŘ Ƙƻǎǘ 
alternate versions of documents considering that vendors typically charge for services by the gigabyte.  Two sets of 
static images substantially inflate the cost of discovery for the parties receiving such a double-whammy production. 



76  

and prior metadata values may be lost. Such alteration can impair chronology, complicate review, 

and invite spoliation claims.42 The threshold question, then, is how much risk the case warrants. 

Not every matter is a crime scene. Few cases require full forensic preservation, but those that do 

demand care proportionate to the issues. In many instances, modest precautions suffice to protect 

metadata likely to matter. 

On Windows systems, three familiar timestampsτCreated, Last Accessed, and Last Modifiedτ

illustrate the point. Last Accessed dates are fragile and, today, rarely updated; they are seldom 

useful or reliable values.  

Created dates are frequently misunderstood: they reflect creation on a particular storage medium, 

not authorship, and change when files are copied while sometimes persisting when templates are 

reused. That is, wƘŜƴ ȅƻǳ ŎƻǇȅ ŀ ŦƛƭŜ ǘƻ ƴŜǿ ƳŜŘƛŀΣ ȅƻǳΩǾŜ άŎǊŜŀǘŜŘέ ƛǘ ƻƴ ǘƘŜ ƴŜǿ ƳŜŘƛŀ ŀǎ ƻŦ ǘƘŜ 

date of copying, and the created date changes accordingly.   Once more, created dates may or may 

not coincide with authorship; ǎƻΣ ƛǘΩǎ ŀ ƳƛǎǘŀƪŜ ǘƻ ŀǎǎǳƳŜ ǘƘŜȅ ŘƻΦ 

The most stable and useful timestamp is Last Modified, because it is not changed by copying, 

previewing or virus scans.  It changes only when a file is opened and savedτthough not necessarily 

when visible content changes because other changesτincluding subtle, automatic changes to 

application metadataτmay trigger an update to the last modified date when the file is re-saved by 

a user. 

Application metadata generally changes only when a file is opened. Accordingly, the simplest 

preservation strategy is to maintain a pristine copy and conduct review on working copies. 

Preserving hash values for the pristine set provides reliable proof of integrity. More rigorous 

methodsτsuch as write blocking or forensic imagingτare available when warranted, and modern 

review tools are designed to avoid metadata alteration.  Finally, containerized copies43 effectively 

preserve system metadata values. 

Identify Potential Forms of Metadata 

You cannot preserve or assess metadata you do not know exists. For each principal file type, identify 

metadata fields of potential evidentiary or functional significance. Early collaboration with experts, 

IT personnel, or opposing counsel often narrows disputes and clarifies expectations. Knowing what 

metadata exists, where it resides, and what it signifies is foundational. 

 

Assess Relevance, Utility, and Burden 

 
42 Spoliation is the negligent or intentional loss or destruction of evidence.  Spoliation of ESI often flows from a failure 
to preserve relevant data promptly or properly.  When spoliation is intentional, it may prompt significant sanctions 
(i.e., punishments) assessed against the spoliating party. 
43 Typically a compressed .Zip file.  The zip format replicates a broad range of system metadata values.  
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Producing every metadata field for every item is neither required nor sensible. Preservation may 

be broad, but production should be guided by relevance and utility. Modern tools routinely extract 

extensive metadata, and producing additional fields is often trivial if requested before production. 

Claims of undue burden are weak when production amounts to exporting another column. 

 

Relevance is fluid. Metadata that seems immaterial at the outset may become decisive later. 

Consider two commonplace fields in Adobe PDF files: PDF Producer and PDF Version. These 

document properties identify the source application and the release of Acrobat used to create the 

file. They may appear esoteric until a dispute turns on the authenticity of a purportedly old contract. 

If the metadata shows the PDF was created using a scanner introduced last year and a recent 

version of Acrobat, it supports a claim of fabrication. If it reflects use of an early scanner and an 

older release, it bolsters the claim that the document was scanned years ago. Neither is conclusive, 

but both are relevant and warrant preservation and production. 

 

5ƛŀƭƻƎǳŜ ƘŜƭǇǎΦ aŀƴȅ ŘƛǎǇǳǘŜǎ ŜǾŀǇƻǊŀǘŜ ǿƘŜƴ ŀƴ ƻǇǇƻƴŜƴǘ ŎƻƴŎŜŘŜǎΣ άL ŘƻƴΩǘ ƴŜŜŘ ǘƘŀǘΦέ hǘƘŜǊǎ 

sharpen when metadata becomes the battleground. 

 

Consider Authentication and Admissibility 

Electronic evidence lackǎ ǇŀǇŜǊΩǎ physical cues to authenticity, like signatures, handwriting and 

physical watermarks.  Computer user accounts may be shared or compromised, and software and 

AI tools enable seamless alteration. Dates may be system-generated conveniences rather than 

reliable markers of authorship or timing. 

 

When authenticity may be contested, preservation of original system metadata is critical. Relevant 

sources may include user identifiers, system and network logs, version histories, and evidence of 

contemporaneous activity. Preservation choices should balance burden against anticipated needτ

but selective preservation is risky. If you preserve metadata supporting your case, it is difficult to 

justify discarding metadata that may support the opposition or undermine your own proof. 

 

Chain of Custody 

An important role of metadata is establishing  and maintaining a defensible chain of custody for 

ESI. Through every stage of e-discovery--collection, processing, review, and productionτmetadata 

should facilitate  a clear, verifiable path back to the source ESI, device and custodian. 

 

ά/Ƙŀƛƴ ƻŦ ŎǳǎǘƻŘȅέ ŘŜǎŎǊƛōŜǎ ǘƘŜ ǇǊƻŎŜǎǎŜǎ ǳǎŜŘ ǘƻ ǘǊŀŎƪ ŀƴŘ ŘƻŎǳƳŜƴǘ ǘƘŜ ŀŎǉǳƛǎƛǘƛƻƴΣ ǎǘƻǊŀƎŜ 

and handling of evidence so as to demonstrate that the integrity of the evidence has not been 

ŎƻƳǇǊƻƳƛǎŜŘΦ CǊƻƳ ƳƻǾƛŜǎ ŀƴŘ ǘŜƭŜǾƛǎƛƻƴΣ ǿŜΩǊŜ ŦŀƳƛƭƛŀǊ ǿƛǘƘ ǘƘŜ ǎƛƎƴŜŘ ŀƴŘ ǎŜŀƭŜŘ ŜǾƛŘŜƴŎŜ ōŀƎǎ 
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in police property rooms and the sign in/out logs and other steps law enforcement agencies use to 

safeguard physical evidence. But what are the corollary steps required for digital evidence? 

 

As a rule, counsel should be able to  trace any item of digital evidence back to its origin. So, there 

must be a means to identify the device, repository, path, container file and custodian of the data. 

When electronic evidence is collected, or media imaged for preservation, collections and images 

ǎƘƻǳƭŘ ōŜ ƘŀǎƘŜŘ όάŘƛƎƛǘŀƭƭȅ ŦƛƴƎŜǊǇǊƛƴǘŜŘέύ ǳǇƻƴ ŀŎǉǳƛǎƛǘƛƻƴ ŀƴŘ ǘƘƻǎŜ ƘŀǎƘ ǾŀƭǳŜǎ ǊŜŎƻǊŘŜŘ ŀƴŘ 

preserved. 

 

Digital evidence is unique in that its ability to be duplicated and authenticated without 

ŎƻƳǇǊƻƳƛǎƛƴƎ ŀƴȅ ƛǘŜǊŀǘƛƻƴ ŘŜŜƳŜŘ ǘƻ ōŜ άƻǊƛƎƛƴŀƭΦέ44 Nonetheless, it remains sound practice to 

protect data and interdict or log any actions that may alter the evidence or its hash values. 

 

Evaluate Need and Methods for Preservation 

Not every bit of metadata is important in every case, so what factors should drive preservation? 

The case law, rulings of the presiding judge and regulatory obligations are paramount concerns, 

along with obvious issues of authenticity and relevance. Another critical consideration is stability. 

As discussed, essential metadata fields, like Last Modified Date, change when a file is used and 

ǎŀǾŜŘΦ LŦ ȅƻǳ ŘƻƴΩǘ ǇǊŜǎŜǊǾŜ ŘȅƴŀƳƛŎ ŘŀǘŀΣ ȅƻǳ ƭƻǎŜ ƛǘΦ ²ƘŜǊŜ ŀ ǇǊŜǎŜǊǾŀǘƛƻƴ Řǳǘȅ Ƙŀǎ ŀǘǘŀŎƘŜŘΣ ōȅΣ 

e.g., issuance of a preservation demand or by operation of law, the loss of essential metadata may 

prompt costly remedial measures.  Worse, it may constitute spoliation subject to sanctions. 

 

How, then, do you avoid altering metadata by review 

and collection? What methods will preserve the 

integrity and intelligibility of metadata? Poorly 

executed collection efforts can corrupt metadata. 

For example, when a custodian or reviewer opens 

files in native applications, copies responsive files to new media, prints documents or forwards e-

mail as a means of collection, metadata is altered or lost. Consequently, metadata preservation 

must be part of a defensible preservation protocol and addressed in preservation directives, so-

ŎŀƭƭŜŘ άƭŜƎŀƭ ƘƻƭŘ ƴƻǘƛŎŜǎέ ǎŜƴǘ ǘƻ ŎǳǎǘƻŘƛŀƴǎ ƻŦ ŜǾƛŘŜƴŎŜ ǿƘŜƴ ƭƛǘƛƎŀǘƛƻƴ ƛǎ ŀƴǘƛŎƛǇŀǘŜŘΦ .Ŝ ŎŜǊǘŀƛƴ 

to document what was done and why. Courts expect a modicum of transparency concerning data 

preservation, so consider sharing proposed protocols with opposing counsel in sufficient time to 

allow adversaries to object, seek court intervention or agree to alternate approaches. 

 

Collect Metadata 

 
44 Lƴ ǘƘŜ ǿƻǊƭŘ ƻŦ ŘƛƎƛǘŀƭ ŦƻǊŜƴǎƛŎǎΣ ǘƘŜ ƴƻǘƛƻƴ ƻŦ άƻǊƛƎƛƴŀƭέ ƻǊ άōŜǎǘέ ŜǾƛŘŜƴŎŜ ƴƻ ƭƻƴƎŜǊ ƳŜŀƴs much in that one hash 
validated copy of ESI is indistinguishable from another. 

If you fail to preserve metadata 

at the earliest opportunity, you 

may never be able to replicate 

what was lost.  
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Because metadata is stored both within and without files, simply duplicating a file without 

capturing its system metadata is insufficient. Not all metadata preservation efforts demand 

complex and costly solutions; methods should be tailored proportionally to the case. As feasible, 

record and preserve system metadata values before use or collection. This can be achieved using 

software that archives basic system metadata values to a table, spreadsheet or CSV file. Then, if 

ǘƘŜǊŜΩǎ ŎƻǊǊǳǇǘƛƻƴ ƻŦ ƳŜǘŀŘŀǘŀΣ ǘƘŜ original values can be ascertained. Even just archiving files 

όάȊƛǇǇƛƴƎέ ǘƘŜƳύ Ƴŀȅ prove a sufficient method to preserve associated metadata in small cases. 

Optimally, you (or your service providers) will use purpose-built tools for e-discovery and 

forensically sound collection. 

 

Whatever the method chosen, safeguard the association between the data and metadata. For 

example, if data is the audio component of a voice mail message, recordings may be of little use 

unless correlated with metadata detailing the date and time of the call and the identity of the voice 

mailbox user. Similarly, email attachments must tie back to their transmittals. These efforts are 

ǘŜǊƳŜŘ άǇǊŜǎŜǊǾƛƴƎ ŦŀƳƛƭȅ ǊŜƭŀǘƛƻƴǎƘƛǇǎΦέ 

 

²ƘŜƴ ŎƻǇȅƛƴƎ ŦƛƭŜ ƳŜǘŀŘŀǘŀΣ ƪƴƻǿ ǘƘŜ ƭƛƳƛǘŀǘƛƻƴǎ ƻŦ ǘƘŜ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ ƳŜŘƛǳƳ ƛƴ ǿƘƛŎƘ ȅƻǳΩǊŜ 

working.  

 

I learned that lesson the hard way many years ago while experimenting with recordable CDs to 

store evidence. Each time I copied a file with distinct MAC dates (modified, accessed, and created) 

from a hard drive to a CD, all three dates collapsed into a single value when read back. I was 

unwittingly corrupting the very metadata I meant to preserve! 

 

The explanation was simple and sobering: optical media like CD-Rs are not formatted to store 

multiple timestamps the way magnetic drives are. With only one date field available, two of the 

three MAC values were discarded. When the files were later copied back to a hard drive, the 

operating system repopulated all three timestamp fields with that single surviving dateτsilently 

ƳƛǎǊŜǇǊŜǎŜƴǘƛƴƎ ǘƘŜ ŦƛƭŜΩǎ ƘƛǎǘƻǊȅΦ ¢ƘŜ ōǊƻŀŘŜǊ ƭŜǎǎƻƴ ǊŜƳŀƛƴǎΥ ŘƛŦŦŜǊŜƴǘ ǎǘƻǊŀƎŜ ƳŜŘƛŀΣ ƻǇŜǊŀǘƛƴƎ 

systems, and applications support different metadata structures and limits. Test your processes, or 

risk altering, truncating, or losing metadata without realizing it. 

 

Plan for Privilege and Production Review 

The idea of reviewing metadata for privilege may seem odd unless you consider that application 

metadata may reveal deleted content, comments, or prior versions.  The industry standard has long 

been to simply suppress the metadata content of evidence, functionally deleting it from review and 

production.  This occurred without legal justification (i.e., privilege).  tǊƻŘǳŎƛƴƎ ǇŀǊǘƛŜǎ ŘƛŘƴΩǘ ǿŀƴǘ 

to review metadata so simply, incredibly, purged it. 
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¢ƘŀǘΩǎ indefensible. Metadata must be assessed like any other potentially responsive ESI and 

produced when tied to responsive, non-privileged content. 

 

When the time comes to review metadata for production and privilege, the risks of spoliation faced 

in collection may reappear during review. Counsel should consider: 

ω Iƻǿ ǿƛƭƭ ƳŜǘŀŘŀǘŀ ōŜ ŜŦŦƛŎƛŜƴǘƭȅ ŀŎŎŜǎǎŜŘΚ 

ω ²ƛƭƭ ƛǘ ŜȄƛǎǘ ƛƴ ŀ ŦƻǊƳ ǘƘŀǘ Ŏŀƴ ōŜ ƛƴǘŜǊǇǊŜǘŜŘΚ 

ω ²ƛƭƭ ǊŜǾƛŜǿ ŀƭǘŜǊ ǘƘŜ ƳŜǘŀŘŀǘŀΚ 

ω Iƻǿ ǿƛƭƭ ƳŜǘŀŘŀǘŀ ōŜ ǘŀƎƎŜŘ ŦƻǊ ǇǊƻŘǳŎǘƛƻƴΚ 

ω Iƻǿ ǿƛƭƭ ǇǊƛǾƛƭŜƎŜŘ ƻǊ ŎƻƴŦƛŘŜƴǘƛŀƭ ƳŜǘŀŘŀǘŀ ōŜ ǊŜŘŀŎǘŜŘΚ 

Fortunately, modern e-discovery review platforms are designed to address these concerns. What 

remains perilous is the use of native applications as review tools. 5ƻƴΩǘ Řƻ ǘƘŀǘ! 

 

Application Metadata and Review 

As noted above, many lawyers deal with metadata by pretending it does not exist. They employ 

review methods that suppress application metadataτsuch as comments, tracked changes, 

formulas, and speaker notesτǊŜǾƛŜǿƛƴƎ ƻƴƭȅ ǿƘŀǘ άǇǊƛƴǘǎέ ƛƴǎǘŜŀŘ ƻŦ ŀƭƭ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ Ŏƻƴǘŀƛƴed 

in the document. Rather than adapt workflows to the evidence, they suppress application metadata 

out of fear that privileged or confidential content may be inadvertently produced, or simply from 

unfamiliarity. The usual defense is burden: reviewing application metadata is said to cost more than 

it is worth. 

 

To ensure that requesting parties cannot access metadata the producing party never examined, 

counsel often strip metadata wholesaleτby converting ESI to static images, typically TIFF. While 

effective at removing metadata, these practices impair the utility, integrity, and searchability of the 

evidence. 

 

Producing parties then attempt to reintroduce fragments of stripped metadata and searchable text 

through ancillary load files, resulting in so-called άTIFF-plusέ ǇǊƻŘǳŎǘƛƻƴs we will discuss later in the 

semester. This approach is costly, fragile, and ill-suited to modern ESI. Spreadsheets become 

unreadable. Multimedia disappears. Interactive, animated, and structured information breaks. As 

a rule, the richer the information, the less likely it is to survive conversion to static images. 

 

This persistence raises a more fundamental question: why does any lawyer assume the right to 

unilaterally suppressτwithout review or privilege disclosureτintegral parts of discoverable 

evidence? Stripping metadata because it might contain privileged material is little different from 

erasing handwritten notes in medical records because the handwriting is difficult to read. 
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Courts have repeatedly rejected speculative privilege as a justification for wholesale metadata 

removal. In !ƎǳƛƭŀǊ ǾΦ LƳƳƛƎǊŀǘƛƻƴ ϧ /ǳǎǘƻƳǎ 9ƴŦƻǊŎŜƳŜƴǘ 5ƛǾΦ ƻŦ ¦Φ{Φ 5ŜǇΩǘ ƻŦ IƻƳŜƭŀƴŘ {ŜŎΦΣ нрр 

F.R.D. 350 (S.D.N.Y. 2008), the court emphasized that metadata associated with native files is 

discoverable when relevant and that disputes over metadata must be resolved field-by-field, not 

by categorical suppression. In Covad Communications Co. v. Revonet, Inc., 258 F.R.D. 5 (D.D.C. 

2009), the court ordered production of native spreadsheets with metadata intact, recognizing that 

metadata in spreadsheets is often inseparable from the evidence itself. Decided after the 2015 

amendments to Rule 26(b)(1), Heraeus Kulzer GmbH v. Biomet, Inc., 633 F.3d 591 (7th Cir. 2011) 

reaffirmed that proportionality does not permit the silent alteration or concealment of metadata 

necessary to assess authenticity and sequencing. 

 

Against this backdrop, Williams v. Sprint/United Management Co. remains instructive. There, the 

producing party stripped metadata from native spreadsheet files based on generalized privilege 

concerns. The court rejected that approach, distinguishing targeted redactionτfollowing review 

and accompanied by a privilege logτfrom blanket excision undertaken without examination or 

disclosure. Privilege, the court made clear, does not excuse non-review. 

 

The upshot is straightforward: requesting parties are entitled to the same metadata benefits 

available to producing parties. Metadata may be redacted when privileged, but it may not be 

vandalized, suppressed, or silently altered. The rules governing privilege review and logging apply 

to metadata no less than to the face of a paper 

document. Issues of production format and load files 

are addressed elsewhere in this book. 

 

Resolve Production Issues 

Metadata can be produced in many forms: as a database, a delimited load file,45 embedded within 

native files, displayed through an online review platform, orτeven nowτrendered on paper. Each 

method carries risks because metadata presents production challenges unlike those posed by 

conventional documents. 

 

One challenge is intelligibility. Metadata is often encoded and meaningless outside its native or 

processed environment. An unlabeled value may represent a creation date, a modification date, or 

something else entirely. Without decoding and labeling, metadata becomes inscrutable or, worse, 

misleading. 

 
45 Load files are commonly used to convey searchable text and metadata in electronic productions. Delimited load files 
consist of structured text in a predetermined sequence, with individual values separated by characters such as commas 
(as in CSV files), tabs, or quotation marks that serve as delimiters (i.e., separators). We will explore the use and structure 
of load files later in the semester. 

The requesting party is entitled 

to the metadata benefits that are 

available to the producing party.  
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Another challenge is form. Metadata is not always textual. It may be a numeric value or a single bit 

flagτtrue or falseτwithout meaning unless one knows what the flag signifies. A third challenge 

lies in preserving the relationship between metadata and the data it describes and, where required, 

ensuring that both remain electronically searchable. 

 

When data is separated from its metadata, much of its evidentiary value is lost. Consider a 

collaborative cloud document, such as a Google Docs file maintained in a shared environment. A 

printed or imaged copy may reveal what the document says, but it conceals who authored 

particular passages, when edits were made, what was deleted, and how the document evolved 

over time. Without version history, authorship, and timestamp metadata, allegations of fabrication, 

backdating, selective revision, or bad-faith editing cannot be meaningfully evaluated. What remains 

may resemble evidence, but it no longer reflects how the information was created, used, or 

understood. 

 

Sometimes, producing a well-constructed load file preserving key originating metadata values will 

suffice. Other times, only native production can convey relevant metadata in a usable and complete 

way. Determining the method of metadata production suited to the case demands planning, 

technical competence, and cooperation with the other side. 

 

.ŜȅƻƴŘ ά5ŀǘŀ !ōƻǳǘ 5ŀǘŀέ 

The relentless march of digital technology has only heightened the evidentiary and functional 

importance of metadata. Today, nearly all information is born digitally and defined by its metadata. 

Authorship, timing, location, versioning, and integrity increasingly turn not on what evidence says, 

but on what its metadata reveals. 

 

Lǘ ƛǎ ǘƛƳŜ ǘƻ ǊŜǘƛǊŜ ǘƘŜ Ǝƭƛō ŘŜŦƛƴƛǘƛƻƴ ƻŦ ƳŜǘŀŘŀǘŀ ŀǎ ƳŜǊŜƭȅ άŘŀǘŀ ŀōƻǳǘ ŘŀǘŀΦέ aŜǘŀŘŀǘŀ ƛǎ ŎƻƴǘŜȄǘΣ 

structure, and history. It is the means by which electronic information is understood, managed, and 

trusted. For lawyers engaged in electronic discovery, metadata is not a technical curiosity or a 

procedural nuisance; it is an indispensable feature of the evidence itself. 
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Crucial Distinctions: System versus Application Metadata:  

¶ System metadata describes the file as an object (e.g., name, location, dates). It is CONTEXT and 

typically resides outside the file in file-system tables. 

¶ Application metadata describes the information within the file (e.g., comments, formulas, 

geolocation). It is CONTENT and is typically embedded in the file. 

System Metadata τ Examples: 

File name and extension; file size; file path; custodian; Modified, Accessed, and Created (MAC) 

dates. 

 

Application Metadata τ Examples: 

Comments; tracked changes; formulas; revision history; editing time; last printed date; EXIF data 

in photos. 

Production Implications: 

¶ System metadata is commonly produced in structured load files (e.g., CSV, DAT) or other 

tabular formats. 

¶ Application metadata is ordinarily produced with the native file. When files are converted to 

non-native formats, relevant application metadata must be extracted and produced separately 

to avoid loss. 

Practice Point 

Parties seeking metadata should identify the specific metadata fields sought, rather than 

ŘŜƳŀƴŘ άŀƭƭ ƳŜǘŀŘŀǘŀΦέ 

 

File tables hold system metadata about the file (e.g.Σ ƴŀƳŜΣ ƭƻŎŀǘƛƻƴǎ ƻƴ ŘƛǎƪΣ a!/ ŘŀǘŜǎύΥ ƛǘΩǎ 

CONTEXT residing outside the file 

Files hold application metadata (e.g., ƎŜƻƭƻŎŀǘƛƻƴ Řŀǘŀ ƛƴ ǇƘƻǘƻǎΣ ŎƻƳƳŜƴǘǎ ƛƴ ŘƻŎǎύΥ ƛǘΩǎ CONTENT 

embedded in the file. 

System Metadata Examples: File names, file sizes, Modified, Accessed and Created (MAC) dates, 

file locations (path), custodian. 

Application Metadata Examples: Comments, tracked changes, editing times, last printed dates. 

{ȅǎǘŜƳ aŜǘŀŘŀǘŀ ǾŀƭǳŜǎ Ƴǳǎǘ ōŜ ŎƻƭƭŜŎǘŜŘ ŀƴŘ ǇǊƻŘǳŎŜŘ ƛƴ ŘŜƭƛƳƛǘŜŘ ǘŜȄǘ ŦƛƭŜǎ ŎŀƭƭŜŘ ά[ƻŀŘ 

CƛƭŜǎΦέ  !ǇǇƭƛŎŀǘƛƻƴ aŜǘŀŘŀǘŀ ƛǎ ŜƳōŜŘŘŜŘ ƛƴ ƴŀǘƛǾŜ ŦƛƭŜǎΣ ōǳǘ ǿƘŜƴ ŦƛƭŜǎ ŀǊŜ ƴƻǘ ǇǊƻŘǳŎŜŘ ƛƴ 

native formats, Application Metadata must likewise be extracted and produced in load files. 

Parties seeking metadata in discovery should specify the fields of metadata sought. 
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Appendix A: Just Ones and Zeros 

The illustration above shows a single ASCII-encoded sector holding the text below and notated as binary 

data (excerpted from David Copperfield by Charles Dickens): 

I was born with a caul, which was advertised for sale, in the newspapers, at the low price of fifteen guineas. 
Whether sea-going people were short of money about that time, or were short of faith and preferred cork 
jackets, I don't know; all I know is, that there was but one solitary bidding, and that was from an attorney 
connected with the bill-broking business, who offered two pounds in cash, and the balance in sherry, but 
declined to be guaranteed from drowning on any higher bargain. Consequently the advertisement was 
withdrawn at a dead loss--for as to sherry, my poor dear mother's own sherry was in the market then--and 
ten years afterwards, the caul was put up in a raffle down in our part of the country, to fifty members at 
half-a-crown a head, the winner to spend five shillings. I was present myself, and I remember to have felt 
quite uncomfortable and confused, at a part of myself being disposed of in that way. The caul was won, I 
recollect, by an old lady with a hand-basket, who, very reluctantly, pr [end of sector] 
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 Exercise 2: Metadata and Hashing  
 
GOALS: The goals of this exercise are for the student to: 

1. Use cryptographic hashing to match duplicates and flag altered files. 

2. Assess which actions alter file metadata and hash values 

LΩǾŜ ŦǳǊƴƛǎƘŜŘ ŀƴ ŀƴǎǿŜǊ ǎƘŜŜǘ ŀǘ ǇǇΦ 91Σ ƛŦ ǘƘŀǘΩǎ ŜŀǎƛŜǊ ŦƻǊ ȅƻǳΦ 
 
Step 1: Download the compressed file http://www.craigball.com/MD5.zip and extract 46 the four 
files it contains to a convenient location on your computer: 
MD5-1.xlsx 
MD5-2.xlsx 
MD5-3.xlsx 
MD5-4.xlsx 
 
DO NOT OPEN THESE FILES IN EXCEL before completing the exercise or you risk altering the 
evidence! 
 
Step 2: Collecting System Metadata Without opening the files, examine the properties of each file 
and record the values in the table below.   

FILE NAME LAST MODIFIED DATE AND TIME FILE SIZE IN BYTES 

MD5-1.xlsx   

MD5-2.xlsx   

MD5-3.xlsx   

MD5-4.xlsx   

 
Step 3: !ǇŀǊǘ ŦǊƻƳ ƘŀǾƛƴƎ ŘƛŦŦŜǊŜƴǘ ŦƛƭŜ ƴŀƳŜǎΣ ŀǊŜ ǘƘŜȅ ƻǘƘŜǊǿƛǎŜ άƛŘŜƴǘƛŎŀƭέ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜƛǊ 
system metadata values (date and time values and file size)?  (yes or no): _______________ 
 
Step 4: CƛƴŘ ŀƴ ƻƴƭƛƴŜ ƻǊ ƭƻŎŀƭ όǎǘŀƴŘŀƭƻƴŜύ a5р ƘŀǎƘƛƴƎ ό!Y! άŎƘŜŎƪǎǳƳέύ ǘƻƻƭ ƻŦ ȅƻǳǊ ŎƘƻƛŎŜ ŀƴŘ 

acquaint yourself with its interface.  There are dozens of free, online hash calculators that can be 

ŦƻǳƴŘ ōȅ ǎŜŀǊŎƘƛƴƎ DƻƻƎƭŜ ŦƻǊ άƻƴƭƛƴŜ MD5 ƘŀǎƘ ŎŀƭŎǳƭŀǘƻǊΦέ 9ȄŀƳǇƭŜǎΥ  

http://hash.urih.com/     

https://defuse.ca/checksums.htm   

http://www.fileformat.info/tool/md5sum.htm      

http://hash.online-convert.com/md5-generator 

 
46 LΩƳ ŀǎǎǳƳƛƴƎ ŀƭƭ ǎǘǳŘŜƴǘǎ ƘŀǾŜ ǇǊŜǾƛƻǳǎƭȅ ŜȄǘǊŀŎǘŜŘ ŀƴŘ ǎŀǾŜŘ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ ŀ ½ƛǇ-compressed container.  If you 
ƘŀǾŜƴΩǘΣ ƴƻ ǿƻǊǊƛŜǎΦ  !ƭƭ aŀŎ ŀƴŘ ²ƛƴŘƻǿǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳǎ ƘŀǾŜ ǘƘŜ ŎŀǇŀōƛƭƛǘȅ ǘƻ ǾƛŜǿ ŀƴŘ ŜȄǘǊŀŎǘ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ 
Zip files or you may prefer to download and install a free Zip utility like 7-Zip for Windows at https://www.7-zip.org or 
the Unarchiver for Mac at https://theunarchiver.com/ 

http://www.craigball.com/MD5.zip
http://hash.urih.com/
https://defuse.ca/checksums.htm
http://www.fileformat.info/tool/md5sum.htm
http://hash.online-convert.com/md5-generator
https://www.7-zip.org/
https://www.7-zip.org/
https://theunarchiver.com/
https://theunarchiver.com/
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https://www.pelock.com/products/hash-calculator 

 

If you use an online hash calculator, be sure to use one that will allow you to browse your machine 

for a file to hash (all the listed sites do).  Should you elect to use a hash calculator that you install 

as a local application, know that there is no need to purchase software for this purpose as there 

are many freeware options out there. 

(MD5 is used here for instructional purposes. Although cryptographically broken for security 

applications, it remains sufficient to demonstrate hashing concepts such as content integrity and 

deduplication). 

Below right is the interface for the online hash calculator found at https://hash.urih.com.  Note that 

ŀƭƭ ǘƘŀǘΩǎ ǊŜǉǳƛǊŜŘ ƛǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ 

MD5 has been selected as the hash 

function, then click Choose File, 

navigate to and select the file you 

wish to hash, then click Compute and 

the 32-digit MD5 hash value of the 

file you selected should appear. 

The online MD5 checksum 

calculators are the easiest method to 

use in this Exercise and support both 

Mac and Windows systems; 

ƴƻƴŜǘƘŜƭŜǎǎΣ ƛŦ ȅƻǳΩǊŜ ŀ aŀŎ ǳǎŜǊ ŀƴŘ 

prefer to calculate MD5 hash values 

offline, you can follow these steps: 

1. Open Terminal. 

2. Type md5 and hit the SPACE button. 

3. Drag the file you have downloaded into the Terminal Window. ... 

4. Hit ENTER.  You will see the MD5 Checksum 

 
Step 5: Computing Hash Values Hash the named files and record the MD5 hash values for each in 
the table below. 40F  
 

FILE NAME MD5 HASH VALUE (first eight characters only will suffice) 

MD5-1.xlsx  

MD5-2.xlsx  

MD5-3.xlsx  

MD5-4.xlsx  

https://www.pelock.com/products/hash-calculator
https://hash.urih.com./
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Step 6: Based on their hash values, are any of the four files truly identical in terms of their content?  
(Which ones, if any?): _______________________________ 
 
Step 7: Create an Evidence File 
Using the word processing application of your choice, create a document that identifies by title one 
of your favorite books or films, followed by one sentence saying why you like it.  What you choose 
ǘƻ ǿǊƛǘŜ ƛǎ ƻŦ ƴƻ ŎƻƴǎŜǉǳŜƴŎŜΤ ȅƻǳΩǊŜ merely creating a unique file to serve as evidence for the 
exercise.   Feel free to embellish as you wish, e.g., adding a still image from the film or of the cover 
of the book (as from Amazon.com) to paste into the document; but you can stick with plain text if 
you prefer.  Five minutes on this step, max! 
 
Name the document with your surname, an underscore and then "Favorite" (i.e., 
YOURNAME_Favorite.docx).  Save the document on your computer (not in the Cloud) and close 
your word processor.  This saved file is your original άevidence fileέ for purposes of this exercise.   
 
Step 8: Gather Baseline Metadata Values for the Evidence 
 
To begin, establish the "true" or "baseline" system metadata for 
your original evidence file.   
 
In Windows OS: Using Windows Explorer, determine the 
following metadata values for your original evidence file: 
 
Filename: ________________________________________ 
 
Created Date and Time: ______________________________ 
 
Modified Date and Time: _____________________________ 
 
File size and size on disk: ________________________ _____ 
 
OR 
 
In Mac OS: Use Get Info to determine the following metadata values for your original evidence file: 
 
Filename: ____________________________________________ 
 
Created Date and Time: _________________________________ 
 
Modified Date and Time: ________________________________ 
 
File size: ______________________________________________ 
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Record these values above. 
 
Step 9: Establish Baseline Hash Values 
 
Now, you need to establish the baseline hash value of your original evidence file.   
 
Using the local or online hashing tool of your choice, determine the MD-5 hash value for your 
original evidence file.  
 
Record the value you get for your evidence file here for ready reference. 

MD5 HASH  

 
Step 10: [ŜǘΩǎ Identify Actions that Do and 5ƻƴΩǘ Alter Metadata and Hash Values 
 
Instructions: After completing each task below, determine the metadata and hash value for the 
resulting file and record them in the spaces provided (first eight characters of the hash will suffice): 

 
Step 10a. E-mail a copy of your original evidence file to yourself as an attachment.  Be sure to send 
the file to yourself using an alternate e-mail address than the transmitting account.47 When 
received, save the e-mailed attachment (just the attachment, not the whole message) from your e-
mail client to disk under a different name ( so you ŘƻƴΩǘ ƻǾŜǊǿǊƛǘŜ ȅƻǳǊ ƻǊƛƎƛƴŀl evidence file)41F

48 and 
record its metadata and hash value below: 

 
Created Date and Time: (mailed) _________________________________ 

 
Modified Date and Time (mailed): ________________________________ 

 
File size (mailed): _____________________________________________ 

 

Step 10b. Copy (not Move) your original evidence file to another storage device than your 
computer (such as a thumb drive, external hard drive or your online storage within Canvas). 
Determine the metadata and hash values of the copy: 
 

Created Date and Time (copied): _________________________________ 
 

 
47 The reason I ask you to use an alternate address is because some e-Ƴŀƛƭ ǎȅǎǘŜƳǎ ǿƻƴΩǘ ǘǊŀƴǎƳƛǘ ŀƴ ŀǘǘŀŎƘƳŜƴǘ ŀŎǊƻǎǎ 
the Internet when the sender and addressee are the same.  So, e.g., send from your personal to school account. 
48 In Windows, when you save files of the same name to the same folder, the operating system adds an incrementing 
number to the fileƴŀƳŜΤ ŜΦƎΦΣ ¸h¦wb!a9ψCŀǾƻǊƛǘŜόмύΦŘƻŎΦ   Lƴ aŀŎΣ ǘƘŜ h{ Ƴŀȅ ŀŘŘ ǘƘŜ ǿƻǊŘ άŎƻǇȅέ ǘƻ ǘƘŜ ƴŀƳŜΦ  
[ŜǘΩǎ Ƨǳǎǘ ǳǎŜ ŀ ǎƭƛƎƘǘƭȅ ŘƛŦŦŜǊŜƴǘ ƴŀƳŜΦ 

MD5 HASH (mailed)  
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Modified Date and Time (copied): ________________________________ 
 
File size (copied): _____________________________________________ 

 
Step 10c. Rename your original evidence file using the file system,42F

49 but make no other change to 
the file. wŜƴŀƳŜ ƛǘ ǘƻ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ ά¸h¦wb!a9_Favorite_2.docxΦέ 5ŜǘŜǊƳƛƴŜ ǘƘŜ ƳŜǘŀŘŀǘŀ ŀƴŘ 
hash values of the renamed document: 

 
Created Date and Time (renamed): _________________________________ 
 
Modified Date and Time (renamed): ________________________________ 
 
File size and size on disk (renamed): _______________________________ 

 

Step 10d. Edit your original evidence file using the application you used to create it and add a single 
space somewhere in the document.  Save the modified file by a different name (e.g., 
YOURNAME_Favorite_3.docx).  Determine the metadata and hash values of the edited document: 

 
Created Date and Time (altered): _________________________________ 
 
Modified Date and Time (altered): ________________________________ 
 
File size and size on disk (altered): _______________________________ 

 
WHAT TO TURN IN: In Canvas, SUBMIT your answers to all subparts of Steps 2-10a-d, above 

AND submit the modified file you saved in Step 10d, 

What does this exercise seek to demonstrate?  

1. It supplies hands on experience in using a hash algorithm to digitally fingerprint files for 

reliable comparison, identification and deduplication.  Imagine being tasked to compare 

two printed 100-page documents to determine if they are identical in every respect.  ̧ ƻǳΩŘ 

 
49 To rename a file using the file system, DO NOT open the file in the application you used to create it. Doing so will 
likely alter the hash value.   LƴǎǘŜŀŘΣ ƛƴ ²ƛƴŘƻǿǎ h{Σ ǊƛƎƘǘ ŎƭƛŎƪ ƻƴ ǘƘŜ ŦƛƭŜ ŀƴŘ ǎŜƭŜŎǘ άǊŜƴŀƳŜΦέ  Lƴ aŀŎh{Σ ŎƘŀƴƎŜ ǘƘŜ 
ŦƛƭŜΩǎ ƴŀƳŜ ƛƴ ǘƘŜ άbŀƳŜ ŀƴŘ 9ȄǘŜƴǎƛƻƴέ ŦƛŜƭŘ ƻŦ ǘƘŜ DŜǘ LƴŦƻ ǎŎǊŜŜƴΦ 

MD5 HASH (copied)  

MD5 HASH (renamed)  

MD5 HASH (edited)  
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need to compare them word-for word and line-by-line (or use a tool that makes the 

comparison).  Note how use of hashing permits ready comparison of just 32-character 

values no matter the length or complexity of the source document. 

 

2. It underscores the essential difference between system metadata and application 

metadata.  Applications embed application metadata inside the file, so application 

metadata are part of the calculation when the file is hashed.  Accordingly, a change in 

application metadata alters the hash value of the file, impacting the ability to deNIST and 

deduplicate the file.  By contrast, system metadata values are stored outside the file and so 

are not hashed along with the file.  Accordingly, system metadata can be changed without 

altering the hash value of the file.  If you can change the name of a file without changing 

ǘƘŜ ŦƛƭŜΩǎ ƘŀǎƘ ǾŀƭǳŜΣ that tells us something about ǘƘŜ ƭƻŎŀǘƛƻƴ ƻŦ ŀ ŦƛƭŜΩǎ ƴŀƳŜ ǊŜŎƻǊŘ.  That 

explains why we can Bates number files without changing their hash values used for 

duplicate identification.  

 

3. The interplay between system and application metadata confuses many students, a 

circumstance exacerbated by the tendency of software to display a mix of application and 

ǎȅǎǘŜƳ ƳŜǘŀŘŀǘŀ ǾŀƭǳŜǎ ƻƴ ŀ ŦƛƭŜΩǎ ǇǊƻǇŜǊǘƛŜǎ ǎŎǊŜŜƴΦ  {ƻƳŜ ǇǊƻǇŜǊǘƛŜǎ a¦{¢ ƳƻǾŜ ǿƛǘƘ 

the file to be of use (e.g., Last Printed Dates in Word documents).  Others must not move 

with the file because they would be misleading in other environments (e.g., a physical 

storage address on disk). 

 

4. Metadata is dynamic and may be lost or changed inadvertently when files are copied or 

transmitted.  How we handle files in e-ŘƛǎŎƻǾŜǊȅ όƻǳǊ άŎƘŀƛƴ ƻŦ ŎǳǎǘƻŘȅέύ ƛƳǇŀŎǘǎ ƻǳǊ ŀōƛƭƛǘȅ 

to authenticate those files as evidence and may prompt charges of spoliation. 
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Answer Sheet for Exercise 2 
 
Step 2: Collecting System Metadata  

FILE NAME LAST MODIFIED DATE AND TIME FILE SIZE IN BYTES 

MD5-1.xlsx   

MD5-2.xlsx   

MD5-3.xlsx   

MD5-4.xlsx   

 
Step 3: !ǇŀǊǘ ŦǊƻƳ ƘŀǾƛƴƎ ŘƛŦŦŜǊŜƴǘ ŦƛƭŜ ƴŀƳŜǎΣ ŀǊŜ ǘƘŜȅ ƻǘƘŜǊǿƛǎŜ άƛŘŜƴǘƛŎŀƭέ ƛƴ ǘŜǊƳǎ ƻŦ ǘƘŜƛǊ 
system metadata values (date and time values and file size)?  (yes or no): _______________ 
 
Step 5: Computing Hash Values  

FILE NAME MD5 HASH VALUE (first eight characters only will suffice for the last three) 

MD5-1.xlsx  

MD5-2.xlsx  

MD5-3.xlsx  

MD5-4.xlsx  

 
Step 6: Based on their hash values, are any of the four files truly identical in terms of their content?  
(Which ones, if any?): _______________________________ 
 
Step 8: Gather Baseline Metadata Values for the Evidence 
 
Filename: ________________________________________ 
 
Created Date and Time: ______________________________ 
 
Modified Date and Time: _____________________________ 
 
File size and size on disk: ________________________ _____ 
 
Step 9: Establish Baseline Hash Values 

MD5 HASH  

 
Step 10a. E-mail  

 
Created Date and Time: (mailed) _________________________________ 

 
Modified Date and Time (mailed): ________________________________ 

 
File size (mailed): _____________________________________________ 
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Step 10b. Copy  

Created Date and Time (copied): _________________________________ 
 
Modified Date and Time (copied): ________________________________ 
 
File size (copied): _____________________________________________ 

 
Step 10c. Rename Determine the metadata and hash values of the renamed document: 

 
Created Date and Time (renamed): _________________________________ 
 
Modified Date and Time (renamed): ________________________________ 
 
File size and size on disk (renamed): _______________________________ 

 

Step 10d. Edit  Determine the metadata and hash values of the edited document: 
 

Created Date and Time (altered): _________________________________ 
 
Modified Date and Time (altered): ________________________________ 
 
File size and size on disk (altered): _______________________________ 

 

MD5 HASH (mailed)  

MD5 HASH (copied)  

MD5 HASH (renamed)  

MD5 HASH (edited)  
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 Exercise 3: Exploring DISCO, an E-Discovery Platform Tool 
 

Time Required: Ғ 45 minutes 

GOALS FOR THIS EXERCISE 

The goals of this exercise are for the student to: 

ω {ǳŎŎŜǎǎŦǳƭƭȅ ƭƻƎ ƛƴ ŀƴŘ ǾŀƭƛŘŀǘŜ 5L{/h ǊŜǾƛŜǿŜǊ ŎǊŜŘŜƴǘƛŀƭǎ 

ω bŀǾƛƎŀǘŜ ǘƘŜ ŎƻǊŜ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ŀ ŎƻƳƳŜǊŎƛŀƭ Ŝ-discovery review platform 

ω ¦ƴŘŜǊǎǘŀƴŘ Ƙƻǿ ǎǘŀƎŜǎ ƻŦ ǘƘŜ 95wa ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘ ƛƴ ǇǊŀŎǘƛŎŜ 

ω tŜǊŦƻǊƳ ōŀǎƛŎ ǎŜŀǊŎƘΣ ŦƛƭǘŜǊƛƴƎΣ ŀƴŘ ǊŜǾƛŜǿ ŦǳƴŎǘƛƻƴǎ ǳǎƛƴƎ ŀ ǊŜŀƭ-world email dataset 

Background: The Dataset 

You will be working with the John Podesta Email Collection, a publicly available corpus of 

approximately 50,000 emails and attachments (approximately 5 GB in native form) published by 

WikiLeaks in 2016. This collection has already been processed and loaded into DISCO for your use. 

WƻƘƴ tƻŘŜǎǘŀ ǎŜǊǾŜŘ ŀǎ ŎŀƳǇŀƛƎƴ ŎƘŀƛǊƳŀƴ ŦƻǊ IƛƭƭŀǊȅ /ƭƛƴǘƻƴΩǎ нлмс ǇǊŜǎƛŘŜƴǘƛŀƭ ŎŀƳǇŀƛƎƴ ŀƴŘ 

previously as Counselor to President Obama and Chief of Staff to President Bill Clinton. The emails 

span political, policy, and administrative topics. 

We use the Podesta Email Collection because there are few publicly available, contemporary 

corpora of emails and attachments available in native or near-native form. The collection is large 

without being unwieldy and concerns issues, events, and individuals with which many Americans 

have at least passing familiarity. 50  

You will access and explore the collection using the DISCO online review platform, focusing on how 

documents, metadata, search results, and relationships are presented to reviewers. 

Accessing the Dataset 

The processed and indexed collection is reached by navigating to: 

https://login.csdisco.com/Account/Login 

 
50 By contrast, the massive Enron e-mail collection widely employed in e-discovery is decades old, concerns persons 
and events unfamiliar to most students and has been filtered, culled and sterilized so as to be almost unrecognizable 
as a useful native corpus. 

https://login.csdisco.com/Account/Login
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Log in using the username and password you established when you accepted the DISCO invitation 

sent to your utexas.edu email address. 

After logging in, locate the Matter  titled: 

UT Spring 2026 (Podesta Email is Here) 51 

(A Matter ƛǎ 5L{/hΩǎ ǘŜǊƳ ŦƻǊ ŀ ŎŀǎŜ ƻǊ ǇǊƻƧŜŎǘΦύ 

Step-by-step instructions follow. 

tŀǊǘ мΥ !ŎŎŜǎǎ ŀƴŘ hǊƛŜƴǘŀǘƛƻƴ όҒ р ƳƛƴǳǘŜǎύ 

Task 1.1: Log In and Validate Credentials 

1. Navigate to the DISCO login page. 

2. Log in using your assigned credentials. 

3. Confirm that you can see your list of Matters. 

4. Deliverable 1.1: Take a screenshot of your DISCO Matters screen (Mine looks like the 

image below.  Yours may look a bit different). 

 

Task 1.2: Orient Yourself to the Review Screen 

Open the Matter UT Spring 2026 (Podesta Email is Here) by clicking the button alongside labeled 

Ediscovery to access the database named Podesta Email. 

You should now see the Review screen, which consists of: 

ω ! search bar across the top of the screen 

ω ! Filters panel on the left 

 
51 Please do not use the matter called UT Processing Exercise 202сΦ  ¢ƘŀǘΩǎ ŦƻǊ ŀ ŘƛŦŦŜǊŜƴǘ ŜȄŜǊŎƛǎŜΦ 
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ω ! Review panel containing a document list showing individual emails and attachments 

ω ! ŘƻŎǳƳŜƴǘ Ŏƻǳƴǘ is displayed at the wŜǾƛŜǿ ǇŀƴŜƭΣ ŀƭƻƴƎǎƛŘŜ ǘƘŜ ǿƻǊŘ άwŜǾƛŜǿΦέ  

The Filters panel, located to the left of the Review screen, allows you to refine and explore the 

document set using metadata, system-generated attributes, and document relationships. The 

Filters panel is scrollable and organized into expandable categories, including: 

ω Tags 

ω Annotations and Redactions 

ω ¢ƻǇƛŎǎ 

ω Fact Timeline 

ω tǊƛƳŀǊȅ [ŀƴƎǳŀƎŜǎ 

ω 5ƻŎǳƳŜƴǘ wŜƭŀǘƛƻƴǎƘƛǇǎΣ ƛƴŎƭǳŘƛƴƎ ŦŀƳƛƭȅ ŀƴŘ ŀǘǘŀŎƘƳŜƴǘ ǊŜƭŀǘƛƻƴǎƘƛǇǎ 

ω IƛŘŘŜƴ ϧ {ǳǇǇƭŜƳŜƴǘŀƭ /ƻƴǘŜƴǘ 

ω 5ŀǘŜǎ 

ω 5ƻŎǳƳŜƴǘ ¢ȅǇŜǎ 

ω CƛƭŜ tǊƻǇŜǊǘƛŜǎ 

ω /Ƙŀǘ CƛŜƭŘǎ 

ω 9Ƴŀƛƭ CƛŜƭŘǎ 

ω /ǳǎǘƻŘƛŀƴǎ 

ω LƴƎŜǎǘ 5Ŝǘŀƛƭǎ 

 

Filters operate in conjunction with the search bar and update dynamically as searches are run or 

refined. You may apply filters before running a search or use them to narrow an existing set of 

results. 

Deliverable 1.2: Write down the total number of documents in the collection as shown at the top 

of the Review screen. 

tŀǊǘ нΥ ¦ƴŘŜǊǎǘŀƴŘƛƴƎ ǘƘŜ 5ŀǘŀǎŜǘ όҒ мр ƳƛƴǳǘŜǎύ 

Task 2.1: Examine Dataset Characteristics 

Using the information available through Filters: 

Record the following values: 
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Deliverable 2.1.1: Approximate date range of the emails (expand the 

ά5ŀǘŜǎέ ŦƛƭǘŜǊ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ŀǊǊƻǿ Ƨǳǎǘ ƭŜŦǘ ƻŦ ǘƘŜ ōƭǳŜ ŎŀƭŜƴŘŀǊ 

icon) Ą 

 

Deliverable 2.1.2: The three most frequent email recipients after John 

Podesta himself (ŜȄǇŀƴŘ ά9Ƴŀƛƭ CƛŜƭŘǎέ ƛƴ CƛƭǘŜǊǎΣ ǘƘŜƴ ŜȄǇŀƴŘ ά9Ƴŀƛƭ ¢ƻ 

ǊŜŎƛǇƛŜƴǘǎέύΦ 

 

Deliverable 2.1.3: hƴŎŜ ƳƻǊŜ ǳǎƛƴƎ ǘƘŜ ά9Ƴŀƛƭ ¢ƻ ǊŜŎƛǇƛŜƴǘǎέ ŦƛƭǘŜǊΣ ǿƘŀǘ ƛǎ ǘƘŜ ŜƳŀƛƭ Ŏƻǳƴǘ ŦƻǊ 

recipient jake.sullivan@gmail.com? 

 

Remember to write down and submit the values recorded for tasks 2.1.1 through 2.1.3.  

Task 2.2: Explore Document Types and Families 

Using the 5ƻŎǳƳŜƴǘ wŜƭŀǘƛƻƴǎƘƛǇǎ Ҧ CŀƳƛƭƛŜǎ ϧ !ǘǘŀŎƘƳŜƴǘǎ filter: 

Identify and record: 

Deliverable 2.2.1: How many documents are attachments 

Deliverable 2.2.2: How many attachments are PDFs (here you will activate two filters 

simultaneously: Attachments and PDF (in Document Types) 

 

IMPORTANT: CLEAR YOUR FILTERS Ą Note the link in the upper 

right corner of your screen. Always remember to clear your filters 

ǿƘŜƴ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƘŜƳ ǘƻ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ƻǳǘŎƻƳŜ ƻŦ ȅƻǳǊ 

search or review! 

Part 3: Lexical {ŜŀǊŎƘ ŀƴŘ wŜǾƛŜǿ .ŀǎƛŎǎ όҒ н0 minutes) 

Task 3.1 Perform Keyword Searches 

Use the Search bar to search for the term: 

classified 

Deliverable 3.1: Record the number of results returned ŦƻǊ ǘƘŜ ǘŜǊƳ άŎƭŀǎǎƛŦƛŜŘ.έ 

Task 3.2: Refine Results Using Filters 

¦ǎƛƴƎ ǘƘŜ CƛƭǘŜǊǎ ǇŀƴŜƭΣ ƭƛƳƛǘ ȅƻǳǊ άŎƭŀǎǎƛŦƛŜŘέ ǎŜŀǊŎƘ ǊŜǎǳƭǘǎ ǘƻ ŜƳŀƛƭǎ during 2015. 

Deliverable 3.2: Record the revised number of results. 

Task 3.3: Review an Individual Email 
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Open the first email from your filtered search results.  It should be Doc ID 53 from Gary Gensler.  

Simply click on the item to open it in the viewer. 

Examine the metadata displayed for the email, including: 

ω CǊƻƳ κ ¢ƻ κ //  

ω 5ŀǘŜ ŀƴŘ ǘƛƳŜ ǎŜƴǘ 

ω Page count 

 

Deliverable 3.3: Take a screenshot of the email with its metadata panel (right side of screen) 

visible and expanded. 

IMPORTANT: Remember to clear your filters before tasks where those filters are not required. 

Task 3.4: Practice Boolean Search 

Conduct each of these searches and record the number of hits: 

Deliverable 3.4.1: "Benghazi" (simple keyword) 

Deliverable 3.4.2: "Benghazi" AND "Libya" (both terms must appear) 

Deliverable 3.4.3: "Benghazi" OR "Libya" (either term appears) 

Deliverable 3.4.4: "Libya" NOT "Benghazi" (first term but not second) 

 

Submission Requirements for Deliverables 

Using Canvas, submit a document containing (a template is supplied in Assignments): 

1. Screenshots (2 total): 

¶ Deliverable 1.1: DISCO Matters screen after login 

¶ Deliverable 3.3: Email Doc ID 52 with metadata panel visible 

2. Data Collection (12 total) 

¶ Deliverable 1.2: total number of documents in the collection 

¶ Deliverable 2.1.1: date range of the emails in the collection 

¶ Deliverable 2.1.2: three most frequent email recipients after John Podesta 

¶ Deliverable 2.1.3: email count for recipient jake.sullivan@gmail.com. 

¶ Deliverable 2.2.1: number of attachments in collection 

¶ Deliverable 2.2.2: number of attachments that are PDFs 

¶ Deliverable 3.1: number of items containing the term classified 

¶ Deliverable 3.2: number of 2015 items containing the term classified 

mailto:jake.sullivan@gmail.com
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¶ Deliverable 3.4.1: number of items hit by "Benghazi" 

¶ Deliverable 3.4.2: number of items hit by "Benghazi" AND "Libya"  

¶ Deliverable 3.4.3: number of items hit by "Benghazi" OR "Libya" 

¶ Deliverable 3.4.4: number of items hit by "Libya" NOT "Benghazi"  

 

Bonus Challenge (Optional!!! ) 

Search for emails discussing "polling data" in swing states (Hint: Do you find swing states by 

ǎŜŀǊŎƘƛƴƎ ŦƻǊ άǎǿƛƴƎ ǎǘŀǘŜǎΚέ). 

¶ How many emails discuss these topics? 

Learning Outcomes Check 

After completing this exercise, you should be able to: 

ṉ Successfully access and navigate a commercial e-discovery platform 

ṉ Understand how digital evidence is organized and made searchable 

ṉ Perform basic keyword and Boolean searches 

ṉ Recognize metadata associated with email communications 
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 Exercise 4: Metadata: Geolocation in EXIF 
 

 

GOALS: The goals of this exercise are for the student to: 

1. Grasp the fundamentals of global positioning  

2. Explore the range and volume of metadata in and for everyday ESI; and 

3. Identify and use geolocation information in EXIF data to track stolen funds. 

 

OUTLINE: Students will examine various image files to extract embedded EXIF metadata and assess 

its value as evidence, then use that information and online research to follow the ill-gotten gains. 

Background 

Some cameras and virtually all modern mobile phones sold in the United States are GPS-enabled. 

For mobile phones, the latter capability is legally mandated to support 911 emergency services.  In 

fact, modern cell phones facilitate geolocation in at least43F three distinct ways, by: 

1. Communicating with nearby cell towers (cell-site location information) 

2. Using internal GPS/GNSS receivers; and 

3. Interacting with Wi-Fi access points and Bluetooth beacons. 

Consider how many issues in civil and criminal litigation might be resolved by the availability of 

detailed and reliable geolocation evidence?  But right now, how reliable is such data? 

 

Global Positioning System (GPS) 

Few who use GPS have more than a vague idea that GPS-enabled devices establish their location 

by listening to a network of satellites. In fact, your phone does not transmit to satellites; it listens 

for signals from a minimum of four orbiting transmitters equipped with atomic clocks, part of a 

constellation of approximately 31 operational U.S. GPS satellites that collectively provide global 

coverage.  

 

Each satellite continuously broadcasts a signal containing the precise time the signal was sent. GPS 

receivers compute their location by measuring the time difference between when the signal was 

transmitted and when it was received. Because the signal travels at a constant speed (~the speed 

of light) and the satellite positions are known, these time differences can be converted into 

distances. Using distances from four or more satellites, the receiver calculates a three-dimensional 

fix reflecting latitude, longitude, and elevation. 
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Phones commonly use Assisted GPS (A-GPS) to speed acquisition of a location fix. Rather than 

waiting to receive an almanac of satellite positions directlyτwhich can take minutesτA-GPS allows 

devices to obtain that information quickly via Wi-Fi or cellular data.  

 

Geographic Coordinate System: Latitude and Longitude 

Global Positioning tells you where you are, but to be useful as evidence, geolocation data must be 

expressed in a standardized geographic coordinate system that ties where you are in relation to 

where everything else is, too. GPS systems employ the World Geodetic System (WGS), most 

commonly WGS 84, which remains the prevailing reference system for GPS coordinates. 

  

The WGS divides the planet vertically into meridians of longitude running from pole to pole, 

separating the Eastern and Western Hemispheres at the Prime Meridian, which passes through the 

Royal Observatory in Greenwich, England. 

Each hemisphere spans 180 degrees of 

longitude. 

 

The Earth further divides into horizontal 

parallels of latitudeτconcentric circles 

beginning at the Equator and extending 90 

degrees north and south to the poles. 

Latitude is the angular distance between a 

Ǉƻƛƴǘ ƻƴ ǘƘŜ 9ŀǊǘƘΩǎ ǎǳǊŦŀŎŜ ŀƴŘ ǘƘŜ 

Equator, measured either in degrees, 

minutes, and seconds (sexagesimalτBase 

60τformat) or as decimal degrees. 

 

Together, the parallels of latitude and 

meridians of longitude form a cage-like 

grid called a graticule.  

 

 

 

REMEMBER: The divisions from pole-to-pole are 

meridians of longitude; the concentric 

circumferential divisions are parallels of latitude. 

Keep them straight by noting that the Prime 

Meridian is a north-south demarcation and that 

parallel lines never touch, so parallels of latitude 

are belts around the Earth like the zero-degree 

parallel of latitude ŎŀƭƭŜŘέ ǘƘŜ 9ǉǳŀǘƻǊΦέ  
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The Mission: ̧ ƻǳΩǾŜ ōŜŜƴ ƘƛǊŜŘ ǘƻ ǘǊŀŎƪ Řƻǿƴ 

embezzled assets. The culprit is a globetrotting 

gastronome named Bernie who has stashed 

stolen cash and diamonds all over the world. 

Bernie is skilled at covering his tracks, destroying 

his phone and laptop before his arrest. 

But Bernie forgot something. 

 

Each time he opened a new bank account or safety deposit box, Bernie treated himself to a 

celebratory meal and texted an iPhone snapshot of that meal to his wife in Palm Beach. Your client 

obtained copies of eleven of these cellphone photos through discovery, all in their native .jpg 

format. 

 

Your first task is to determine where in the world the cash and diamonds might beτand when 

Bernie visited those locations. 

 

Step 1: EXIF Geolocation Data   

Download the Zip file at www.craigball.com/exercise4.zip and extract its contents to a folder on 

your desktop or any other convenient location.  Locate eight numbered files called YUM_1.jpg 

through YUM_8.jpg and two other photos named key.jpg and huh.jpg. 

Find the file called YUM_1.jpg and explore its properties:   

 

In Windows: 

Right-click the file and select tǊƻǇŜǊǘƛŜǎ Ҧ 5Ŝǘŀƛƭǎ. Note the Date Taken όǳƴŘŜǊ άhǊƛƎƛƴέύΦ ¢Ƙƛǎ 

ǊŜŦƭŜŎǘǎ ǘƘŜ ŘŀǘŜ ŀƴŘ ǘƛƳŜ ǘƘŜ ǇƘƻǘƻ ǿŀǎ ǘŀƪŜƴΣ ǘƘƻǳƎƘ ƛǘ Ƴŀȅ ōŜ ŀŘƧǳǎǘŜŘ ǘƻ ȅƻǳǊ ŎƻƳǇǳǘŜǊΩǎ ƭƻŎŀƭ 

time zone and daylight-saving settings. Also note the GPS values for Latitude, Longitude, and 

Altitude. 

 

In MacOS: Open the file in Preview, select ¢ƻƻƭǎ Ҧ {Ƙƻǿ LƴǎǇŜŎǘƻǊ, then click the More Info tab 

όǘƘŜ άƛέ ƛƴ ŀ ŎƛǊŎƭŜύΣ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ GPS tab. Note the Date Stamp and Time Stamp, as well as the 

GPS values for Latitude, Longitude, and Altitude. Your Mac may also display a map showing the 

ǇƘƻǘƻΩǎ ƭƻŎŀǘƛƻƴΦ 

Step 2: Record the GPS Coordinates and Date Taken 

For YUM_1.jpg, locate the GPS Latitude and Longitude values embedded in the EXIF data and the 

date the photo was taken. 

You should see values substantially similar to the following: 

http://www.craigball.com/exercise4.zip
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Latitude: 25° 8' 29.13" N 

Longitude: 55° 11' 6.23" E 

Date Taken: December 30, 2019 

{ǘŜǇ оΥ ²ƘŜǊŜΩǎ ²ŀƭŘƻΣ L ƳŜŀƴ .ŜǊƴƛŜΚ 

bƻǿ ƭŜǘΩǎ ŘŜǘŜǊƳƛƴŜ exactly where this photo was taken.  In Google, carefully enter the latitude 

and longitude values embedded within the photo as described below: 

If the values you found were formatted as: Latitude AA; BB; CC.CCCCCC and Longitude XX; YY; 

ZZ.ZZZZZ, enter them in the Google search box in the following format: 

AA BBΩ CC.CCCCCC, XX YYΩ ZZ.ZZZZZ    

So, for yum1.jpg: the Google search is: 25 8' 29.130000, 55 11' 6.239999 (Windows) or, using the 

Mac data: 25° 8Ω 29.13 N, 55° 11Ω 6.23 E.  Either way, all roads lead to Rome. I mean, Dubai. 

¢ƘŀǘΩǎ ǊƛƎƘǘΣ ƛŦ ǘƘŜ ƳŀǇ ȅƻǳ ǊŜǘǊƛŜǾŜŘ Ǉƻƛƴǘǎ ǘƻ ǘƘŜ ǎǇŜŎǘŀŎǳƭŀǊ .ǳǊƧ ŀƭ !Ǌŀō ƘƻǘŜƭΣ ȅƻǳΩǾŜ ŘƻƴŜ ƛǘΗ.  

If not, check the formatting of the coordinates carefully and try again. 

Be sure you include the apostrophe after the second longitude and latitude values and the comma 

separating the values.  By way of example, the coordinates for The University of Texas School of 

Law in a photo might appear as Latitude 30° 17' 18.696" N, Longitude 97° 43' 49.846" W.  In Google, 

they must be entered as: 30 17' 18.696, -97 43' 49.846.   

Step 4: A Quicker Way 

{ƛƴŎŜ ǿŜ Ƴǳǎǘ ƎŜǘ ǘƘǊƻǳƎƘ ǎŜǾŜǊŀƭ ǇƘƻǘƻǎΣ ƭŜǘΩǎ ǎǇŜŜŘ ǘƘƛƴƎǎ ǳǇΦ 

 

On macOS: 

Click the Locate button at the bottom of the GPS pane to launch the location directly in your 

browser. 

 

On Windows: 

Open the photo in the default Photos app, click the three dots in the upper-right corner, and 

select File info. Location data (if present) will appear in the information panel. 

 

If neither method works, you may use an online EXIF viewer, such as: 

WŜŦŦǊŜȅΩǎ 9·LC ±ƛŜǿŜǊ ς http://exif.regex.info  

or FotoForensics  ς http://fotoforensics.com/   

 

http://exif.regex.info/
http://fotoforensics.com/
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In FotoForensics, upload each image, then select Metadata 

from the Analysis menu. Scrolling down reveals GPS data and a 

map. You may click View Larger Map to open the location in 

Google Maps.  

 

Determine where and when Bernie took each photo, and complete the following table: 

Photo Location Taken Date photo wastaken 

Yum_1.jpg Dubai, United Arab Emirates December 30, 2019 

Yum_2.jpg   

Yum_3.jpg   

Yum_4.jpg   

Yum_5.jpg   

Yum_6.jpg   

Yum_7.jpg   

Yum_8.jpg   

  

Step 5: Follow the Money 

¸ƻǳΩǾŜ ƭŜŀǊƴŜŘ ǘƘŀǘΣ ǘǊŀǾŜƭƛƴƎ ōȅ ǇǊƛǾŀǘŜ ƧŜǘ ŀƴŘ ǳǎƛƴƎ ŀ ŦƻǊŜƛƎƴ ǇŀǎǎǇƻǊǘΣ .ŜǊƴƛŜ ŦŜǊǊƛŜŘ ŦǳƴŘǎ ŀƴŘ 

diamonds to Europe. Based on large transfers, it appears Bernie made these trips during the 

summer months of 2018, 2019, and 2022. 

 

Along with the food photos, you found this image: key.jpg. 

 

You suspect Bernie hid money and diamonds in safety-deposit 

boxes at European branches of Deutsche Bank. With 

approximately 1,200 Deutsche Bank branches and offices 

worldwide, where do you begin? 

 

Used your list of European cities Bernie visited during June, July, or August of 2018, 2019, and 

2022, locate the street address of the nearest Deutsche Bank outpost to the restaurant in each city. 

City Closest Deutsche Bank to Restaurant 
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Step 6: How Trustworthy is EXIF data? 

One more. 

Open huh.jpg from where you stored it. 

 

Ah, ouiτthe Eiffel Tower. The Bateau-Mouche. The Seine. One 

can almost hear Edith Piaf singing, non? Can this be anywhere 

but the City of Lights and amour, Paris? 

 

Check the GPS data and map it. 

 

According to the EXIF geolocation data, where was this photo 

taken? 

__________________________________________________ 

__________________________________________________  
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Processing in E-Discovery  
 
tǊƻŎŜǎǎƛƴƎ ƛǎ ǘƘŜ άōƭŀŎƪ ōƻȄέ ōŜǘǿŜŜƴ ǇǊŜǎŜǊǾŀǘƛƻƴκŎƻƭƭŜŎǘƛƻƴ ŀƴŘ 

review/analysis.  Though the iconic Electronic Discovery Reference 

Model (EDRM) positions Processing, Review and Analysis as parallel 

paths to Production, processing is an essential prerequisiteτ άǘƘŜ 

ƻƴƭȅ ǊƻŀŘέτto Review, Analysis and Production.24F

52  Any way you 

approach e-discovery at scale, you must process ESI before you can 

review or analyze it with only rare and highly constrained exceptions 

that do not meaningfully alter this reality. If we recast the EDRM to 

ǊŜŦƭŜŎǘ ǇǊƻŎŜǎǎƛƴƎΩǎ ŎŜƴǘǊŀƭƛǘȅΣ ǘƘŜ ŦŀƳŜŘ ǎŎƘŜƳŀǘƛŎ ǿƻǳƭŘ ƭƻƻƪ ƭƛƪŜ 

this: 

 

There are hundredsτperhaps thousandsτof articles delving into 

the stages of e-discovery that flank processing in the EDRM.  These 

are the stages where lawyers have had a job to do.  But lawyers tend 

to cede processing decisions to technicians.  When it comes to 

ǇǊƻŎŜǎǎƛƴƎΣ ƭŀǿȅŜǊ ŎƻƳǇŜǘŜƴŎȅ ŀƴŘ ƪŜƴ ƛǎ ƻŦǘŜƴ ƭƛǘǘƭŜ ƳƻǊŜ ǘƘŀƴ άǎǘǳŦŦ ƎƻŜǎ ƛƴΣ ǎǘǳŦŦ ŎƻƳŜǎ ƻǳǘΣέ ŀ 

dangerous abdication given how many downstream decisions are locked in at this stage. 

Why process ESI in e-ŘƛǎŎƻǾŜǊȅΚ  LǎƴΩǘ ƛǘ άǊŜǾƛŜǿ ǊŜŀŘȅΚέ 

We process information in e-discovery to catalog and index contents for search and review.    Unlike 

Google, e-discovery is the search for all responsive information in a collection, not just one 

information item deemed responsive.  Though all electronically stored information is inherently 

ŜƭŜŎǘǊƻƴƛŎŀƭƭȅ ǎŜŀǊŎƘŀōƭŜΣ ŎƻƳǇǳǘŜǊǎ ŘƻƴΩǘ ǎǘǊǳŎǘǳǊŜ ƻǊ ǎŜŀǊŎƘ ŀƭƭ 9{L ƛƴ ǘƘŜ ǎŀƳŜ ǿŀȅΤ ǎƻΣ ǿŜ Ƴǳǎǘ 

process ESI to normalize it to achieve uniformity for indexing and search. 

 

 

 
52 ¢ƘŀǘΩǎ ƴƻǘ ŀ ŦƭŀǿΦ  ¢ƘŜ 95wa ƛǎ ŀ ŎƻƴŎŜǇǘǳŀƭ ǾƛŜǿΣ ƴƻǘ ŀ ǿƻǊƪŦƭƻǿΦ 

VITAL VOCABULARY 

ASCII 

Base64 

Binary 

Bits 

Bytes 

Character Encoding 

Code Page 

Composite Character 

Content-Transfer-Encoding 

Content-Type 

Decoding 

Diacriticals 

File Header 

Hexadecimal 

MIME E-mail 

Mojibake 

Multibyte Encoding 

Normalization 

Precomposed Character 

Radix 

Steganography 

Tokenization 

Unicode 

Unitization 
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¢ƘǳǎΣ άǇǊƻŎŜǎǎƛƴƎέ ƛƴ Ŝ-discovery might fairly be called normalized access: the set of steps by which 

heterogeneous filesτcreated by different applications, operating systems, languages and usersτ

are reduced to a common, searchable form. Processing extracts text and metadata, resolves 

character encodings, expands containers, identifies file types and organizes content so that search 

and review tools can treat unlike things alike. 

 

ESI processing tools perform five common functions.26F

53  They must: 

1) Decompress, unpack and fully explore ingested items, including recursively opening embedded 

containers (e.g., ZIPs inside ZIPs) 

2) Identify and apply templates (filters) to encoded data to parse (interpret) contents and extract 

text, embedded objects, and metadata. 

3) Track and hash items processed, enumerating and unitizing all items and tracking failures. 

4) Normalize and tokenize text and data and create an index and database of extracted 

information. 

5) Cull data by file type, date, lexical content, hash value and other criteria. 

Files 

If we polled lawyers asking what to call the electronic items preserved, collected and processed in 

ŘƛǎŎƻǾŜǊȅΣ Ƴƻǎǘ ǿƻǳƭŘ ŀƴǎǿŜǊΣ άŘƻŎǳƳŜƴǘǎΦέ  hǘƘŜǊǎ ƳƛƎƘǘ ƻǇǘ ŦƻǊ άŘŀǘŀέ ƻǊ ǊŜŦƭŜŎǘ ƻƴ ǘƘŜ 

ƛƴƛǘƛŀƭƛȊŀǘƛƻƴ ά9{Lέ ŀƴŘ ǎŀȅΣ άƛƴŦƻǊƳŀǘƛƻƴΦέ bƻƴŜ ŀǊŜ ǿǊƻƴƎ ŀƴǎǿŜǊs, but the ideal response would 

ōŜ ǘƘŜ ǊŀǊŜǎǘΥ άfilesΦέ  9ƭŜŎǘǊƻƴƛŎ ŘƻŎǳƳŜƴǘǎ ŀǊŜ files.  Electronically stored information resides in 

files.  Everything we deal with digitally in electronic discovery comes from or goes to physical or 

ƭƻƎƛŎŀƭ Řŀǘŀ ǎǘƻǊŀƎŜ ǳƴƛǘǎ ŎŀƭƭŜŘ άŘŀǘŀ ŦƛƭŜǎέ ƻǊ Ƨǳǎǘ άŦƛƭŜǎΦέ aƻǊŜƻǾŜǊΣ ŀƭƭ ǇǊƻƎǊŀƳǎ Ǌǳƴ ŀƎŀƛƴǎǘ Řŀǘŀ 

ŦƛƭŜǎ ŀǊŜ ǘƘŜƳǎŜƭǾŜǎ ŦƛƭŜǎ ŎƻƳǇǊƛǎƛƴƎ ƛƴǎǘǊǳŎǘƛƻƴǎ ŦƻǊ ǘŀǎƪǎΦ  ¢ƘŜǎŜ ŀǊŜ άŜȄŜŎǳǘŀōƭŜ ŦƛƭŜǎέ ƻr simply 

άŜȄŜŎǳǘŀōƭŜǎΦέ 

So, what is it we process in the processing stage of e-ŘƛǎŎƻǾŜǊȅΚ  ¢ƘŜ ŀƴǎǿŜǊ ƛǎΣ άwe process filesΦέ  

[ŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜǎŜ ŀƭƭ-ƛƳǇƻǊǘŀƴǘ ŦƛƭŜǎ ŀƴŘ ŜȄǇƭƻǊŜ ǿƘŀǘΩǎ ƛƴ ǘƘŜƳ ŀƴŘ Ƙƻǿ ǘƘŜȅ ǿƻǊƪΦ 

A Bit About and a Byte Out of Files 

A colleague once defended her ignorance of the technical fundamentals of electronically stored 

ƛƴŦƻǊƳŀǘƛƻƴ ōȅ ŀƴŀƭƻƎƛȊƛƴƎ ǘƘŀǘ άǎƘŜ ŘƛŘƴΩǘ ƴŜŜŘ ǘƻ ƪƴƻǿ Ƙƻǿ ǇƭŀƴŜǎ ǎǘŀȅ ŀƭƻŦǘ ǘƻ Ŧƭȅ ƻƴ ƻƴŜΦέ  {ƘŜ 

had a point, but only for passengers.  If you aspire to be a pilot or a rocket scientistτif you want to 

be at the controls or design the planeτyou must understand the fundamentals of flight.  If you 

 
53 While a processing tool may do considerably more than the listed functions, a tool that does less is unlikely to meet 
ƭƛǘƛƎŀƴǘǎΩ ƴŜŜŘǎ ƛƴ Ŝ-discovery. 
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aspire to understand processing of ESI in e-discovery and manage e-discovery, you must understand 

the fundamentals of electronically stored information, including such topics as:  

¶ ²ƘŀǘΩǎ stored electronically? 

¶ How is it stored?   

¶ What forms does it take? 

The next few pages are a crash course in ESI 

storage, particularly the basics of encoding 

and recording textual information.  If you can 

ǘƻǳƎƘ ƛǘ ƻǳǘΣ ȅƻǳΩƭƭ ōŜ ǳƴŘŀǳƴǘŜŘ ōȅ 

ŘƛǎŎǳǎǎƛƻƴǎ ƻŦ άIŜȄ aŀƎƛŎ bǳƳōŜǊǎέ ŀƴŘ 

ά¦ƴƛŎƻŘŜ bƻǊƳŀƭƛȊŀǘƛƻƴέ ȅŜǘ ǘƻ ŎƻƳŜΦ 

Digital Encoding 

All digital evidence is encodedΣ ŀƴŘ Ƙƻǿ ƛǘΩǎ 

ŜƴŎƻŘŜŘ ōŜŀǊǎ ǳǇƻƴ Ƙƻǿ ƛǘΩǎ ŎƻƭƭŜŎǘŜŘ ŀƴŘ 

processed, whether it can be searched and in 

what reasonably usable forms it can be 

produced.  Understanding that electronically 

stored information is numerically encoded 

data helps us see the interplay and 

interchangeability between different forms of 

ŘƛƎƛǘŀƭ ŜǾƛŘŜƴŎŜΦ  {ŀȅƛƴƎ άƛǘΩǎ ŀƭƭ ƻƴŜǎ ŀƴŘ 

zeroesέ ƳŜŀƴǎ ƴƻǘƘƛƴƎ ƛŦ ȅƻǳ ŘƻƴΩǘ ƎǊŀǎǇ how 

those ones and zeros underpin the evidence. 

Electronic evidence is just data, and data are just numbers; so, understanding the numbers helps 

us better understand electronic evidence.  Those numbers only acquire meaning through the 

interpretive rules imposed by software, standards and human convention. 

 
Decimal and Binary: Base 10 and Base Two 

Understanding encoding requires we hearken back to those hazy days when we learned to tally and 

count by numbers.  Long ago, we understood quantities (numeric values) without knowing 

the numerals we would later use to symbolize quantities.  ²ƘŜƴ ǿŜ ǿŜǊŜ ǘƘǊŜŜ ƻǊ ŦƻǳǊΣ άŦƛǾŜέ 

ǿŀǎƴΩǘ ȅŜǘ !ǊŀōƛŎ 5, Roman V or even a symbolic tally like |||| .  

Processing vs. Indexing (Not the Same Thing) 

Modern SaaS e-discovery platforms often blur the 

distinction between processing and indexing, 

encouraging the mistaken belief that the moment 

Řŀǘŀ ƛǎ ǳǇƭƻŀŘŜŘΣ ƛǘ ƛǎ άǎŜŀǊŎƘŀōƭŜΦέ tǊƻŎŜǎǎƛƴƎ ƛǎ ǘƘŜ 

upstream work of unpacking files, resolving 

character encodings, extracting text and metadata, 

normalizing dates and time zones, and identifying 

what each file actually is. Indexing comes later: it is 

the creation of data structures that allow processed 

text and metadata to be searched quickly and 

efficiently. Indexing cannot fix processing failures. If 

text was never correctly extracted, if characters 

were mis-encoded, or if metadata was 

misinterpreted during processing, the index will 

faithfullyτand invisiblyτpreserve those errors. 

Searches that return nothing may be functioning 

perfectly; it is the processing that failed them. 
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More likely, five was this:  

 

LŦ ȅƻǳΩǊŜ ŦǊƻƳ ǘƘŜ !ƳŜǊƛŎŀǎΣ 9ǳǊƻǇŜ ƻǊ 5ƻǿƴ ¦ƴŘŜǊΣ LΩƭƭ ǿŀƎŜǊ ȅƻǳ ǿŜǊŜ ǘŀǳƎƘǘ ǘƻ Ŏƻǳƴǘ ǳǎƛƴƎ 

the decimal system, a positional notation system with a base of 10.  Base 10 is so deeply ingrained 

ƛƴ ƻǳǊ ǇǎȅŎƘŜǎ ǘƘŀǘ ƛǘΩǎ ƘŀǊŘ ǘƻ ŎƻƴŎŜƛǾŜ ƻŦ ƴǳƳŜǊƛŎ ǾŀƭǳŜǎ ōŜƛƴƎ ǿǊƛǘǘŜƴ ŀƴȅ ƻǘƘŜǊ ǿŀȅΦ  Decimal 

just feels ƭƛƪŜ ƻƴŜΣ άǘǊǳŜέ ǿŀȅ ǘƻ ŎƻǳƴǘΣ ōǳǘ ƛǘΩǎ ƴƻǘΦ  Writing numbers using an alternate base or 

άradixέ ƛǎ Ƨǳǎǘ ŀǎ ƎŜƴǳƛƴŜΣ ŀƴŘ ƛǘΩǎ ŀŘǾŀƴǘŀƎŜƻǳǎ ǿƘŜƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǎǘƻǊŜŘ ƻǊ ǘǊŀƴǎƳƛǘǘŜŘ ŘƛƎƛǘŀƭƭȅΦ 

 

Think about it.  Human beings count by tens because we evolved with ten digits on our hands.  Were 

that not so, tasteless ƻƭŘ ƧƻƪŜǎ ƭƛƪŜ ǘƘƛǎ ƻƴŜ ǿƻǳƭŘ ƳŀƪŜ ƴƻ ǎŜƴǎŜΥ άDid you hear about the Aggie 

who was arrested for indecent exposure?  He had to count to eleven.έ 

 

Had our species evolved with eight fingers or twelve, we would have come to rely upon an octal or 

ŘǳƻŘŜŎƛƳŀƭ ŎƻǳƴǘƛƴƎ ǎȅǎǘŜƳΣ ŀƴŘ ǿŜ ǿƻǳƭŘ ǊŜƎŀǊŘ ǘƘƻǎŜ ǎȅǎǘŜƳǎ ŀǎ ǘƘŜ άǘǊǳŜέ Ǉƻǎƛǘƛƻƴŀƭ ƴƻǘŀǘƛƻƴ 

system for numeric values.  Ten only feels natural because we built everything around ten.  Again, 

ƛŦ ǿŜΩŘ ŜǾƻƭǾŜŘ ǿƛǘƘ ŜƛƎƘǘ ƻǊ ǘwelve ŦƛƴƎŜǊǎΣ ƛǘ ǊŜŀƭƭȅ ǿƻǳƭŘƴΩǘ ƳŀǘǘŜǊ ōŜŎŀǳǎŜ ȅƻǳ Ŏŀƴ ŜȄǇǊŜǎǎ ŀƴȅ 

numberτand consequently any dataτin any number system.  So, it happens that computers use 

the base two or binary system, and computer programmers are partial to base sixteen or 

hexadecimal.  Dŀǘŀ ƛǎ Ƨǳǎǘ ƴǳƳōŜǊǎΣ ŀƴŘ ƛǘΩǎ ŀƭƭ Ƨǳǎǘ ŎƻǳƴǘƛƴƎΦ 

When we were children starting to count, we had to learn the decimal system.  We had to think 

about what numbers meant.  When our first-grade selves tackled big numbers like 9,465, we were 

overtly aware that each digit represented a decimal multiple.  The nine was in the thousands place, 

the four in the hundreds, the six in the tens place and the five in the ones.  We might even have 

parsed 9,465 as: (9 x 1000) + (4 x 100) + (6 x 10) + (5 x 1).   

.ǳǘ ǎƻƻƴΣ ƛǘ ōŜŎŀƳŜ ǎŜŎƻƴŘ ƴŀǘǳǊŜ ǘƻ ǳǎΦ  ²ŜΩŘ ǳƴŎƻƴǎŎƛƻǳǎƭȅ ǇǊƻŎŜǎǎ фΣпср ŀǎ ƴƛƴŜ ǘƘƻǳǎŀƴŘ ŦƻǳǊ 

hundred sixty-five.  As we matured, we learned about powers of ten and now saw 9,465 as: (9 x 

103) + (4 x 102) + (6 x 101) + (5 x 100).  ¢Ƙƛǎ ǿŀǎ ŜȄǇƻƴŜƴǘƛŀƭ ƻǊ άōŀǎŜ ǘŜƴέ ƴƻǘŀǘƛƻƴΦ  ²Ŝ ŦƭǳǎƘŜŘ ƛǘ 

from our adolescent brains as fast as life (and the SAT) allowed. 

/ƻƳǇǳǘŜǊǎ ŘƻƴΩǘ ƘŀǾŜ ŦƛƴƎŜǊǎΤ ƛƴǎǘŜŀŘΣ ŎƻƳǇǳǘŜǊǎ Ŏƻǳƴǘ ǳǎƛƴƎ ŀ ǎƭŜǿ ƻŦ ŜƭŜŎǘǊƻƴƛŎ ǎǿƛǘŎƘŜǎ ǘƘŀǘ 

Ŏŀƴ ōŜ άƻƴέ ƻǊ άƻŦŦΦέ  Having just two states (on/off) makes it natural to count using Base 2, a binary 

counting system.  By convention, computer scientists notate the status of the switches using the 

numerals one and zero.  So, we tend to say that computers store information as ones and zeroesτ

a useful shorthand, though not literally how storage media record data. 
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Computer storage devices like IBM cards, hard drives, tape, thumb drives and optical media store 

information as physical phenomena that can be reliably distinguished in either of two distinct 

states, e.g., punched holes, changes in 

magnetic polar orientation, minute 

electric potentials or deflection of laser 

beams.   We symbolize these two states 

as one or zero, but you could represent 

the status of binary data by, say, turning a 

light on or off.  Early computing systems 

did just that, hence all those flashing 

lights. 

 

¸ƻǳ Ŏŀƴ ŜȄǇǊŜǎǎ ŀƴȅ ƴǳƳŜǊƛŎ ǾŀƭǳŜ ƛƴ ŀƴȅ ōŀǎŜ ǿƛǘƘƻǳǘ ŎƘŀƴƎƛƴƎ ƛǘǎ ǾŀƭǳŜΣ Ƨǳǎǘ ŀǎ ƛǘ ŘƻŜǎƴΩǘ ŎƘŀƴƎŜ 

ǘƘŜ ƴǳƳŜǊƛŎ ǾŀƭǳŜ ƻŦ άŦƛǾŜέ ǘƻ ŜȄǇǊŜǎǎ ƛǘ ŀǎ !ǊŀōƛŎ άрέ ƻǊ wƻƳŀƴ ά±έ ƻǊ Ƨǳǎǘ ōȅ ƘƻƭŘƛƴƎ ǳǇ ŦƛǾŜ 

fingers.  

In positional notation systems, the order of numerals determines their contribution to the value of 

the number; that is, their contribution is the value of the digit multiplied by a factor determined by 

the position of the digit and the base. 

The base/radix describes the number of unique digits, starting from zero, that a positional numeral 

system uses to represent numbers.  So, there are just two digits in base 2 (binary), ten in base 10 

(decimal) and sixteen in base 16 (hexadecimal).  E-mail attachments are encoded using a 

whopping 64 digits in base 64. 

 

²Ŝ ǎǇŜŀƪ ǘƘŜ ŘŜŎƛƳŀƭ ƴǳƳōŜǊ омΣпмр ŀǎ άǘƘƛǊǘȅ-ƻƴŜ ǘƘƻǳǎŀƴŘΣ ŦƻǳǊ ƘǳƴŘǊŜŘ ŀƴŘ ŦƛŦǘŜŜƴΣέ ōǳǘ ǿŜǊŜ 

ǿŜ ŦŀƛǘƘŦǳƭƭȅ ŀŘƘŜǊƛƴƎ ǘƻ ƛǘǎ ōŀǎŜ мл ǎǘǊǳŎǘǳǊŜΣ ǿŜ ƳƛƎƘǘ ǎŀȅΣ άǘƘǊŜŜ ǘŜƴ ǘƘƻǳǎŀƴŘǎΣ ƻƴŜ ǘƘƻǳǎŀƴŘΣ 

four hundreds, one ten and five ones.  ¢ƘŜ άōŀǎŜέ ǘŜƴ ƳŜŀƴǎ ǘhat there are ten characters used in 

the notation (0-9) and the value of each position is ten times the value of the position to its right. 

 

The same decimal number 31,415 can be written as a binary number this way: 111101010110111 

 

https://ballinyourcourt.files.wordpress.com/2021/09/decimal-example.png
https://ballinyourcourt.files.wordpress.com/2021/09/flashing-lights.png
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In base 2, two characters are used in the notation (0 and 1) and each position is twice the value of 

the position to its right.  If you multiply each digit times its position value and add the products, 

ȅƻǳΩƭƭ ƎŜǘ ŀ ǘƻǘŀƭ Ŝǉǳŀƭ ƛƴ ǾŀƭǳŜ ǘƻ ǘƘŜ ŘŜŎƛƳŀƭ ƴǳƳōer 31,415. 

A value written as five characters in base 10 requires 15 characters in base 2.  That seems inefficient 

until you recall that computers count using on-off switches and thrive on binary numbers. 

The decimal value 31,415 can be written as a base 16 or hexadecimal number this way: 7AB7 

 

In base 16, sixteen characters are used in the notation (0-9 and A-F) and each position is sixteen 

times the value of the position to its right.  If you multiply each digit times its position value and 

ŀŘŘ ǘƘŜ ǇǊƻŘǳŎǘǎΣ ȅƻǳΩƭƭ ƎŜǘ ŀ ǘƻǘŀƭ Ŝǉǳŀƭ ƛƴ ǾŀƭǳŜ ǘƻ the decimal number 31,415.  But how do you 

multiply letters like A, B, C, D, E and F?  You do it by knowing the letters are used to denote values 

greater than 9, so A=10, B=11, C=12, D=13, E=14 and F=15.  Zero through nine plus the six values 

represented as letters comprise the sixteen characters needed to express numeric values in 

hexadecimal. 

hƴŎŜ ƳƻǊŜΣ ƛŦ ȅƻǳ ƳǳƭǘƛǇƭȅ ŜŀŎƘ ŘƛƎƛǘκŎƘŀǊŀŎǘŜǊ ǘƛƳŜǎ ƛǘǎ Ǉƻǎƛǘƛƻƴ ǾŀƭǳŜ ŀƴŘ ŀŘŘ ǘƘŜ ǇǊƻŘǳŎǘǎΣ ȅƻǳΩƭƭ 

get a total equal in value to the decimal number 31,415: 

 

Bits 

To recap, computers use binary digits in place of decimal digits.  The word bit is even a shortening 

of the words "Binary digIT."  Unlike the decimal system, where we represent any number as a 

combination of ten possible digits (0-9), the binary system uses only two possible values: zero or 

https://ballinyourcourt.files.wordpress.com/2021/09/binary-example.png
https://ballinyourcourt.files.wordpress.com/2021/09/hex-example.png
https://ballinyourcourt.files.wordpress.com/2021/09/hex-calculation.png
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one.  This is not as limiting as one might expect when you consider that a digital circuitτessentially 

an unfathomably complex array of switchesτƘŀǎƴΩǘ Ǝƻǘ ŀƴȅ ŦƛƴƎŜǊǎ ǘƻ Ŏƻǳƴǘ ƻƴ ōǳǘ ƛǎ ǾŜǊȅ ƎƻƻŘ 

ŀƴŘ ǾŜǊȅ Ŧŀǎǘ ŀǘ ōŜƛƴƎ άƻƴέ ƻǊ άƻŦŦΦέ 

In the binary system, each binary digitτŜŀŎƘ άōƛǘέτholds the value of a power of two.  Therefore, 

a binary number is composed of only zeroes and ones, like this: 10101.  How do you figure out what 

the value of the binary number 10101 is?  You do it in the same way we did it above for 9,465, but 

you use a base of 2 instead of a base of 10.  Hence: (1 x 24) + (0 x 23) + (1 x 22) + (0 x 21) + (1 x 20) = 

16 + 0 + 4 + 0 + 1 = 21. 

Moving from right to left, each bit you encounter represents the 

value of increasing powers of 2, standing in for zero, two, four, 

eight, sixteen, thirty-two, sixty-four and so on.  That makes counting 

in binary easy.  Starting at zero and going through 21, decimal and 

binary equivalents look like the table at right. 

Bytes 

Computers also work with binary data in eight-character sequences 

called bytes. A byte is a string (sequence) of eight bits.  The biggest 

number that can be stored as one byte of information is 11111111, 

equal to 255 in the decimal system. The smallest number is zero or 

00000000. Thus, you can store 256 different numbers as one byte 

of information (0-255).  So, what do you do if you need to store a 

number larger than 256?  Simple!  You use a second 

byte.  This affords you all the combinations that can 

be achieved with 16 bits, being the product of all of 

the variations of the first byte and all of the second 

byte (256 x 256 or 65,536).  So, using bytes to 

express values, we express any number greater than 

нрс ǳǎƛƴƎ ŀǘ ƭŜŀǎǘ ǘǿƻ ōȅǘŜǎ όŎŀƭƭŜŘ ŀ άǿƻǊŘέ ƛƴ ƎŜŜƪ 

speak), and any number above 65,536 requires three 

bytes or more.  

 

Why are eight-bit sequences the fundamental building blocks of computing?  It just happened that 

way.  In these times of cheap memory, expansive storage and lightning-Ŧŀǎǘ ǇǊƻŎŜǎǎƻǊǎΣ ƛǘΩǎ Ŝŀǎȅ ǘƻ 

forget how scarce and costly such resources were at the dawn of the computing era.  Seven bits 

(with a leading bit reserved) was the smallest block of data that would suffice to represent the 

minimum complement of alphabetical characters, decimal digits, punctuation and control 

instructions needed by the pioneers in computer engineering.  It was, in a sense, all the data early 
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processors could bite off at a time, perhaps explaining the name 

άōȅǘŜέ όŎƻƛƴŜŘ ƛƴ мфрс ōȅ L.a ǎŎƛŜƴǘƛǎǘ 5ǊΦ ²ŜǊƴŜǊ .ǳŎƘƘƻƭȊύΦ  

 

Hexadecimal 

hƴŎŜ ƳƻǊŜΣ ŀ ōƛƴŀǊȅ ǎŜǉǳŜƴŎŜ ƻŦ ŜƛƎƘǘ ƻƴŜǎ ŀƴŘ ȊŜǊƻǎ όάōƛǘǎέύ Ŏŀƴ 

be arranged in 256 unique ways.   Long sequences of ones and 

zeroes are hard for humans to follow, so happily, two hexadecimal 

characters can also be arranged in 256 unique ways, meaning that 

just two base-16 characters can replace the eight characters of a binary byte (i.e., a binary value of 

11111111 can be written in hex as FF).  Using hexadecimal characters allows programmers to write 

Řŀǘŀ ƛƴ Ƨǳǎǘ нр҈ ƻŦ ǘƘŜ ǎǇŀŎŜ ǊŜǉǳƛǊŜŘ ǘƻ ǿǊƛǘŜ ǘƘŜ ǎŀƳŜ Řŀǘŀ ƛƴ ōƛƴŀǊȅΣ ŀƴŘ ƛǘΩǎ ŜŀǎƛŜǊ ŦƻǊ ƘǳƳŀƴǎ 

to follow. 

 

[ŜǘΩǎ ǘŀƪŜ ŀ ǉǳƛŎƪ ƭƻƻƪ ŀǘ ǿƘȅ ǘƘƛǎ ƛǎ ǎƻΦ  A single binary byte can range from 0 to 255 (being 

00000000 to 11111111).  Computers count from zero, so that range spans 256 unique values. The 

following table demonstrates why the largest value of an eight-character binary byte (11111111) 

equals the largest value of just two hexadecimal characters (FF): 

 

Hexadecimal values are everywhere in computing.  Litigation professionals 

encounter hexadecimal values as MD5 hash values expressed in hexadecimal 

notation and may run into them as IP addresses, Globally Unique 

Identifiers (GUIDs) and even color references. 

The Magic Decoder Ring called ASCII 

Back in 1935, American kids who listened to the Little Orphan Annie 

radio show and drank lots of Ovaltine could join the Radio Orphan Annie 

https://ballinyourcourt.files.wordpress.com/2021/09/image-2-1.png
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Secret Society and obtain a Magic Decoder Ring, a device with rotating disks that allowed them to 

read and write numerically encoded messages.54  

Similarly, computers encode words as numbers.  Binary data stand in for the upper- and lower-case 

English alphabet, as well as punctuation marks, special characters and machine instructions (like 

carriage return and line feed).   

Encoding Text 

{ƻ ŦŀǊΣ LΩǾŜ ŘŜǎŎǊƛōŜŘ ǿŀȅǎ ǘƻ ŜƴŎƻŘŜ ǘƘŜ ǎŀƳŜ ƴǳƳŜǊƛŎ ǾŀƭǳŜ ƛƴ ŘƛŦŦŜǊŜƴǘ ōŀǎŜǎΦ  bƻǿΣ ƭŜǘΩǎ ǎƘƛŦǘ 

gears to describe how computers use those numeric values to signify intelligible alphanumeric 

information like the letters of an alphabet, punctuation marks and emoji.  Again, data are just 

numbers, and those numbers signify something in the context of the application using that data, 

just as gesturing with two fingers may signify the number two, a peace sign, the V for Victory or a 

request that a blackjack dealer split a pair.  What numbers mean depends upon the encoding 

scheme applied to the values in the application; that is, the encoding scheme supplies the essential 

context needed to make the data intelligible.  If the number is used to describe an RGB color, then 

the hex value 7F00FF means violet.  Why?  Because each of the three values that make up the 

number (7F 00 FF) denote how much of the colors red, green and blue to mix to create the desired 

RGB color. In other contexts, the same hex value could mean the decimal number 8,323,327, the 

binary string 11111110000000011111111 or the characters ÿ. 

 

ASCII 

When the context is text, there are a host of standard ways, called Character Encodings or Code 

Pages, in which the numbers denote letters, punctuation and symbols.  Now nearly sixty years old, 

the American Standard Code for Information Interchange ό!{/LLΣ άŀǎƪ-ƪŜȅέύ ƛǎ ǘƘŜ ōŀǎƛǎ ŦƻǊ Ƴƻǎǘ 

modern character encoding schemes (though both Morse code and Baudot code are older).  Born 

in an era of teletypes and 7-ōƛǘ ōȅǘŜǎΣ !{/LLΩǎ ƻǊƛƎƛƴŀƭ мну ŎƻŘŜǎ ƛƴŎƭǳŘŜŘ оо ƴƻƴ-printable codes 

for controlling machines (e.g., carriage return, ring bell) and 95 printable characters.  By limiting 

the ASCII character set to just 128 characters (0-127), we can express any character in just seven 

bits (27 or 128) and so occupy only one byte in the computer's storage and memory. The ASCII 

character set follows: 

 

 
54 A similar toy, a secret decoder pin, was featured in the movie, A Christmas Story. 
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https://ballinyourcourt.files.wordpress.com/2021/09/ascii-character-set.png
https://ballinyourcourt.files.wordpress.com/2021/09/ascii-character-set.png
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IŜǊŜΩǎ ǘƘŜ ǎŀƳŜ !{/LL ŎƘŀǊŀŎǘŜǊ ǎŜǘ ŜȄǇǊŜǎǎŜŘ ƛƴ ōƛƴŀǊȅ ǾŀƭǳŜǎΥ 

Binary Decimal Character  Binary Decimal Character  Binary Decimal Character 

00000000 000 NUL  00101011 043 +  01010110 086 V 

00000001 001 SOH  00101100 044 ,  01010111 087 W 

00000010 002 STX  00101101 045 -  01011000 088 X 

00000011 003 ETX  00101110 046 .  01011001 089 Y 

00000100 004 EOT  00101111 047 /   01011010 090 Z 

00000101 005 ENQ  00110000 048 0  01011011 091 [ 

00000110 006 ACK  00110001 049 1  01011100 092 \  

00000111 007 BEL  00110010 050 2  01011101 093 ] 

00001000 008 BS  00110011 051 3  01011110 094 ^ 

00001001 009 HT  00110100 052 4  01011111 095 _ 

00001010 010 LF  00110101 053 5  01100000 096 ` 

00001011 011 VT  00110110 054 6  01100001 097 a 

00001100 012 FF  00110111 055 7  01100010 098 b 

00001101 013 CR  00111000 056 8  01100011 099 c 

00001110 014 SO  00111001 057 9  01100100 100 d 

00001111 015 SI  00111010 058 :  01100101 101 e 

00010000 016 DLE  00111011 059 ;  01100110 102 f 

00010001 017 DC1  00111100 060 <  01100111 103 g 

00010010 018 DC2  00111101 061 =  01101000 104 h 

00010011 019 DC3  00111110 062 >  01101001 105 i 

00010100 020 DC4  00111111 063 ?  01101010 106 j 

00010101 021 NAK  01000000 064 @  01101011 107 k 

00010110 022 SYN  01000001 065 A  01101100 108 l 

00010111 023 ETB  01000010 066 B  01101101 109 m 
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Binary Decimal Character  Binary Decimal Character  Binary Decimal Character 

00011000 024 CAN  01000011 067 C  01101110 110 n 

00011001 025 EM  01000100 068 D  01101111 111 o 

00011010 026 SUB  01000101 069 E  01110000 112 p 

00011011 027 ESC  01000110 070 F  01110001 113 q 

00011100 028 FS  01000111 071 G  01110010 114 r 

00011101 029 GS  01001000 072 H  01110011 115 s 

00011110 030 RS  01001001 073 I  01110100 116 t 

00011111 031 US  01001010 074 J  01110101 117 u 

00100000 032 SP  01001011 075 K  01110110 118 v 

00100001 033 !  01001100 076 L  01110111 119 w 

00100010 034 "  01001101 077 M  01111000 120 x 

00100011 035 #  01001110 078 N  01111001 121 y 

00100100 036 $  01001111 079 O  01111010 122 z 

00100101 037 %  01010000 080 P  01111011 123 { 

00100110 038 &  01010001 081 Q  01111100 124 |  

00100111 039 '  01010010 082 R  01111101 125 } 

00101000 040 (  01010011 083 S  01111110 126 ~ 

00101001 041 )  01010100 084 T  01111111 127 DEL 

00101010 042 *   01010101 085 U  Note: 0-127 is 128 values 

 

{ƻΣ ά9-5ƛǎŎƻǾŜǊȅέ ǿƻǳƭŘ ōŜ ǿǊƛǘǘŜƴ ƛƴ ŀ ōƛƴŀǊȅ !{/LL ǎŜǉǳŜƴŎŜ ŀǎΥ 

010001010010110101000100011010010111001101100011011011110111011001100101011100

1001111001 

It would be tough to remember your own name written in this manner!  IƛΣ LΩƳ /ǊŀƛƎΣ ōǳǘ Ƴȅ 

computer calls me 0100001101110010011000010110100101100111. 
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Windows-1252 
Note that each leading bit (i.e., the first character) of each byte in the binary table above is a zero.  

Lǘ ǿŀǎƴΩǘ ǳǎŜŘ ǘƻ ŎƻƴǾŜȅ ŀƴȅ ŜƴŎƻŘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴΤ ǘƘŀǘ ƛǎΣ ǘƘŜȅ ŀǊŜ really all 7-bit bytes.  Later, 

when the byte standardized from seven to eight bits, 128 additional characters could be added to 

the character set by simply changing the leading bit to a one, prompting the development 

of extended character encodings that include, e.g., accented characters used in foreign languages 

and line drawing characters. 

In the mid-1980s, international standards began to emerge for character encoding, ultimately 

resulting in various code sets issued by the International Standards Organization (ISO).  These 

retained the first 128 American ASCII values and assigned the upper (extended) 128-byte values to 

characters suited to various languages (e.g., Cyrillic, Greek, Arabic and Hebrew).  ISO called these 

various character sets ISO-8859-n, where the άƴέ distinguished the sets for different languages.  

ISO-8859-1 was the set suited to Latin-derived alphabets (like English) and so the nickname for the 

Ƴƻǎǘ ŦŀƳƛƭƛŀǊ ŎƻŘŜ ǇŀƎŜ ǘƻ ¦Φ{Φ ŎƻƳǇǳǘŜǊ ǳǎŜǊǎ ōŜŎŀƳŜ άLatin 1Φέ 

Arguably the most used single-byte character set in the world is the Windows-1252 code page, the 

characters of which are set out in the following table (red dots signify unassigned values).  

 

Note that the first 128 control codes and characters (from NUL to DEL) match the ASCII encodings 

and the 128 characters that follow are the extended set.  Each character and control code has a 

corresponding fixed byte value, i.e., an upper-case B is hex 40 and the section sign, §, is hex A7.  To 

see the entire code page character set and the corresponding hexadecimal encodings on Wikipedia, 

click here.  Again, ASCII and the Windows-1252 code page are single byte encodings so they are 

limited to a maximum of 256 characters. 

 
¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ ǘƘŜǎŜ ŜȄǘǊŀ ŎƘŀǊŀŎǘŜǊǎ ǿŜǊŜƴΩǘ ŀǎǎƛƎƴŜŘ ƛƴ ǘƘŜ ǎŀƳŜ ǿŀȅ ōȅ ŀƭƭ ŎƻƳǇǳǘŜǊ ǎȅǎǘŜƳǎΦ 

The emergence of different sets of characters mapped to the same high byte values prompted a 

need to identify these various character encodings or, as Microsoft calls them in Windows, these 

άcode pagesΦέ  LŦ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǳǎŜŘ ǘƘŜ ǿǊƻƴƎ ŎƻŘŜ ǇŀƎŜΣ some information displayed as 

https://en.wikipedia.org/wiki/Windows-1252
https://ballinyourcourt.files.wordpress.com/2021/09/1252.png
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gibberish.  This is such a familiar phenomenon that it has its own name, mojibake (from the 

WŀǇŀƴŜǎŜ ŦƻǊ άŎƘŀǊŀŎǘŜǊ ŎƘŀƴƎƛƴƎέύΦ  LŦ ȅƻǳΩǾŜ ŜƴŎƻǳƴǘŜǊŜŘ ŀ ōǳƴŎƘ ƻŦ !ǎƛŀƴ ƭŀƴƎǳŀƎŜ ŎƘŀǊŀŎǘŜǊǎ ƛƴ 

an e-mail or document you know was written in English, you might have glimpsed mojibake. In e-

discovery, mojibake can corrupt search results, break deduplication and quietly distort productions. 

bƻǘŜ ǘƘŀǘ ǿŜ ŀǊŜ ǎǇŜŀƪƛƴƎ ƘŜǊŜ ƻŦ ǘŜȄǘǳŀƭ ƛƴŦƻǊƳŀǘƛƻƴΣ ƴƻǘ ǘȅǇƻƎǊŀǇƘȅΤ ǎƻΣ ŘƻƴΩǘ ŎƻƴŦǳǎŜ ŎƘŀǊŀŎǘŜǊ 

encodings with fonts.  The former tells you whether the character is an A or b, not whether to 

display the character in Arial or Baskerville. 

Unicode 
ASCII dawned in the pre-Internet world of 1963τbefore the world was flat, when the West 

dominated commerce and personal computing was the stuff of science fiction.  The Windows-1252 

ŎƻŘŜ ǇŀƎŜ ǿƻǊƪǎ ǊŜŀǎƻƴŀōƭȅ ǿŜƭƭ ǎƻ ƭƻƴƎ ŀǎ ȅƻǳΩǊŜ ǿǊƛǘƛƴƎ ƛƴ 9ƴƎƭƛǎƘ ŀƴŘ Ƴƻǎǘ 9ǳǊƻǇŜŀƴ ƭŀƴƎǳŀƎŜǎΤ 

ōǳǘ ǎǇƻǊǘƛƴƎ ƻƴƭȅ нрс ŎƘŀǊŀŎǘŜǊǎΣ ƛǘ ǿƻƴΩǘ ǎǳŦŦƛŎŜ ƛŦ ȅƻǳΩǊŜ ǿǊƛǘƛƴƎ ƛƴΣ ǎŀȅΣ DǊŜŜƪΣ /ȅǊƛƭƭƛŎΣ !ǊŀōƛŎ ƻǊ 

IŜōǊŜǿΣ ŀƴŘ ƛǘΩǎ ǿƘƻƭƭȅ ǳƴǎǳƛǘŜŘ ǘƻ Asian languages like Chinese, Japanese and Korean.  

Though programmers developed various ad hoc approaches to foreign language encodings, an 

increasingly interconnected world needed universal, systematic encoding mechanisms.  These 

methods would use more than one byte to represent each character, and the most widely adopted 

such system is Unicode.  In its latest incarnation (version 17.0, effective September 2025), Unicode 

standardizes the encoding of 172 ǿǊƛǘǘŜƴ ŎƘŀǊŀŎǘŜǊ ǎŜǘǎ ŎŀƭƭŜŘ άǎŎǊƛǇǘǎέ ŎƻƳǇǊƛǎƛƴƎ 159,801 

characters, plus multiple symbol sets and emoji characters. 

 

The Unicode Consortium crafted Unicode to co-exist with the longstanding ASCII and ANSI 

character sets by emulating the ASCII character set in corresponding byte values within the more 

extensible Unicode counterpart, UTF-8.  UTF-8 can represent all 128 ASCII characters using a single 

byte and all other Unicode characters using two, three or four bytes.  Because of its backward 

compatibility and multilingual adaptability, UTF-8 has become the most popular text encoding 

standard, especially on the Internet and within e-mail systems.  

Mind the Gap! 

Now, as we talk about all these bytes and encoding standards as a precursor to further discussion 

of hexadecimal notation, it will be helpful to revisit how this all fits together.  A byte is eight ones 

or zeroes, which means a byte can represent 256 different decimal numbers from 0-255.  So, two 

bytes can represent a much bigger range of decimal values (256 x 256 or 65,536).  Character 

ŜƴŎƻŘƛƴƎǎ όŀƪŀ άŎƻŘŜ ǇŀƎŜǎέύ ƭƛƪŜ [ŀǘƛƴ м ŀƴŘ ¦¢C-8 are ways to map textual, graphical or machine 

instructions to numeric values expressed as bytes, enabling machines to store and communicate 

information in human languages.  As we move forward, keep in mind that hex, like binary and 
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decimal, is just another way to write numbers.  Hex is not a code page, although the numeric values 

it represents may correspond to values within code pages. 
28F

55  

Hex 

Long sequences of ones and zeroes are very confusing for people, so hexadecimal notation 

emerged as more accessible shorthand for binary sequences.  Considering the prior discussion of 

base 10 (decimal) and base 2 (binary) notation, it might be enough to say that hexadecimal is base 

16.  In hexadecimal notation (hex for short), each digit can be any value from zero to fifteen.  

Accordingly, we can replace four binary digits with just a single hexadecimal digit, and more to the 

point, we can express a byte as just two hex characters.   

The decimal system supplies only 10 symbols (0-9) to represent numbers.  Hexadecimal notation 

demands 16 symbols, leaving us without enough single character numeric values to stand in for all 

the values in each column.  So, how do we cram 16 values into each column?  The solution was to 

substitute the letters A through F for the numbers 10 through 15.  So, we can represent 10110101 

(the decimal number 181) as "B5" in hexadecimal notation.  Using hex, we can notate values from 

0-255 as 00 to FF (using either lower- or upper-ŎŀǎŜ ƭŜǘǘŜǊǎΤ ƛǘ ŘƻŜǎƴΩǘ ƳŀǘǘŜǊύΦ 

LǘΩǎ ƘŀǊŘ ǘƻ ǘŜƭƭ ƛŦ ŀ ƴǳƳōŜǊ ƛǎ ŘŜŎƛƳŀƭ ƻǊ ƘŜȄŀŘŜŎƛƳŀƭ Ƨǳǎǘ ōȅ ƭƻƻƪƛƴƎ ŀǘ ƛǘΥ ƛŦ ȅƻǳ ǎŜŜ ϦотϦΣ ŘƻŜǎ ǘƘŀǘ 

equate to 37 ("37" in decimal) or a decimal 55 ("37" in hexadecimal)? To get around this problem, 

two common notations are used to indicate hexadecimal numbers. The first is the suffix of a lower-

case "h." The second is the prefix of "0x." So "37 in hexadecimal," "37h" and "0x37" all mean the 

same thing. 

The ASCII Code Chart below Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŜȄǇǊŜǎǎ !{/LL ŎƘŀǊŀŎǘŜǊǎ ƛƴ ƘŜȄΦ  ¢ƘŜ ŎŀǇƛǘŀƭ ƭŜǘǘŜǊ άDέ 

ƛǎ ŜƴŎƻŘŜŘ ŀǎ ǘƘŜ ƘŜȄ ǾŀƭǳŜ ƻŦ пт όƛΦŜΦΣ Ǌƻǿ пΣ ŎƻƭǳƳƴ тύΣ ǎƻ άE-Discoveryέ ƛƴ ƘŜȄ ŜƴŎƻŘŜǎ ŀǎΥ  

0x45 2D 44 69 73 63 6F 76 65 72 7929F  

 
55 5ƻƴΩǘ ōŜ Ǉǳǘ ƻŦŦ ōȅ ǘƘŜ άƳŀǘƘΦέ  ¢ƘŜ ōƛƎƎŜǎǘ ƛƳǇŜŘƛƳŜƴǘ ǘƻ ƎŜǘǘƛƴƎ ǘƘǊƻǳƎƘ ǘƘŜ ŜƴŎƻŘƛƴƎ ōŀǎƛŎǎ ƛǎ ǘƘŜ ǾƻƛŎŜ ƛƴ ȅƻǳǊ 
ƘŜŀŘ ǎŎǊŜŀƳƛƴƎΣ άL {Ih¦[5bΩ¢ I!±9 ¢h Ybh² !b¸ hC ¢IL{ΗΗέ  LƎƴƻǊŜ ǘƘŀǘ ǾƻƛŎŜΦ  LǘΩǎ ǿǊƻƴƎΦ 
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¢ƘŀǘΩǎ ŜŀǎƛŜǊ ǘƘŀƴΥ 

010001010010110101000100011010010111001101100011011011110111011001100101011100

1001111001? 

 

bh¢9 ¢h {¢¦59b¢{Υ 

CƻǊ Ƴƻǎǘ ǎǘǳŘŜƴǘǎ ƻŦ ǘƘƛǎ ŎƻǳǊǎŜτƭŀǿ ǎǘǳŘŜƴǘǎ ǇŀǊǘƛŎǳƭŀǊƭȅτǘƘŜ ƭŀǎǘ ǘǿŜƭǾŜ ǇŀƎŜǎ ƻƴ ŘƛƎƛǘŀƭ 

ŜƴŎƻŘƛƴƎ ŎƻƴǎǘƛǘǳǘŜ ǇŜǊƘŀǇǎ ǘƘŜ Ƴƻǎǘ ŎƘŀƭƭŜƴƎƛƴƎ ƳŀǘŜǊƛŀƭ ǿŜ ŎƻǾŜǊΦ  LŦ ȅƻǳǊ ŜȅŜǎ ƎƭŀȊŜŘ ƻǾŜǊ ƻƴ 

ŦƛǊǎǘ ǊŜŀŘƛƴƎΣ L ǳƴŘŜǊǎǘŀƴŘΦ  .ǳǘ ƛǘΩǎ ŦƻǳƴŘŀǘƛƻƴŀƭ ǎǘǳŦŦΣ ǎƻ ƎƛǾŜ ƛǘ ŀ ǎŜŎƻƴŘ ŎƘŀƴŎŜ ǿƘŜƴ ȅƻǳΩǊŜ ŦǊŜǎƘ 

ŀƴŘ ōŜ ǎǳǊŜ ǘƻ ŀǎƪ ǉǳŜǎǘƛƻƴǎ ŀōƻǳǘ ǘƘŜ ƳŀǘŜǊƛŀƭ ǳƴǘƛƭ ƛǘΩǎ ŎƭŜŀǊ ǘƻ ȅƻǳΦ ¸ƻǳΩƭƭ ōŜ ƎƭŀŘ ȅƻǳ ŘƛŘ ǿƘŜƴ 

ȅƻǳ ǎǘŀǊǘ ǘŀƪƛƴƎ ǘƘŜ ǉǳƛȊȊŜǎΦ 

 

Why Lawyers Should Care 

Encoding errors are not abstract computer-science mishaps; they are discovery failures with 

real litigation consequences. When text is mis-encoded, characters drop, substitute, or render 

as gibberish, searches fail silently. Responsive documents go undiscovered not because 

counsel chose bad search terms, but because the underlying text was never correctly 

extracted or indexed in the first place. Courts have sanctioned parties where keyword 

searches missed responsive material that was later shown to exist, aƴŘ άǘƘŜ ŎƻƳǇǳǘŜǊ ŘƛŘ ƛǘέ 

is no defense when counsel never understoodτor bothered to askτwhether processing 

settings handled character sets, Unicode normalization, or legacy encodings correctly. A 

lawyer who abdicates processing details may believe discovery is complete, while critical 

evidence sits unreadable in plain sight. Competence in e-discovery today requires at least 

enough technical literacy to recognize when encoding choices can determine what is found, 

what is missed, and who pays for it when the miss comes to light. 
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 Exercise 5: Encoding: Decimal, Binary, Hexadecimal and Base64 
 

All digital evidence is encodedΣ ŀƴŘ ƛǘǎ ŜƴŎƻŘƛƴƎ ōŜŀǊǎ ǳǇƻƴ Ƙƻǿ ƛǘΩǎ ŎƻƭƭŜŎǘŜŘΣ 

whether it can be searched and in what reasonably usable forms it can be produced.  Understanding 

that electronically stored information is, in essence, numerically encoded data helps students to 

see the interplay and interchangeability between different forms of digital evidence.  Simply saying, 

άƛǘΩǎ ŀƭƭ ƻƴŜǎ ŀƴŘ ȊŜǊƻŜǎέ ƳŜŀƴǎ ƴƻǘƘƛƴƎ ƛŦ ȅƻǳ ƪƴƻǿ ƴƻǘƘƛƴƎ ƻŦ Ƙƻǿ ǘƘƻǎŜ ƻƴŜǎ ŀƴŘ ȊŜǊƻǎ ǳƴŘŜǊǇƛƴ 

evidence you must authenticate or undercut. 

GOALS: The goals of this exercise are for the student to: 

1. Understand the correspondence between binary data and hexadecimal; and 

2. Understand the correspondence between data in hex and encoded text and content. 

 

OUTLINE: We will examine evidence data in Text and Hex modes, noting the correspondence 

between text and its hexadecimal equivalents. We will then examine the role of Base64 as an 

encoding scheme for e-mail attachments. 

Exercise 5A: Notate ASCII as Hex 

Please write your surname in ASCII/hex: 

____  ____  ____   ____  ____  ____   ____  ____  ____   ____  ____  ____  ____  ____  ____ 

Exercise 5B: Viewing data in Hex 

In this exercise, you will use online data viewer tools to examine common file types in hexadecimal.  

Remember that hexadecimal is just a method to notate numeric values.  Such values can be 

expressed in any notation, e.g., base 2 (binary) or base 10 (decimal) or any other base.  LǘΩǎ ŀƭƭ Ƨǳǎǘ 

numbers that are written differently but mean the same thing.  Still, be mindful of the distinction 

between the notation employed to record ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ όǘƘŜ άƴǳƳōŜǊǎέύ ŀƴŘ ǘƘŜ encoding 

scheme used to express the information (e.g., ASCII, ANSI, Unicode, etc.).  The notation is akin to 

an alphabet (e.g., Roman, Cyrillic, etc.) and the encoding scheme is like the language (e.g., English, 

French, Russian, etc.).  

In the preceding exercise, the encoding scheme was ASCII and the notation was hexadecimal.  Put 

another way, ASCII supplied the translation table, and hex served to record the locations within 

that table. 
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Step 1: View the File Structure of a Compressed Container (Compound) File 

Download the compressed archive file called GBA.zip from http://www.craigball.com/gba.zip.   

Save the file to your desktop or any other convenient location on your computer.   

Using your web browser or the hex viewer of your choice,30F

56 go to the Online HexDump Utility at 

http://www.fileformat.info/tool/hexdump.htm ŀƴŘ ŎƭƛŎƪ άŎƘƻƻǎŜ CƛƭŜΦέ ¦ǎƛƴƎ ǘƘŜ ǎŜƭŜŎǘƛƻƴ ōƻȄ ǘƘŀǘ 

will appear, navigate to the file gba.zip ȅƻǳ Ƨǳǎǘ ǎŀǾŜŘ ŀƴŘ ǎŜƭŜŎǘ ƛǘΦ  /ƭƛŎƪ άhǇŜƴΦέ   bƻǿ ŎƭƛŎƪ ǘƘŜ 

ōƭǳŜ ά5ǳƳǇέ ōǳǘǘƻƴ ƻƴ ǘƘŜ hƴƭƛƴŜ IŜȄ5ǳƳǇ ¦ǘƛƭƛǘȅ ǇŀƎŜΦ  ¸ƻǳ ǎƘƻǳƭŘ ǎŜŜ ǘƘƛǎΥ  

The three columns of 

information represent, from 

left to right, (A) the byte offset 

(location) of the hex value 

within the file, expressed in 

hexadecimal notation, (B) the 

contents of the file in 

hexadecimal notation and (C) 

the hexadecimal content 

expressed as ASCII text (to the 

extent the hex values have a 

corresponding ASCII value). 

Note that the first two ASCII 

characters in the file are PK and 

the first two hex values are 50 4b.   

LŦ ȅƻǳ ŎƘŜŎƪ ǘƘŜ !{/LL /ƻŘŜ /ƘŀǊǘΣ ȅƻǳΩƭƭ ǎŜŜ ǘƘŀǘ ŜǾŜǊȅǘƘƛƴƎ ƳŀǘŎƘŜǎ ǳǇΥ рл п. Ґ tYΦ  ¢Ƙŀǘ tY ŀǘ ǘƘŜ 

ǎǘŀǊǘ ƻŦ ǘƘŜ ŦƛƭŜ ǎŜǊǾŜǎ ŀƴ ƛƳǇƻǊǘŀƴǘ ǇǳǊǇƻǎŜΦ  LǘΩǎ ǘƘŜ ŦƛƭŜΩǎ binary header signature.  In computing, 

ŀ ŦƛƭŜΩǎ ƘŜŀŘŜǊ ǊŜŦŜǊǎ ǘƻ Řŀǘŀ ƻŎŎǳǊǊƛƴƎ ŀǘ ƻǊ ƴŜŀǊ ǘƘŜ ǎǘŀǊǘ ƻŦ ǘƘŜ ŦƛƭŜ ǘƘŀǘ ǎŜǊǾŜǎ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ ǘȅǇŜ 

ƻŦ Řŀǘŀ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘŜ ŦƛƭŜ ŀƴŘ Ƴŀȅ ŀƭǎƻ ŦǳǊƴƛǎƘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ŦƛƭŜΩǎ ƭŜƴƎǘƘΣ ǎǘǊǳŎǘǳǊŜ ƻǊ 

ƻǘƘŜǊ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎΦ  ώ5ƻƴΩǘ confuse file headers with mail headers, which carry information about, 

e.g., sender, addressee(s), routing, subject, etc. for e-mail messages.]  That PK means that the file 

data that follows is encoded and compressed with Zip compression.  In other words, as a file 

ƘŜŀŘŜǊΣέ tYέ ǎƛƎƴŀƭǎ ǘƻ ǘƘŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ǘƘŀǘ ǘƘŜ Řŀǘŀ ǿƛƭƭ ƻnly make sense if it is interpreted 

as Zip-compressed content. 

 

 
56 a capable alternate online hex editor can be found at https://hexed.it/?hl=en 

http://www.craigball.com/gba.zip
http://www.fileformat.info/tool/hexdump.htm
https://hexed.it/?hl=en
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Why PK?  Because the unfortunate fellow who came up with the Zip compression algorithm was 

named Phil Katz!  Phil insured his place in history by using his initials as the binary header signature 

ŦƻǊ ½ƛǇ ŦƛƭŜǎΦ  {ƻ ƭƻƴƎ ŀǎ ƛǘΩǎ ƴƻǘ ŀƭǊŜŀŘȅ ǳǎŜŘ ǘƻ ƛŘŜƴǘƛŦȅ ŀƴƻǘƘŜǊ ŦƛƭŜ ǘȅǇŜΣ ŀ ōƛƴŀǊȅ ƘŜŀŘŜǊ ǎƛƎƴŀǘǳǊŜ 

can be almost anything, and the person or entity that originates the file structure/type gets to 

choose it.  More on that to come. 

 

Step 2: Unpack the Archive 

Open the zip file and extract (unzip) its contents to a convenient location on your machine.   

The zip file should hold the seven files listed below: 

       Name              File Type   

1. GBA.doc      Word Document 

2. GBA.docx      Word Document 

3. GBA.htm      Web Page 

4. GBA.pdf      Adobe PDF 

5. GBA.rtf      Rich Text Format 

6. GBA.txt      Text 

7. GBA.eml      E-mail 

 

Remember where you stored these extracted files. 

 

Step 3: Exploring the Contents of the Archive 

Six of these files hold precisely the same famous text, but each in their own unique encoded way.  

The seventh, an e-mail, also holds the text, but encoded as both an image and attachment.  

One-by-one, load each file except GBA.eml into the Online HexDump Utility, 

http://www.fileformat.info/tool/hexdump.htm, (or the hex viewer of your choice) and explore 

ŜŀŎƘ ŦƛƭŜΩǎ ƘŜȄ ŀƴŘ !{/LL ŎƻƴǘŜƴǘΦ  bƻǿΣ please answer the following questions about the files: 

Exercise 5C: Encoding Anomalies 

1. Who is the famous author of the text? _________________________________________ 

2. As you go through each file, can you identify any date or time values in the body of the file 

(e.g., application metadata values like Creation Date, Last Modified Date, Date Last Printed 

or the like)?  

_____________________________________________________________________ 

https://en.wikipedia.org/wiki/Phil_Katz
http://www.fileformat.info/tool/hexdump.htm
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3. Which, if any, of these files do not show the famous text as human-readable text anywhere in 

the ASCII Text column? ___________________________________________________ 

4. What are the first four hex values seen in the file GBA.doc?   ________________________ 

5. Do you note anything striking about the file GBA.txt in terms of its file signature? 

_______________________________________________________________________ 

 

Base64 

Internet e-mail was born in 1971, when a researcher named Ray Tomlinson sent a message to 

ƘƛƳǎŜƭŦ ǳǎƛƴƎ ǘƘŜ άϪέ ǎƛƎƴ ǘƻ ŘƛǎǘƛƴƎǳƛǎƘ ǘƘŜ ŀŘŘǊŜǎǎŜŜ ŦǊƻƳ ǘƘŜ 

ƳŀŎƘƛƴŜΦ ¢ƻƳƭƛƴǎƻƴ ŘƛŘƴΩǘ ǊŜƳŜƳōŜǊ ǘƘŜ ƳŜǎǎŀƎŜ ǘǊŀƴǎƳƛǘǘŜŘ ƛƴ 

that historic first e-mail but speculated that it was probably 

ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ άǉǿŜǊǘȅǳƛƻǇΦέ  {ƻΣ ƴƻǘ ŜȄŀŎǘƭȅΣ άMr. Watson, come 

here. I need youΣϦ ōǳǘ ǘƘŜƴΣ ¢ƻƳƭƛƴǎƻƴ ŘƛŘƴΩǘ know he was changing 

the world.  He was just killing time.  

Also, back when the nascent Internet consisted of just four university 

research computers, UCLA student Stephen Crocker originated the 

ǇǊŀŎǘƛŎŜ ƻŦ ŎƛǊŎǳƭŀǘƛƴƎ ǇǊƻǇƻǎŜŘ ǘŜŎƘƴƛŎŀƭ ǎǘŀƴŘŀǊŘǎ όƻǊ άǇǊƻǘƻŎƻƭǎέ 

ƛƴ ƎŜŜƪ ǎǇŜŀƪύ ŀǎ ǇǳōƭƛŎŀǘƛƻƴǎ ŎŀƭƭŜŘ άwŜǉǳŜǎǘǎ ŦƻǊ /ƻƳƳŜƴǘǎέ ƻǊ wC/ǎΦ ¢ƘŜȅ ǿŜƴǘ Ǿƛŀ ¦Φ{Φ Ǉƻǎǘŀƭ 

mail because there was no such thing as e-mail. Ever after, proposed standards establishing the 

format of e-mail were promulgated as numbered RFCs.  So, when you hear an e-discovery vendor 

ƳŜƴǘƛƻƴ άwC/ронн ŎƻƴǘŜƴǘΣέ ŦŜŀǊ ƴƻǘΣ ƛǘ Ƨǳǎǘ ƳŜŀƴǎ Ǉƭŀƛƴ ƻƭΩ Ŝ-mail. 

An e-mail is as simple as a postcard.  Like the back-left side of a postcard, an e-mail has an area 

called the message body reserved for the user's text message. Like a postcard's back right side, we 

devote another area called the message header to information needed to get the card where it's 

supposed to go and to transmittal data akin to a postmark.  

We can liken the picture or drawing on the front of our postcard to an e-mail's attachment.  Unlike 

a postcard, we must convert e-mail attachments to letters and numbers for transmission, enabling 

an e-mail to carry any type of electronic data τ audio, documents, software, video τnot just pretty 

pictures.  

The key point is that everything in any e-mail is plain textΣ ƴƻ ƳŀǘǘŜǊ ǿƘŀǘΩǎ ŀǘǘŀŎƘŜŘΦ  

And by plain text, I mean the plainest English text, 7-bit ASCII, lacking even the diacritical characters 

required for accented words in French or Spanish or any formatting capability.  No bold.  No 

underline.  No italics.  It is text so simple that you can store a letter as a single byte of data.  
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The dogged adherence to plain English text stems in part from the universal use of the Simple Mail 

Transfer Protocol or SMTP to transmit e-mail.  SMTP only supports 7-bit ASCII characters, so sticking 

with SMTP maintained compatibility with older, simpler ǎȅǎǘŜƳǎΦ  .ŜŎŀǳǎŜ ƛǘΩǎ Ƨǳǎǘ ǘŜȄǘΣ ƛǘΩǎ 

compatible with any e-mail system invented in the last 50 years.  Think about that the next time 

ȅƻǳ ŎƻƳŜ ŀŎǊƻǎǎ ŀ ŦƭƻǇǇȅ Řƛǎƪ ƻǊ /5 ŀƴŘ ǿƻƴŘŜǊ Ƙƻǿ ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ ǊŜŀŘ ƛǘΦ 

How do you encode a world of complex digital content into plain text without losing anything? 

The answer is an encoding scheme called Base64, which substitutes 64 printable ASCII characters 

(AςZ, aςz, 0ς9, + and /) for any binary data or for foreign characters, like Cyrillic or Chinese, that 

can be represented by the Latin alphabet. 

Base64 is brilliant and amazingly simple.  Since all digital data is stored as bits, and six bits can be 

arranged in 64 separate ways, you need just 64 alphanumeric characters to stand in for any six bits 

of data. The 26 lower case letters, 26 upper case letters and the numbers 0-9 give you 62 stand-ins. 

Throw in a couple of punctuation marksτsay the forward slash and plus signτand you have all the 

printable ASCII characters you need to represent any binary content in six-bit chunks. Though the 

encoded data takes up roughly a third more space than its binary source, now any mail system can 

hand off any attachment.  Once again, ƛǘΩǎ ŀƭƭ Ƨǳǎǘ ƴǳƳōŜǊǎΦ 

Exercise 5D: Exploring Base64 

In this exercise, we will open the e-mail GBA.eml in a plain text viewer and locate its Base64-

encoded content.  If you are using a Windows machine, you can use Notepad as your text viewer; 

else, you can use the free application at http://www.rapidtables.com/tools/notepad.htm .   

 

Step 1: Open the File in the Text Viewer 

Returning to the seven files you extracted from the GBA.zip archive, find the file named GBA.eml 

and, using the commands, File>Open, open the file in your preferred plain text viewer.  Once visible, 

scroll down until you see this block of data:  

 

--089e0118431ed478e705164be95e-- 

--089e0118431ed4790705164be960 

Content-Type: image/gif; name="GBA.gif" 

Content-Disposition: attachment; 

filename="GBA.gif" 

Content-Transfer-Encoding: base64 

X-Attachment-Id: f_i9suf1i90 

 

Now, look at the gibberish text that follows, all the way until the end of the message.  What you 

are seeing is a .gif image fileτa drawing--ǘƘŀǘΩǎ ōŜŜƴ ƴǳƳŜǊƛŎŀƭƭȅ ŜƴŎƻŘŜŘ ǘƻ ōŜ ŀōƭŜ ǘƻ ǘǊŀǾŜǊǎŜ 

This snippet tells the recipient system that 

the attachment data is encoded in base64 

and that it should be interpreted as a GIF 

image file named GBA when decoded.  

The first two lines are boundaries 

signaling where sections of the message 

begin and end. 

http://www.rapidtables.com/tools/notepad.htm
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the network as an e-mail attachment.  Note that the entirety of the data preceding the end 

boundary of the message: ==--089e0118431ed4790705164be960τ are composed of 64 

characters: the 26 lower case letters, 26 upper case letters, the numbers 0-9 and the forward slash 

and plus sign.31F

57 

 

The Base64-encoded content you see should begin: 

 
R0lGODlhGQNOAXAAACH5BAEAAMcALAAAAAAZA04BhwAAAKy3wtDOzlJ7ocnHx8/Nza+np8nGxs7K 
yj1qk4mFhcHAwM7MzLSysjszM46KisTBwcbDw6ekpDhhh4WCgri2ts3Ly7y6uo6MjDIyMqCensjG  
xp6cnC4uLjhhhjNafBUSEoaEhMrIyK+srF5eXnt5eba0tMzKyq6rq1BOTjNZezVcf0E+PsbExKin  
p1RUVGNgYLCtrcC9vZKQkDVbfjtmjYN/f8vJybe1tVdXV7q4uGRfXzpliz9tlrSwsMvIyNDNzc7L  
y8PDw83MzMzLy0Bwm0BAQM/MzNDMzMvLy8jIyGlaWkFxnJCQkNHNzdLMzN+/v9HOzq6urgoKCtTJ  
yc/Pz8XCwru7uzs6OjAvL2tpaQ4ODjk4OHd2drq1tW9fXxISEgcHBykoKF1bWwQEBBUVFTQzM6qh  
oScmJiAfH83KyiUkJB0dHU1NTTo5OYSCgtHMzA8PD8vKyrOzs8O/v8fExAgICFdUVElISG5ubpCP  
jz08PAkJCU5NTRYWFlJRUREQEL+/v4yKioF/fxoaGjExMRAQECEhIaCfn2FfXwICAoaFhaupqXt6  
elhWVh8fH3JxcVtaWp6dnaCgoD89PQMDA8C8vFhXV4SDg3Z0dA0NDScnJ0dHRykpKR4eHiUlJUNC  
Qjg2Njc2Ni8vLzg3NxkZGW9ubmlpaYiGhkZFRSckJGxra1xbW0FAQCUiIhEREQ8MDAYGBp+ennNz  
c3JwcEVDQwEBAaimpo+OjjIxMRsbGyQjIz8/P19dXTw6Ojw8PJ2ammZlZW9tbTc3N2hoaBQUFJGP  
jwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 
 

ΧŀƴŘ ŎƻƴǘƛƴǳŜ ŦƻǊ ŀƴƻǘƘŜǊ ооо ƭƛƴŜǎ ƻŦ ōŀǎŜсп-encoded information. 

Takeaway: The different ways in which data is encodedτand the different ways in which collection, 

processing and search tools identify the multifarious encoding schemesτlie at the heart of 

significant challenges and costly errors in e-ŘƛǎŎƻǾŜǊȅΦ  LǘΩǎ Ŝŀǎȅ ǘƻ ŘƛǎƳƛǎǎ ǘƘŜǎŜ ŦǳƴŘŀƳŜƴǘŀƭǎ ƻŦ 

information technology as too removed from litigation to be worth the effort to explore them; but, 

understanding encoding, binary signatures and the role they play in collection, indexing and search 

will help you realize the capabilities and limits of the tools you, your clients, vendors and opponents 

use.   

¢ƻ ǘƘŀǘ ŜƴŘΣ ǿŜΩǊŜ Ƨǳǎǘ ƎŜǘǘƛƴƎ ǎǘŀǊǘŜŘΦ 

 

 
57 Turning all that binary data into alphanumeric data has a dark side in e-discovery reminiscent of those apocryphal 

monkeys at typewriters who will, in the fullness of infinite time, type Shakespeare's sonnets. Trillions of seemingly 

random alphabetic characters necessarily form words by happenstance--including keywords searched in discovery.  

Very short keywords occur in Base64 with alarming frequency. If the tools employed in e-discovery treat encoded 

base64 attachments as text, or if your search tool doesnϥǘ ŘŜŎƻŘŜ ōŀǎŜсп ŎƻƴǘŜƴǘ ōŜŦƻǊŜ ǎŜŀǊŎƘƛƴƎ ƛǘΣ ŦŀƭǎŜ ƻǊ άƴƻƛǎŜέ 

hits may prove a significant problem. 
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 Exercise 6: Encoding: Running the Bases  
 

All ESI is encoded, so success in electronic discovery often depends upon the ability to 

extract intelligible text from encoded forms to facilitate search and review.  Each of the following 

questions for you to answer is encoded in a common digital format.  The first question is in binary 

(base2), the second is in hex (base16) and the third is in base64.  Decode each to find the three 

questions you must answer in this exercise.  Again, decode each to find the question, then answer 

the three questions.  

GOALS: The goals of this exercise are for the student to: 

1. Decode each of three questions encoded in various ways: and 

2. Answer the questions posed in the decoded text.  You will submit these answers in Canvas. 

 You are encouraged to use free online tools32F

58 and solicit help as needed, with the proviso that you 

must be prepared to demonstrate your solutions to the problems.  The tasks should take no more 

than about 15-30 minutes. The exercise has five parts (Questions 1-5). Answer and submit 

responses to all five. 

Lathw¢!b¢Υ tƭŜŀǎŜ ŘƻƴΩǘ ǘǊȅ ǘƻ ŘŜŎƻŘŜ ǘƘŜǎŜ ōȅ ƘŀƴŘ (an electronic version of the text can be 

found at http://www.craigball.com/runningbases2021.txt).  And remember: Google and Wikipedia 

are your friends! 

Question 1: Easy 

01010100 01101000 01100101 00100000 01010011 01110101 01101101 01100101 01110010 01101001 01100001 
01101110 00100000 01100001 01100010 01100001 01100011 01110101 01110011 00100000 01101001 01110011 
00100000 01110100 01101000 01100101 00100000 01100110 0110 1001 01110010 01110011 01110100 00100000 
01101011 01101110 01101111 01110111 01101110 00100000 01110000 01101000 01111001 01110011 01101001 
01100011 01100001 01101100 00100000 01101001 01101110 01110011 01110100 01110010 01110101 01101101 

 
58 Examples:   
Binary decoders: 
http://www.roubaixinteractive.com/PlayGround/Binary_Conversion/Binary_To_Text.asp 
https://paulschou.com/tools/xlate/  
http://nickciske.com/tools/binary.php  
Hex decoders:  
http://www.convertstring.com/EncodeDecode/HexDecode 
http://www.unit -conversion.info/texttools/hexadecimal/ 
http://bin -hex-converter.online-domain-tools.com/ 
Base64 decoders: 
http://codebeautify.org/base64-to-image-converter  
https://onlineimagetools.com/convert-base64-to-image  
http://www.freeformatter.com/base64-encoder.html  
 
 

http://www.craigball.com/runningbases2021.txt
http://www.roubaixinteractive.com/PlayGround/Binary_Conversion/Binary_To_Text.asp
https://paulschou.com/tools/xlate/
http://nickciske.com/tools/binary.php
http://www.convertstring.com/EncodeDecode/HexDecode
http://www.unit-conversion.info/texttools/hexadecimal/
http://bin-hex-converter.online-domain-tools.com/
http://codebeautify.org/base64-to-image-converter
https://onlineimagetools.com/convert-base64-to-image
http://www.freeformatter.com/base64-encoder.html
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01100101 01101110 01110100 00100000 01100110 01101111 01110010 00100000 01110100 01101000 01100101 
00100000 01110000 01110101 01110010 01110000 01101111 01110011 01100101 00100000 01101111 01100110 
00100000 01100011 01100001 01110010 01110010 01111001 0110 1001 01101110 01100111 00100000 01101111 
01110101 01110100 00100000 01100011 01101111 01101101 01110000 01110101 01110100 01100001 01110100 
01101001 01101111 01101110 00101110 00100000 00100000 01001001 01110100 00100000 01100010 01101111 
01110010 01100101  00100000 01101100 01101001 01110100 01110100 01101100 01100101 00100000 01110010 
01100101 01110011 01100101 01101101 01100010 01101100 01100001 01101110 01100011 01100101 00100000 
01110100 01101111 00100000 01110100 01101000 01100101 00100000 01101101 011 01111 01100100 01100101 
01110010 01101110 00100000 01000011 01101000 01101001 01101110 01100101 01110011 01100101 00100000 
01100001 01100010 01100001 01100011 01110101 01110011 00101100 00100000 01110100 01100001 01101011 
01101001 01101110 01100111 0010000 0 01110100 01101000 01100101 00100000 01100110 01101111 01110010 
01101101 00100000 01101111 01100110 00100000 01100001 00100000 01100110 01101100 01100001 01110100 
00100000 01110011 01110101 01110010 01100110 01100001 01100011 01100101 00101100 00100000 01 110011 
01110101 01100011 01101000 00100000 01100001 01110011 00100000 01100001 00100000 01110011 01110100 
01101111 01101110 01100101 00100000 01110100 01100001 01100010 01101100 01100101 01110100 00100000 
01101001 01101110 01100011 01101001 01110011 011001 01 01100100 00100000 01110111 01101001 01110100 
01101000 00100000 01110000 01100001 01110010 01100001 01101100 01101100 01100101 01101100 00100000 
01101100 01101001 01101110 01100101 01110011 00101100 00100000 01100001 01101110 01100100 00100000 
01110000 0 1100101 01100010 01100010 01101100 01100101 01110011 00100000 01110101 01110011 01100101 
01100100 00100000 01100001 01110011 00100000 01100011 01101111 01110101 01101110 01110100 01100101 
01110010 01110011 00100000 01110100 01101111 00100000 01110100 01110 010 01100001 01100011 01101011 
00100000 01110001 01110101 01100001 01101110 01110100 01101001 01110100 01101001 01100101 01110011 
00101110 00100000 00100000 01010100 01101000 01100101 00100000 01010011 01110101 01101101 01100101 
01110010 01101001 01100001 01101110 01110011 00100000 01101101 01100001 01100100 01100101 00100000 
01110011 01101001 01100111 01101110 01101001 01100110 01101001 01100011 01100001 01101110 01110100 
00100000 01100011 01101111 01101110 01110100 01110010 01101001 01100010 01110101 0111 0100 01101001 
01101111 01101110 01110011 00100000 01110100 01101111 00100000 01101101 01100001 01110100 01101000 
01100101 01101101 01100001 01110100 01101001 01100011 01110011 00100000 01100001 01101110 01100100 
00100000 01100001 01110010 01100101 00100000  01100011 01110010 01100101 01100100 01101001 01110100 
01100101 01100100 00100000 01110111 01101001 01110100 01101000 00100000 01100010 01100101 01101001 
01101110 01100111 00100000 01110100 01101000 01100101 00100000 01100110 01101001 01110010 01110011 
01110100 00100000 01110100 01101111 00100000 01110101 01110011 01100101 00100000 01110011 01111001 
01101101 01100010 01101111 01101100 01110011 00100000 01110100 01101111 00100000 01110010 01100101 
01110000 01110010 01100101 01110011 01100101 01101110 0111010 0 00100000 01100111 01110010 01101111 
01110101 01110000 01110011 00100000 01101111 01100110 00100000 01101111 01100010 01101010 01100101 
01100011 01110100 01110011 00100000 01110100 01101111 00100000 01100011 01101111 01101101 01101101 
01110101 01101110 01 101001 01100011 01100001 01110100 01100101 00100000 01101100 01100001 01110010 
01100111 01100101 00100000 01101110 01110101 01101101 01100010 01100101 01110010 01110011 00101110 
00100000 00100000 01010100 01101000 01100101 01111001 00100000 01100001 011001 00 01101111 01110000 
01110100 01100101 01100100 00100000 01100001 00100000 01100011 01101111 01110101 01101110 01110100 
01101001 01101110 01100111 00100000 01110011 01111001 01110011 01110100 01100101 01101101 00100000 
01100010 01100001 01110011 01100101 0 1100100 00100000 01101111 01101110 00100000 01110100 01101000 
01100101 00100000 01101110 01110101 01101101 01100010 01100101 01110010 00100000 00110110 00110000 
00101100 00100000 01110111 01101000 01101001 01100011 01101000 00100000 01100111 01100001 01110 110 
01100101 00100000 01110101 01110011 00100000 01110100 01101000 01100101 00100000 01110011 01101001 
01111000 01110100 01111001 00101101 01101101 01101001 01101110 01110101 01110100 01100101 00100000 
01101000 01101111 01110101 01110010 00101100 00100000 01110011 01101001 01111000 01110100 01111001 
00101101 01110011 01100101 01100011 01101111 01101110 01100100 00100000 01101101 01101001 01101110 
01110101 01110100 01100101 00100000 01100001 01101110 01100100 00100000 01110100 01101000 01100101 
00100000 0110 1110 01101111 01110100 01100001 01110100 01101001 01101111 01101110 00100000 01110011 
01111001 01110011 01110100 01100101 01101101 00100000 01110101 01110011 01100101 01100100 00100000 
01110100 01101111 00100000 01110000 01101100 01101111 01110100 00100000  01110000 01101111 01101001 
01101110 01110100 01110011 00100000 01101111 01101110 00100000 01110100 01101000 01100101 00100000 
01100111 01101100 01101111 01100010 01100101 00101100 00100000 01100001 01101100 01110011 01101111 
00100000 01110101 01110011 011 00101 01100100 00100000 01110100 01101111 00100000 01100100 01100101 
01101110 01101111 01110100 01100101 00100000 01101100 01100001 01110100 01101001 01110100 01110101 
01100100 01100101 00100000 01100001 01101110 01100100 00100000 01101100 01101111 0110111 0 01100111 
01101001 01110100 01110101 01100100 01100101 00100000 01110110 01100001 01101100 01110101 01100101 
01110011 00100000 01100101 01101101 01100010 01100101 01100100 01100100 01100101 01100100 00100000 
01101001 01101110 00100000 01110100 01101000 01 100101 00100000 01000101 01011000 01001001 01000110 
00100000 01100100 01100001 01110100 01100001 00100000 01101111 01100110 00100000 01110011 01101101 
01100001 01110010 01110100 01110000 01101000 01101111 01101110 01100101 00100000 01110000 01101000 
011011 11 01110100 01101111 01100111 01110010 01100001 01110000 01101000 01110011 00101110 00100000 
00100000 01010100 01101000 01100001 01110100 00100000 01100111 01100101 01101111 01101100 01101111 
01100011 01100001 01110100 01101001 01101111 01101110 00100000 0 1100100 01100001 01110100 01100001 
00100000 01101101 01100001 01101011 01100101 01110011 00100000 01000111 01010010 01000101 01000001 
01010100 00100000 01100101 01110110 01101001 01100100 01100101 01101110 01100011 01100101 00101110 
00100000 00100000 01010 100 01101000 01100001 01101110 01101011 00100000 01111001 01101111 01110101 
00101100 00100000 01010011 01110101 01101101 01100101 01110010 01101001 01100001 01101110 01110011 
00100001 00001101 00001010 00001101 00001010 01010001 01110101 01100101 01110011 01110100 01101001 
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01101111 01101110 00111010 00100000 01010111 01101000 01100001 01110100 00100000 01101001 01110011 
00100000 01110100 01101000 01100101 00100000 01100010 01100001 01110011 01100101 00101101 00110110 
00110000 00100000 01110011 01111001 01110011 01110100 0110 0101 01101101 00100000 01101111 01110010 
01101001 01100111 01101001 01101110 01100001 01110100 01100101 01100100 00100000 01100010 01111001 
00100000 01110100 01101000 01100101 00100000 01010011 01110101 01101101 01100101 01110010 01101001 
01100001 01101110  01110011 00100000 01100011 01100001 01101100 01101100 01100101 01100100 00111111  

 

ANSWER:____________________________________________________________________ 

Question 2: Harder 

54 68 65 20 66 61 6d 65 64 20 45 6e 67 6c 69 73 68 20 70 6f 65 74 20 61 6e 64 20 6e 6f 74 6f 72 69 
6f 75 73 20 70 6c 61 79 62 6f 79 2c 20 4c 6f 72 64 20 42 79 72 6f 6e 2c 20 68 61 64 20 61 20 64 61 
75 67 68 74 65 72 20 68 65 20 61 62 61 6e 64 6f 6e 65 64 2 0 61 66 74 65 72 20 66 69 76 65 20 77 65 
65 6b 73 2e 20 20 53 68 65 20 77 61 73 20 72 69 67 6f 72 6f 75 73 6c 79 20 65 64 75 63 61 74 65 64 
20 69 6e 20 6d 61 74 68 20 61 6e 64 20 73 63 69 65 6e 63 65 2c 20 65 78 74 72 61 6f 72 64 69 6e 61 
72 79 20 66 6f 72  20 61 20 77 6f 6d 61 6e 20 69 6e 20 74 68 65 20 65 61 72 6c 79 20 31 39 74 68 20 
63 65 6e 74 75 72 79 20 62 75 74 20 69 6e 74 65 6e 64 65 64 20 74 6f 20 64 69 73 74 61 6e 63 65 20 
68 65 72 20 66 72 6f 6d 20 74 68 65 20 6c 69 62 65 72 74 69 6e 65 20 69 6e 63 6c 69 6e 61 74 69 6f 
6e 73 20 6f 66 20 68 65 72 20 70 61 70 61 2e 20 20 53 68 65 20 6d 65 74 20 6d 61 74 68 65 6d 61 74 
69 63 69 61 6e 20 61 6e 64 20 69 6e 76 65 6e 74 6f 72 20 43 68 61 72 6c 65 73 20 42 61 62 62 61 67 
65 20 61 74 20 61 20 64 69 6e 6e 6 5 72 20 70 61 72 74 79 20 69 6e 20 31 38 33 33 20 77 68 65 72 65 
20 42 61 62 62 61 67 65 20 73 68 6f 77 65 64 20 68 65 72 20 61 20 70 72 6f 74 6f 74 79 70 65 20 6f 
66 20 68 69 73 20 64 69 66 66 65 72 65 6e 63 65 20 65 6e 67 69 6e 65 2c 20 74 68 65 20 66 69  72 73 
74 20 61 75 74 6f 6d 61 74 69 63 20 63 61 6c 63 75 6c 61 74 6f 72 2e 20 20 49 6e 20 31 38 34 33 2c 
20 73 68 65 20 70 75 62 6c 69 73 68 65 64 20 61 6e 20 61 72 74 69 63 6c 65 20 66 6f 72 20 53 63 69 
65 6e 74 69 66 69 63 20 4d 65 6d 6f 69 72 73 20 69 6e 20 77 68 69 63 68 20 73 68 65 20 69 6e 63 6c 
75 64 65 64 20 64 65 74 61 69 6c 65 64 20 69 6e 73 74 72 75 63 74 69 6f 6e 73 20 66 6f 72 20 73 65 
74 74 69 6e 67 20 74 68 65 20 42 61 62 62 61 67 65 20 64 69 66 66 65 72 65 6e 63 65 20 65 6e 67 69 
6e 65 20 7 4 6f 20 63 6f 6d 70 75 74 65 20 42 65 72 6e 6f 75 6c 6c 69 20 6e 75 6d 62 65 72 73 2e 20 
20 48 65 72 20 61 6c 67 6f 72 69 74 68 6d 20 61 6e 64 20 69 6e 73 74 72 75 63 74 69 6f 6e 20 73 65 
74 20 61 72 65 20 67 65 6e 65 72 61 6c 6c 79 20 72 65 67 61 72 64 65  64 20 61 73 20 6f 6e 65 20 6f 
66 20 74 68 65 20 66 69 72 73 74 20 70 75 62 6c 69 73 68 65 64 20 63 6f 6d 70 75 74 65 72 20 70 72 
6f 67 72 61 6d 73 2e 0a 51 75 65 73 74 69 6f 6e 3a 20 57 68 6f 20 77 61 73 20 74 68 69 73 20 72 65 
6d 61 72 6b 61 62 6c 65 20 65 61 72 6c 79 20 70 72 6f 67 72 61 6d 6d 65 72 3f 0a  

ANSWER:____________________________________________________________________ 

Question 3: Hardest 

Content - Type: image/gif; name="unicode.gif"  
Content - Disposition: attachment; filename="unicode.gif"  
Content - Transfer - Encoding: base64  
 
R0lGODlhgAG7AHAAACH5BAEAAP8ALAAAAACAAbsAh////+/v74yUlPfv94SEjGtrY+bm5lpjY729  
vc7W1vf/98XOzmtrc8W9xffv5t7e3nuEhJyclFpSWpScpaWlpUpCSsW9tUpSSntze2tze97v5kJC  
OlpaSrWttbWtpQgZEObm1vf3/zoxMc7e3q2trQAAALW1vZytpYyEhN7Fve/v3sXOvQicpTpCSjoQ  
SnuEa3u9a6U6UnM6GaUQUnMQGZzexa1a5t6c5kpapd5C5pxjQq0Z5q1atd6ctd5Cta0ZtXveOnuc  
OmtjGRBaWnveEHucEHtzc0pazkreEEoZhEoZzkqcEKWllGs6St7e1t7m5iEhGUJaGdbWxWve5ine  
5imc5hlaMRlapRla7xneMRkZpRkZ7xmcMRnvYxmtY0re5gje5gic5hnOYxmMY6WUlObF3rW9rXtC  
hHsQhKU6GXvva2sQUq29a6UQGUpaWt7Wva2tta3eOjopGa2cOq3eEK2cEJyUzjoxQjEIEEpa70rv  
Y0reMUoZpUoZ70qcMUqtYxAISkrOY0qMY2taWqWMa1Jrc5xrhK1ChK0QhM7O3nOElK3va4yEc973  
Ut73Gd73jDExMUpSOpyU7+8ZjO8ZOu8ZY+8ZEM4ZjM4ZOs4ZY84ZEJyMjHtrYxkpMd73va3mnHtr  
5u9r5u8Q5q1jEHsp5ntrte9rte8QtXsptYzmnHtK5s5r5s4Q5oxjEHsI5ntKtc5rtc4QtXsIta2t  
nK3m7+/OjO9ajO9aOu/OOu+UjO+UOu/OY+9aY+9aEO/OEO+UY++UEBlrEBlrhBlrzhnvEBkphBkp  
zhmtEFKtpUpSWozm787OjM5ajM5aOs7OOs6UjM6UOs7OY85aY85aEM7OEM6UY86UEBlKEBlKhBlK 
zhnOEBkIhBkIzhmMEFKMpZS15qW1vbW91mut3mvvpSnvpSmtpUqt3krvpQjvpWuM3mvOpSnOpSmM 
pUqM3krOpQjOpcXF1ntzhFprYxApWqVjY5TFnO/m5nOtpebe3kpKezpjWq2Mpeb3/3uMhP/v/wAA  
AAj/AAEIHEiwoMGDCBMqXMiwocOHECNKnEixosWLGDNq3Mixo8ePIEOKHEmypMmTKFOqXMmypcuX 
MGPKnEmzps2bOHPq3MmzJ0QFFYFWnAUgAL+HARIm9cmUoAIHJI5WRPCA5IMFSzkqUIEg60qhAPgp 
ILEQKFiCCxYMdOD1oZQNkO6ckAglAIEIDhEcQBgAA9mKCxAsfPD3YARIkCS0lUjYpooKDiwWEHww  
AN6MCDDg+/hAggaKD+BcVIAAEhQoIlZ0Yujg8J0PAgZuIjBwwSB+JKo+tIBhaYAEC8oAxbcgQdG0  
SVUscLJaBT8VV9UqiP55YICqVzcTfKAA39UH2QGA/1+g20naolelMGAQIEDazfhGWPi8qcUDsQVn  
VUgq1h5y8cCpkAhW0/33QFJO2LWfeOQVJQVW3zmFT1IHKrCAFGJJkYh21kUHgANPoDfdgwJihU8L  
aalwHIH4JJKAA+QtddYgETQYQIgHIiBCImepMEKDAJinW1pVQXceApx8dmFbKuBolIYIArndCmWs  
IIGB5wXghBRPuIfVcSvgQ0AyARRY1W8QSqkQARMAoIAcT3zpnhQyOsVBIm4CQAAGwH2ogQOQkFBd 
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QyscIABZZkBRABQLqCDBBZyMwEkFFRSgAAYVDAKFBn6RUYEEkCBg2yAlnOBPnghI8FgBUVk3GQbJ 
gP9awKcacCKBBHdc+GkFJJjx6SYiQEHCArYqNqsEFWjAARQERFbQIG0KFEABHFTAgAa3ipBMARsQ 
4MSttHICDgBQOFEBFAKsUICthEFxZQUY0DbQpXNVgEAEEkBQBgnrHpCVAmZ0UoAIuVXATwMcdEZp 
pZBE4IDAlSqwyboYaDBIC3dJgIFaBh3wqX17AsDJCS/gkQGeAl16xyCQpCVBAQU8YMEFyIajH7IR  
rNAbATBj4BQBtNnrQQUELOBBARhIUJVZAdw6WQvIFgBABJwE+gAkFVDA78t6VsABCedGgMAgST8w 
i7srbIBBbAxhsIlAUGQAic8TF5DBYmQUkFUEGxT/AAkcFkiAABT27iYBAxAoQIYEADAiAL4CeXAA  
Pw5IwDN3UPCDAThkZADALBmQEXSdZjDwgAhdpVzU5oxAILIiACRDLG2OD0JWqiR4NnWbDyBAwqac 
tAnJA1YixIFoAuV9lBy2gQOoexU8wIFxIiywMQAtaGABAyJLAMcBGcwySFEbkHBWAIyMeyUjMStQ  
QQYkdEKZm88kM/XGjNv2QDIjKJA5CRhwAiT48QAaVUAAE2DUIMygp0GMwCkpk8BcOPE4121OegVx 
wNpEJoBBFAAcf+OAYCJQABICYAH24oRqKECADTxQIA7YRGwGgYATKA0AHGAA2OaSMg/YL0gtuM4G 
/34DDk5k4AEVeKAUEECACtjmgQrwgOdgljsImDAAkADHWRLygjY5IHNSKMACOhGB+nBsXgVoEwDv 
JTUEOHF8V4KIzpZCAu4x4i6e+1w8HHApDHAiRJBAnxnIEBsyFMJXGdAbQcxgqQRgIB4yUgAnwsGI  
EyiAAHNJhhPEBYAXCKAC4QCAlUgAgaREIDazMQMkRrA5AGwAHqmaF0E44brk5XED4NiY+7QkgQS8 
oCoVMAMGBHOHB5ihEACwGwLA4YQTxEMgC4CAIt1ELwBcIJQRyEAEBkEABCAgREI55v2KtwClFUAK 
CoAEAIRpLrZgAALQ8qYTrqeAE4ysIApQwGSmZv9F140MiVJJGSPaRAB4xsN3/JDDA0mgzdg84A46  
M8Md4GCG1AmFADNEwFgKYMNuguOFQGECMoPkLyQugBERIAADEnAbADAgAiewV8wEUkcASCAeZgDH 
AyJQSylAgBP/QsgGAaDOBUzmDiTwZlsCV5Vw1CilAEiAE/fCgTM2JHAnoAoJ9uI41SBgAghowSkv  
kIADEIARmdscVGdRgA5AgqNSAQoCCjBPRhxgUCpg3QT8MVAAVCABk8odOPBFgkH0IzNA2USyOICB 
RD2hlatcASQSgQD25OmEkDjUCWYhgcdVQAVifIwCVvDZufGNU4b6QABUudNBgGMWiYiAz5xwl2T/  
zYsREogAowiQuwi8AAMrEMC/LCC1bKoAEicYxAWwdSA5AACACYACBAjgmc7eq1Zq2UTuCOAB4c7r 
YiRYJdh+B4cHlG9QkuRVy2x4r74cwAO5jR/VMqAzDVQgAnBo1UA8dQI8cG67jGAAAmahGzdJARIe  
iAB8CWivZPCLAd/6DME2sQGLQYACCPDAHTTAswGPYBPPlIIAxmTUAh8EA3gJgHPDuL9unqBOl6ql 
bALV2RWMj2gmXogKZLuxBIjGmwDIDAm0BLSqRBMOmwgAAkawAguckAQRcHBuAXCqIMEhALMoGkEc 
QBULqEVUz+UUBCBgvrG8YC4JSJ0KDvoAAWwi/wJKfmAE8MGPTZxgp215ANAEswKg2UMBOp0aP/Ax 
CydkYLoPVAFvN6EAf/BWySgWpWAcMAtGhJIgAUBgBDTwgEqGJQLx8EBAASAF0ViAgeHgrQcCUN6p 
BckMATgBCRhhHCcIYGOrrQpt8TLUgZiBBNwtCrBhOxYB6AYojMgAAcyggFj7hY8TSB8AyLA24RrT  
AWIiwAoKEoAJRCACD+AwnOvpl6M464TxyI35LKNkRpAADhqYxamkgFG86JkAGlC0+UgpAH+sgDKi  
W4A97vwhhJiBY7HRwJAV3U1uk0AKBVkBlCNAQLIs4AVWVcipRq0QsGzRIAFO1bhkORFOqg6CHf9P 
eT6peZCPE2tQly1JlfH58ZQT5Cgrb7OJa47ytWCyIYTkOD5JTnSE+EMocQ2KVspCEp5fRMk10kij  
Tg4TGC1GIk4vekSEsnKVOCHHCHmAE3iedZZ43CFlh0naMcL1oVO95w0R+kTOsvaFyN0kbUeIWWLe 
FI7c/e1DT3vdT7L3nQy+IWT3SdYPjxLGdz3vIkn82xfvkJn/RCN0P3niay75s6fsLHE9VXcyDsEA  
rODqBhGKlvAElJk/5bnz+/xBku4mpcLd6UcveFhYzncIelz0vTeLUFTQgIR0ne+Fn5frUz8Qjm+x  
8J53kwooQKdhwX3oarK55kfrFahEABzL8Uf/QBv9cbOIvspXkdG5r/8QD1Kd67mXZTvdhHOtz4sB  
igrAg/ix/I8fLebxJxD4UAAgFSSgUkyXNXN3IXsEMV4x53JSUxC9dXx5EoADEYCrdUIFwCFUpnmi  
RwZt0npuYgH2oHt85yxS4C/zUn6Wd4EwFHORIYKX5Sg+AwAWsAF3gBflJALRw10gwAAx+HZ+5FSF  
c4HRNxCnpDpjET2iVAFy4DMDiDVLA0MG4ytQ0CZKtgk6c2zIJxAtSBBbeBAx+IUO8S2Z8yHX0R4T  
IhDQkRQBoALtsTT44BzYRmfNNiFJIXpDAwAjcG8q0oZFgW1JsRX2YEjoMYjQQTnu4UADgQ8V/zAX  
BwIA3jGI3tFXAbCGn8cJBHAUk4iGmLhOjBMAGrCGnPACRwGIb9glb3gg1wEUaWiDyTJoAriGcegV  
6IOFE6IAYYQ8eFgUKmAPlGMPAZACycCKReEdaKgC2nEdGpAUvbiC+KAB5vaGR5F7C6AonxEJ8FYG 
j2EGz6EC8CMFP6R60Ug5vNI0cyGKSxMA9qAB/tAkRiGJisY2QOEBHFCMANAA0KFQjPBMaUQQHuAz 
C4APvpIUX+VXVsUWE6KIbhIAbJGG12GDkdIevhgiRdEeqfh3B1FJ/3gYFSACciMBpDEIEuAvjJAY  
pAUAm3AHLUMC1bIJjlIBb0UQB2YG/uCIUP9gOiyjN0kjhebSAu8TAJOyH78jAX0GCRuQRAORAOo0  
ELOwAVCjPUj5iAVEkgW2AHLQCbPgK4nxBIcRRwJRPMgiAgegAq+RVRUAlHqGLCQQK3JwAKACZ5iy 
SpzwAbZTACpAAi2wAYrhQVjzQm7CJm4kAcJCBlDQCQmQOxoDAAdwB0ozCJ3QWFADCbRBABwACeGw 
AJCgKUM2KR+wUoMAl1Y1NImhaFATe2TACBggGpxgOs9VAIOCARMgBRJQfw4wMA2DAB9AmVDQAr4j 
ARxAAI5yB0VTALdCPJQiAvTYkBKAMkUBCU9gBgeQKs4pMhMgFG4UjZxwFJxwGUCRNDJJGBj/wA8e 
YDp8qSjJIAcIsALJ4ISlhC8V0CaEkzE31HuBJwEkoB8AgAGeEwkTMC1WAgELUD4MADvmMgK2ZYML 
QF0B4ERvMmpDA5uEVBTeVAGJ8ALPhAEnsEERwB4LsAJyAA+Q4wR3IB5MGDkVMC9QECLBE0eDsKEF 
sAIXwDYCMUz4QEM2dQKMMFIDETgKcAGCIQJ1hhfV0zhWJDWOmBbJYgH2swJSpVMpGkZPoFDJlFyw 
I5spE0MTEDgagEJ98UByIGsXQFqiYUKidAf8QFoWQiwQYAEGI0Ukup+ZkQFzlUeS6EQA8KLJ5hQB  
UFUY4DPTwiuyFVec8HCMg4RSg0SghSec/7Ac8amb0jMurTlX8RA81lkQBQRFDSSJkHlXBBEJl6ZP  
DnUZPDVLnuM4AblOR5REbkSehUCb/cMocuBUxQgFD8QJvSFH1gIBmyIAM4QV4qIx37agZIFEbzEQ  
KFY2B/BAq1QQ/NBZWSZK3YkinoZitrNODGA9J9AyoGOD/qICjOgmTLkWq9FJn2Qcj2OcUGZV/8SI  
ayNDESeScRQJI4BRACAHSTEB8UJx4PoEUlAI+leMGEAG5YNBZXAA9gAFApEBExCjl0KjKjkBwqR/  
QdSo/uNtmxZHdyQQtElqEkBvE9OmUiM5VyMABOhB33ZpHzJELpVSEGshzOIxL2QGyWBXWf8hm50R 
UBsEruW0bYMQDlZCABSwCZKCJx7kbTY2LhEAOzO4rAJhBoqhJ/70TFUWCYKhAB3aFoQwngPhaaBm 
Bp5TOt9ier1ROtbzGaECBScAU4AiEBpgsqTXcvsZQLMDNDiEANhFSwnQAQ+goUD0BPc1LFDQAJbJ  
XFg0KB5ABlZyAhQgONS1ALnit2sTAdNZAfGALwe2AJ0DAMcFbJCAVxqzAuCWg3BwJYPwAiSwAScg 
ABmwAHAAmCLzYkizAtWzCUw7EKmiABIwAg7Qg7RBNqliBgtYQHEyCNDjK1J1ZyIQDtLZoALgRs0j  
STR6ixO7AnegT/HgPhMQGE2jFkODABT/VZso5CtGFQ/lBAAeMAhOIAfJQBskFBhnFACDcFBOxCZO  
oYliVwHg0E0EcABI1KbDMjId26P6S12xoxaDcHqDIAALwLeDYBzvSxUYMBkbALF5WT6rlVkjUCsE  
WACwIxTXSgYE8yXICrEbxLoL8DUvMwIcwA9gu1qDcGDfFj3B1ADhoGI05VaFsRCUxjFtBmQRMAIB  
QAJCfGuzsFqhpGgnFC8ECTRDNgEhgm8DoWga6g92sWkoRQD2YAbbVlEAYMQnoAKzQQBx8heZ8Wbg 
5LZ7Ily01UoB8AIEQAbh4A+y5V0DYX16FmpBFnvigRfgdklbLBgB0A9+scdFAWf48J9i/4y1d7QA  
/pBlEncdEDBMU8Mjy7RI4eAEZCEmqgoeqkkWxuYmspUbeIEPcAZAAgAHzXRCWYVUBUAAlhEvXqFn 
L+AB67Rt87IJ1ZFUs6ZleRwBKgAODZBpTgFABFAV4PY5apEAe9IVBHbIa9MeBSXHaMEz8UAYr2y+  
OxUvn7Fy1MYPbLUnJnYBVkUC2+Y7ALChMGUPDqPJ0/Gfp4QBeKIz2qYAtcREdtwQrjdz/ReP5ScU  
QeiCTnFuzUZlQCEWoucbzXducYV0Xsg0awEW+GF/HifReQJ5Cah670cQ4ict87J+Ex0WFEhNr4dp  
zfd28Vh/DSkQlENNYGMbriMW5Ud7l/9F0K7IbS+odw7N0tTEH+ezgifoAPgRGe0B0bJklh9ydF7h  
BDNFcmCRFVVG0FT2L3XiJuu3doWn0gzodjWXe2TIdPbXgcmH0ZOXeZyndyjXdlX2fA9t0Ayxd9C3  
ghbYhc4KeGXBRLD2gOz3EE53hBtt15OHeJAnVzBHkwtA0yaocWTNeIEH1ErogW5iect30ReokYjt  
dpRdgZlH0Y/de/EngmdneWeXeZ9ddFsEfKUNFOsn2ZTtLI2meW59eZeVd86y1iKd1vaZdEIx17O9  
0cJ3e1Um2lttn17ofFUmd/jxeH+N0Vgt1q5XeOenhApw2WXNclLBR4CtfNm91cAHg0b/KIPPN2pd  
Z4HC3dt7PXsah9bJp30uuHK/nXK27XvSLXfTzdfG197x/dq4Ld2ydNbsTX9lAd5eSNxvnaXywtb7  
nXqvDct5QgaAiQ+5sdeuHdho7d0LsMOYTXRBzHxlsX6YTXZc5gG+o7kQJxDmUeHEXXMOQAYcg+By 
WxYeUHwGsQL3dN4UsdmXJXFOjb4L4OF0DdYdl3eb3Ro7JxFOAGfkghAO4C2Id3JyUGD4ORBMXZ3s 
p9xE19d3fKhuMkj3PRAbEHuCJy3cQ+AMQW2UWU6FYQEk8NVkzeFFcSUWcAITnuFGZxCRpjqnssBU 
ftpcbeOzYD5k2LgIQUGy3cdgF9bXBpdPx6y7fP8cEa0xN8e1AJtQFaYMZx4ACa6ZMhZAAE5GW0es  
OJwrGJ87Ft87ECkQPKE8xJPu1iuguUO2CZPWAZugFhZwL4IhBR1ABuZzQrAuEAggOnbqiHiK12L9  
FN/mALYjNh/iAQSwGbU+ZJs+aUwk6XgQxjtVyr6DAGIyZDp9NQIRPBHAQIHxXAws5bcuGBbAjd9m  
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kLCODxbQAXCmM/p0B9FydFCRZA7wb7P+IUzkZOfxoehLALDejycg42GJBxDQjCm1GWZgAf/ZiBFA  
BkkhBdrlAOwMZ/deFcOihU3ziKTG6SPIY5g2tH3xOILhD2Yw67pIAhJPW7YcZC4mB/HwJ8ceADb/  
s2rfVoIFp2cSP23o7CYeIPPq4m1qwWXHvHsNoR/99gFIcwAKEA8TszEVUEpOmVveckCDwB5FhZcb  
5ikC4F8DAQItYCiBpJr4ogFCsQ8NExcvIAHMCzT7UQD0zjxkQEaBIgUV0AH4KVknIAfc44qDUIz4  
EgHB+XlkUzSDkIO5YgbxwAhkcjEUdRcbUAaDHwFnk5nQwp8CVABSJTaFXRBILTINkyuiA7UI4GQC  
eAcalKLJ0GcdtDFfswCJ8IQHAEk16j2zBAFkEESDcEB3EABkkAwEC++xkVJz9TsLSkZUKhAPIAcC  
kAhI00RP0PvcHpj4Ukp34KtzxQACsOnapCoV/9C+TmQr4YD3uAO5EyAHdnopZpUZ2V8BgHMXkGAP  
GJCDD1BCEgAOvdVYB+QoADGBQIEHFQqA21QgXCIADZ1UiFAAQwAoByw0BCBFhIAHEiDK4ZfQDCQV 
GE2exLgCgwYFkAAsIKghHAEJCgowVNBw0ImGsyQAUNHigcsFK0U8OQggacM3BUYAqEBCggAEQjEy 
IgAgggAAGE4oWDGLwwIGCAAwEhAhKxkIjA7AnMCJBAASDDAqiAAB6goACCo0VOAACkYJZrqScLCA 
BKQAnMABUJAC3IETGeYCKAhg1iASJCokGKQBACcIDFHexSeiYQE4ZyeQIbBiEBzRGCsgGJSMRP+B 
J/iKZnAi4UQA3PxW/GxIhhE/jMEj+F3AybAIJ2MBbCKA9jqBCJs0VNCAYQIACY8hQ9XgxCWADQsG  
mcf4wAKGeBEwNERQIAAAfnLgwDkgkUgSUYCTcLZSgJBkYLIvArrsaggfDh5oSDsC9FrBgwqKcvCl  
/CK67AGnVoiKjALyY8gnvnJSwETMKhiKOYwcGGQEBySABwAO8oMgnA1PAxKmB1p6qQASI2AkmQAG 
WcCkQcbzR6oXhwJgBf3uGMEx8i4DwIkCmtzAMwIQgGO/htQCQAABFMCABEMYiKCCRFjrKq140oyH 
JgRIeIITriK6C81IHvMLowBAamjBriZgpAD/Ejpp7DGfZknmBE7GU0ADl2aJCpwFrHwCgAA8QyCA  
/fxBCZ+/AJjNtRMYCcCJDJA784Cd7hCAnw3sO0CFBwioQLaXlOwJgpwaWoADAsBBQIMXwgEAkmQf  
w0oAvQgQgIwD7HNNRy6jfUC9hjYcBNoZd+UkAwEywE8CCgGQg6oOFPgsgALM2MRBAW7j84WsIoAQ 
qB+7+koA7hwVYQHuXhJBqgkK4Ckj3qSAhARwGkiEASlEPRIjnzATaj1DJSDwLajAGQSDPc0E8i4A  
8JGg18FgQkCCgZIB4AB3MZIKAwIewuCArCQoIDcVINGAjAoYgQI+KQxiQIIABBiEgBNk7Cor/0YU  
GQ2cdAlor4AKIIAxgk7AXmCBCgggQL6xK2AXIzKk3USCoLlUYBAGMFhAAgQKFIARBgiQw97HyLC5  
AnB6juDo5wrIYExQu3pBgqIinrGhBwZjdS4M7Cwq6Luc+GDMEszaaJAvCQj6OH4sqEBGvwg4ls0C  
uIsU3hEQrzztDRipIC1I1g7PwagAA9feAjjRb0eT/NlVAuCSuV2lA/geyGp/RHhABUfNCL4gCOJ5  
QG1GWrivIQfqxmCFS7OOYBABpP28SoiS2QSBZPy0h+gyrmcEOJxwgDJoJR7CwcjTgiYAipzEAUU7  
DpgWcAIJYKVlJznWAibgAGglJjFm8ECTFP9DoWMh4ASGSUAEzLAfFUzADAt4HT8UAAcSlGpGC4BD 
BCikAhKcwAIsAgAInqIBCi1AAwEwAwnCoYIMQIAETYqfGf5WpQiQYD97QkCTDDWLJmHRZQE4AQl8 
I5oEPEEDNXzMAkqiAARIUQVIPAG0FBMAKcziBA9IDHNWUMOXaPE0WlwAhZwwggd0r4csywkc3mhD 
J3RmBKOaxSObpAI/stGK5+FhDRWwgCvKEAET0CIWNcCJMd3uAaFaQahKmJMH9JBCK2AZskhghgS8 
pDMBaCUZAuAAEjwHABbYTyAVwMcFVNEeAEhiFk3Cwwg8QQpDcoITkFjDWL2rjXCgEAJmIcf/CWhA 
BVVcwCb384ATIABrAEjhCvuCkkaWbz/AJM5zjnVBl9ETg/bE5zzpqc/T2MQskNkE1/qJT4IW1CT8  
NGhCUYJQhRaUoQ3ZBPUs11CKVnSfFsXoBR+aUSBtlKAebagDsBZLjpb0PCZF6UU5qgBTkTSlL9Uo  
TBOqT5DG9KQyxWjt7vnSmiKPnz09CapwulOUAjWnJT2nSY260NMI9TRJRV5UDSpUhEL1pkNl6kGB  
mNKHzhOhCnDqefxR06WW1Ks8bZlHw1rP85T1oFKtqE5PCtSzwhUlVs3qTF220Z/G5ykoQRVzGOrR  
s1qAQEQFjBT+SdWrXrWuDnwASbcq1sfm/wRVvpHqLBCZE8HaVKovjKpO5cpW0eJnY+pzyJgA89WU 
aJFFx3LASTT71mPJ8KOQyUnagDTWnOCDAN9C1QOm6NODxnaubyXucUXFScQ6AAH4QK5BjStVfm6C 
hGPFCAIokNecjKpJ05XRTy2Lkfq1zAPQklJD+CFUoTqApilBwHSXKYAFOAEcZpIvQ/FhxbA6YQIk  
ldZJY6vP2GItvzcdhIMIgKqcHBgw2G0Ig0/DgE2ghBNluYttTRLCrtwJMmsV1ROj1SSwvvc8eG2s  
VjBQW8gkFXGPgTAypfbhecoXSDqcK4SdiqoA4PguLCLDkCRgrrC69IJSiEADXiZP51rAiv+kI0At  
c+KBCGhACtBaQQQiEA4QNIAEK/olJFbSlwj4kTgr84BZFIDkJjFiOKUKABnmElwOSCAslpviN81p  
qFvCeQFSYEAFMGeSB3ACARgQNJ/JwA/nRmA/ZpBCLyEBAVP50gnxRYAUKADdSCygA/jZDxIx0yR8 
XAQBjsbMcwKwAAtQIADzGdUHSEBCMlNICl4mcZab9AC+SKFJSC4zBiIAh39iJl5PCACVj5mCOXZJ  
BF+yDwL+6QQCnPaXBglAsCZwWguUOSNNckI4u/0UXb8k0uFQQGRI8Dk2+hgoFCCBBiTklPNkuQxm 
YMDiIhQBC/AjAA2AAydvCZQIdGABcsj/QJO6LUgnx/OvydZAIL2NKjPIQREpgNisIdPtUBW0AVVj  
gAYkEBEy4KMTDJDIE+RAAC0CbNawic4EoHBqSBAgYQ0hUchpwgi/aQ4KnJBAzRNWhtvBaBOBM9bI 
B9KQAHDAIggonQg6kO0T7ITpGGAAJ9yzAAf8FnjjQYn3wsGIC4BdKZGjss+aF5U4EaAxNDnBCuIR  
AEignAH+6HS58BGglw3iARFoQY8FYAaJHCDbz3lIynC2HxJAAdXXgZME7EGAmkPiAeCLwB06cBwA  
wKYjcYIDI2quOM2JOQEYKMABNSC2CezQICmEwvzSJgGpmItEhQjABtYmgSdQcBMVgIMH/+4zC5bT 
fgGHJgAHAoCBmm+gDBa4AOHiQSIRiyplBfhSBRigRfAFDgFitpm94pTpTqhMLeFPWTw8sIGEw4Ez  
MGLEHU4Aon/igwGFrgAGJsowCARnaSLgBxCpACMDEp/ZOBEYAdYhkb4oAKh4l+uoEX4gg2zJijt4  
gE24k1Z5Ga0DAChgDkbwMCfoBBU7C67gtRZYgPg7AGR6DxJoAfJyEBIYBADAFk4pCkrLiAFsiLFY  
PgTwAAjAGqx5AL4xg/T5JYIQlUiYANgZgdt4CU4YIveBAAvIALpbNd7gnrwQvgZjBIH4gETgAAIp  
AxcsCM0qCG+CBBlRgTu4C4gIh/d4H//O8IrOwwAz+Am1IIEqVBm2KUHbcIIH2ID9uI0CMLvRmAsQ  
rJNNeIsEawgVwIDH6DTvqRmzsMN167zYSJixaiXL4QSe8AoBuI8I6AcS8aMVYMMAWBC5wAir64tB  
4AczWMHyGbkFBIoU3D6RYZLGiIcmHDu9mMRjUQEJGAFHKZCIoZERUICJChZOUIQFuAM/sid/aYhl  
6AQKKKfMsAAJ0JW/ggwEEIEJmIUpHLkCwAuuKYAOYSKzgIL9IIAQ/AsyeIEAHLwKmIVOGAGe00YN  
0TIuEbYHAQBCiIfF6CUtkoINkJENiRQzuBOWOgnvSQASwMFWpJAAEIHf+ooKeIoUyID/yBKBCJAA  
CFiBKgTA4CgIWaQMngmeBLsDBaAJAbgDFQgPvzkAZNuAd3GAEQQMEYiHWYi3NmEVAeAEO9CMDNAf 
rYgNiCBHDJgFPLGNQAJAHfEa+BiN1jCYs1AE4Omlv1IBDMPIxvCMLkqGWQhFY1mA6CMDDhAAy5lD 
tLgQrVCEACCRrKgSNkzGyyGM1gAAr+GHmimIOJmAFVhBe+GE1lkVqOCkAjiAXvo7TDmOuMGHm3AM 
NuEKoGCSuoQKOFieXqoNfPKAkROAMhA0MkgEEZSxvOGbhqCyc4yAgBSBZBAAe9ga8ugQ5bEXYTOZ 
uTQgqySBHYGCROiHtJCA4BAAPkoO/8uhIKtMALYzDRVIGR3iuTgBBxI5gTIYhFgSkU+5gIjxnvoI  
h8EkATjAO4YAgetJAEiomSnMgKOpEt7jHhrZAG6UAiiYPihgF054gROwPALYhAywwyewB6RRH0gg  
g9ogjVuCGFY5AbGgIDNQD06BgPVLBgLgBz85i7gBgE5rDGFLhkIbNEbQBykggBcYDaoQjmZSHwwI  
De5hTnAYiAg4gOicCg7AACnYhM8ZzAi4AJjwxMEbuQp4gQYAGLlUgeDBgPTsRLnZls4oAH5YhgUx  
T4iwAJwZIFA0vOBhoHRZAW0hgf/Sjm4jgBV8GWF8j7wBOxrBgOAAkxUYiC1NKIXkiv8FiAdGSIAA  
aA18MAyFIUi24Qdfc1Gp+JkmMQNuLIoRUAG2gY9R6aMqmVMtY6AVIFQrUph4KDYVcKJLewm+UAkC 
4EZqg4AhYRuNUwsFYCCTIA7RODqMWAABeIHIAsW5iDfIAIcXYCYBSAR8MKdZ8LdSuaS0NAlegqKn 
uMAIGA4SeIFSgQPmWDSeEYCOm5r6YCOG8ABktA8SYA6FjIAUEg6JWABy8yMSOCZqY7m+eECgWJYy 
aJIVANTP6biXwIBWCoBXHJLVvAziIwNOYptHwkMNQIACQtdhahM1YpsHdAKseArDChTuEC7MAE8z  
0M9HwksLyBZwUIDTEwB8oLZSUQv/R1sAhsCH1XwXBVghMxgSBDCNlwBJBKAQK+qx+iBAnGq7F8Wq 
mP0xmSXVA6VZgqKULx20m+XZnvVZrFIAJygDKXArs/rZlGqpo00rc3UCEFPap4XaqJVaiiraqbXa  
q8XarNXajqJal9qlekq3AHittMKg2pmsrd0nU7ktru2qlrUnt6UotbWosEXbknqmmE0MsbWhgZoF  
e1gAJXueKhmOk2gbqIozaFwttf2qBTgmDIqttEGVTJrIzhChzhDZhiKOca0oJxA2FBsoyCCBkqCn  
U7OrfXKAuYMMKWAI4kixi+LcwbUoJIPblVIBRrukgtJchcIADHBalGLOBSCDwLug/7bZk9PAt83c  
wWJbJgzAS35agcm8qhtRXpOAHR3EPqLpigPgBBghAVIqAbxMKO/iqIgYkoSKrRX4AAttGRehKKvQ  
CqmJgGRIt4YSACRsqHmiwnXFqUJlx9y9IFe0KD9hyapBJoDhBGTbBAIOnYnovNsJgPDgmx47R6ES  
kfilEMIjiAIZCCiCS3MBAA+4HvmoQu5AoOvLCinQP3BwgKApgAoLgDWVkLM5DXsJBwtICNSFjBTE  
AH5QT6RQG7MA0JchluX1SS27HcwYCIUQWRLIHpYKUlGJiAh4HQHYPjLwisuqAEgIBzKwj8srmkfC  
DjmkN4zghHjgABlSC0ZcN9IAgP8TsAuxZOCG2A3e+LugUTiJYAz1GQSyGRJ8W4kV9orlq5oWWQEN  
2IT9wIcNkJbGEBq6IACtywvOeIGbQKbdFQ0ZxD4zGcLC4A8AcICIiIfX0Zs2SwhX3d0uKYDyGCbW  
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4QQocBfNUqLOS4CiuJ3NgN5ZKAG+ERHaSyhGgAAeyg9wCF4EiIcCsFO1WQAP6ATqO47TO4Ea5aSI 
SAQ7Yw4VOIAS+K4XKgABUAFZO2URSIQa9ZhMDclsewGpAI2D8JsFkKKVxL4FkBYr7hsEqJtwoq5B  
yLIWwMwOwTlXdABImIDxIxGAxohtRglhQxGikYpiahNp+RKgQwAOCAcPuAlHQYD/A+gIem6BBiA8  
EkBGyOAEwxsEPJOAHKqARDaYiqGJGQEPLYGEgOREv+EAOBDL6ECAdQGMNCMABniItBhAUnqUdTUD 
KOAaKWAStgmAD9Ch3T2OMErlySwQqSEN3HgVDgCHglAEl5wAATgALzk14FAc/auNRgKf2pBBODCD 
RAYHj6SItBiEBDC+UaKKDUgAoDs+Qcu94mEVKoMEU7wXOfG5LPKZqkBcevocCb4DEgjHlxjAiJAD  
cKDoEmQ+DJADkNwAtyuAO8AAKIiYxxwb/MAAEUhPl8iP73CCCBAoBRA+9nOf76CQxDwINpkAfGgU  
KAiPx9hmDsg/KAgHfNspB3gL/+ygQQ9rCAtY0pdgnXIBwTgRDVXhxmORA6JZ5vcgGK9wgAHkmwP9  
HEYov43gBM3mbD60F2HECGxhFcMAlA4cgRoZoABITo+JCrtBjwJZTZ6IAMuoD0hIZZyBjCJMhuAs  
gCO6gwQ4YwW4A5YhA4T7pQ9ggDpTz2BsklkoBFYJYhrkCkhp48HhCuYcgeDApduAgqgJlr8Iydr4  
lUHohMb15YYAH0+2nDvgh+tMkizSQeHoQqDgvWxbvvHA59VkFdw2DyJJFtFgRZDKCT/xDNm2DzZK  
hohYksWxC5+xD3/zN0csAKyg8gjJvunkgAY4AUXAB9LWj05DbaaTAw0AmHKOBP90K49B+Bth2+YA  
6ITw4Arh4AQpLonI5gd8EK0DODWuIAD1xY39cC/ABMzD5AlG2GFRga5xgTPyePMIIAMogISv0DpV  
RAtuEVtQBADR2ApPDoBZEN6zYARWaQ3EYalO6IgHkAKMdoIX3EEGqF8O0IALKJWDqB8MgIBZiAcr 
PiIzcQLnM4NkcIL7U4FOQNM1fJdgJJFwIJGWuklRKYyQiAcnQHEP3gS9SBhqX5hgDBdXrwDjjiy4  
3IAHOSYFUHQDf5edFhULeEGSTEMRKRX12E2GCJY5hBkCAQ8DnOk8/PG8KTbG2DoASIbpbRkVIANb 
7xvorMe7yQ/Z8wB24eKHYB3/hoaYmgHFZU+4h0iA29njIe2LHeYeLma6CpgAm0mAF8g9u2GAxuA6  
q2EdmxuNCB1A/WGd8klsitZfB6hi+9aLjQu04dBPBIIcmgiVQTAMuijMnMXscHIzt9iECbjHEXjE  
sziBvoEAvolLDBgBLWPXdDmWT+dAL8kA+VEBTtCAMqhCuG7EGQsABtAQuzmAAumETbiAM/ploanD 
tqca4HiBJ1jDCcVjM+EWO8zQF7ivVfFImkiAtMA37Pp0xHGLEdgEnkCKcFkJJ5Dfoh8Ou4kZy4oI  
AjhwZLmelbCbAtCLcn+AF4CDEHWXgUA9DVgWT76e6hiV65EWiByNv+HAHYyH/xQsvNmNj39i5zmF  
DQTgCwBIhGgNAHugkEICii/LCQQwl1aCIcAog8c9oieKrEkqA5V7gvA3lM2LrCG5DXAoiTnFDD7P  
IhiiJHXqEo/GuXBYNfbKCWmC/gcQ1GRaNTMAiDIAADhAQEIDgAAL+AFQgOHEwIELSDwAsCCAggeJ 
CmBAAAXOgwAJAgB4gPABiQUDNcxS+aAigAQkSA58CcDJk4EBzKiMiTGBAgc98Y1wUFNDBQQISHIS 
gKCizQAeEDCsaSZB0RH+FKhUAO7BwoYLEAJAkBDOUosRZargivFiTZgL4OSUkhOAFH4qEvhTmBCB 
B4YqzLwkqYAfghVhG6JM0HaQRLiBKxqW0duhogIEZhg6IYvSL9cVJm2OLUkWgAoECBt4UBDxNeyB  
/FwPpD1wFonYERm6tt1QN/DfuiMwCB7RAYbTxn0bry38NW3my1/vhA7cwax4EQjQnN78dVUA4Z9b  
j+3wtIDJ39c7/86bPfz10sm3j28f//582NF9B+jOPnpEtjGXX0n+5deWbgAKWB+DASb4oHj6BTfg  
cy+NJ5wCBF4434Ll0bdVQkbp5J+E/zUI4W8E3gedP7Wp6GBv7WWom4j0qehaVbOBeJ9tNaIo33cA  
7gbbeC9OWKJ0toEoZEQtvhcfk0xaZ+R0tO14nIwOrgglbCK2SCGGVMomZm+utRikbl8CoKaNPC65  
5W9fFkmfcz6eaF57DkiJJ5xx1namloHSOSOdzekJHJgD1SgmeYcWiqKYF2JYIpbrGUXSmXbSONCV  
xl16J4sKtChiVY5SyeZ8NYrogKTxSUEBfGT0BKWZAKzQwFPGSQFTra+xaZ8TmHmIJ/9tDngwa3wd  
hDPfmbQFMNkKHQ0bayLCaUpedDW2SuGLvq0Ah0KAOrdVABR0MBN1gjL0QATDSqeCAAFQhKhwZixF 
AHRGqTAvvQEyd6UCFsARkRQnlIvsf7RZIMGPEXEyQXMxQudaABjEU4Cww0G0JaqwkRCBuNPqhkG7 
MIoMACOb9BgcPsVxQsAIHqroYwG54RdRABHk1GGWCYYc2ywZ4JOcr7Y9IAEBGZC0bgQkOrdABYEe 
eAc+BSDsZ0SbEIAPJLBhgFcBMbeZqodkZBARAgwcfXVzo3pAAAYHWERABBogoJIF4TiwnVkFgAMA 
BRgIoMIDHmyCgROv4XO4WQTTHQH/P+2mJm92uTVQERl0I6ACuDnHtF3GDTlgBj4AzGQGCRjktoAT 
ZlSLQAMqbLKJWQhovfcmCzjAuEMbv6ZCBKrbqnW7AcxCgAQCONdBzIRJEYEAm/SHgBNQMGDPAxgQ 
YBYJZESwgPcErEBAvIoT8EIinEBAd0LB/73CJgKgRPJWZDAyARlyZKCBFFqHZAYB0DWQ5xHgf8FT  
iQrgtoKckYwgqeNEPJ7lAHAEbzILiAAjxBcBEjSuIYyARAQXgAFGIMsCGzhBAQHgAZIFQAokIAB3  
VAjDFqggAxfhG3RS1674qaBrESFDCU7QAQxoTyX42E5PWnQsANQtAEuxwPqkUBAB/3wMAgAwAxGt 
hi8nbMdpwUHAIAjAiUI8gBOz0F4EGMaJzAUwbA9BgAQiUIB4rOAOAnhB1CKygOOF7TgqCABC8GAR 
jG2gAAKoQAAY8L1kpLEACZBAAJ4gB4cIII2ios4g9CaBBXAiGZvYZAYJILeakWwCBdCABCTAwQqA  
ZI9kqIAG4gGx9pSBDCSoQPZaQAJILAABFSDBBvAVkUFA5CEe6EQEKnACJ4hABXdgACq1JoEHVOAA 
HIREMuMoAd+hTJGcTJ4E7rZBSASAAJBIiS3DaYY4RsAMFVBEGThxAjlSswAImBFyAigBfEigAIxA  
JAEK8L2ARmAQE1hnQTOwgkE8YP8D2kMkBiAwiGSExDC0mUUFBleBCEBgmgSDQhoF4I8NqtIDd5Bj 
AcP4gjuogBMj0B4JGIqzCJDBb9DDxx1e4xESrOACGdgEQAkwi0F0hxObcMAH7GABew5CAB2l5gEQ  
QIZ4SCF5BZCACgbCCdV5ETjauyIDVgCFuOFyAwvIQAI2cABO6JIT4HgYAJZKggLwIwAVEJsCgFeA  
CsADOFC4SQaouQAFuFV1jFDeXB9wgABQM60HwMAHrNNS3UlgBPIEwEO8J1irQaIABbgDAqIak4zy 
wx7Bk8MCCOA7HKngBBjg5WEBUAAKMMKKgnPOIHKDAXCQ4WschZpswwGCTgykAHD/GETtGDaL4kQg 
HrUJwAZgUgCIkI+BUHhAbE2HAWU2EAD2GIQGFtBZBvDSaq9ZQCEh+4ACROYOI4juQETwOgm8oF0R 
UMQCMHaBESggKS4lgRUDtQJO8MMDyUCNcSOyMBUqDYCQEIAZzuaBbX7NCTTMAAI2MIgMQKJxQYGD 
OfEnPx+KrmtSCJsCoKABEQwCsne5YgbIIAFrxuOMCdlmAap1AgjMogAqLEREkmmG+DDiBT+2AC4B  
6RB9cAIAG0AAPhCSATjAFQE1Y0AAQIDLiBAxvyr5GTkTgLG7OsQMnHihFRMrAQ044Q5SOMBFHoBP 
ndgzABTlxMAKMAHoVSwZX4NE/wMACYBwMmaE2lsbASBmmIEwAgOKXYF2AMAJ6Fkxu8Ut5glcy8R4 
OCFq4exhQ/zGAZV0wMfHy5kVaSPfgQzib4xQxOECAAkNkO+K03yBAG4LAFQ+YaELeAJjc3xe5AJS  
A5xQSSca2hOzAgAcB4iH8g4I3mk6oAKc7IS1PZTfB8CxJG6NyAoObAbOVoyKVgztGQPQZg10hAPg  
AOSioaYCkp1aBOFxQNfWW5HrhjOS9z5AUhwKjqAFQAWtZoBKyACBmAKg1LxRwAh++SjYLOyQWOZI 
AK+IB4ikcTvGhgPUBBDHBYzVs69pNAH2G5vZcMKzsORAIggbjhfAwQnB1B8A/P/Mgah5Nn4B0PNx  
kMeJTrAbHA7pnvJm8QGzYMCQBFABA7jXdAHEY9KdSAAjwLGCCrxnEwLlZaIljRY7Ptg5Mn4BJAb+  
NYU/UrZmkUAGOIHlTZbF1ARQAEcD9EkIIADPCqAbQeXALoiRYJu/REAy4KaBDT+gxR7HgGOOI/fm  
VmywuExjAD+JvBUgngAVgAAnUSlnDli5AASIjIScMIh4IAUCTQ/PChi2wrTesp1WnDAqXyCBC8z7  
pQKNoIJ/2YITkEGj0BFBBDwQD/7KgR+MOMB2ZuMwKChgEBXIyOebPu9qzUIR1PS8jxNCgH92cD2J  
iMADGpAQEhisIe8eCAK+Z5H/iiRA/hbIAAls9hoSHEs5AeLHCSDACDjRT2hAAlTEAlCQj6HEAqiE  
E03AE6xXtQRISiRCAKQAQizAAwTLX9AEHLSEReyMB7wf6lzEr2kNdIBDSgRAIiAgAqYETKANRWgA  
PqiEEwygWZSGAuQfSaRFDZaEDeJVQyDACdjDr+FFzBhEOKjbBErVAsRMAshKScyCBuzgCTyAUJCI 
V0yAnC1AW6SFVCEEAlCAFEgEGYCFCpggRlhA7AmA0i2abyyAwTjACZDAeASABeyaSqwAB73ECOhF 
ZIzAFS4FXMQfwvDhUzwADsIGSjzASDSbeMRfRdQIt8VE4wRAHSYEXPwgu4BF/1W0FttsCaOMT6uI  
YmyYgXMFB0r0yYqQgYFwCSsCSSzO4sQ1R/ZU0tc0DC2yIqPsoi6iyYoUnJH0ImwUnC/6YrfMIjEe  
I4TwzDEqhPo9x430C6Uwo4lYY3NsC6jM4q8kycmYxzBqyTLejKB8YyzuCTXConfwiSyKDKFEzImM  
IzZe46AA4340xJlshZBIjIu8hlEkIz7uo9Toh2+Iyoy8CUGKI6UUJDYSiDya4zwyI6M8ZEQCYzlK  
ZJ5sB8VhmTh2WqXgTM9AxxkSBGFQnP4pijjSHZ48SVcNhEaKBz8eSUXOJE3WpE3eZE06wAO0SN4p 
gDFy0kWICD6QRKcJ2kBgz/+NNU1JlI5u3IEDupVP2oNRzMVARJlOyFlV9pcDDuWaoIai6EtVCuUT  
HMp2/FFt4IM9EETBBQCrcCVF4iRcxqVczqUyAsARaY8CxI8UEMDFNKAEQIDV+EPqII4TQALc5AYA  
ic8CyEFlkUA8tJ9+ZNu8gQ/cGJlBMBEDcAcWMUBuWMAIQcII4AMMzYJh5M4DEEAi1FACCQ4/WADd 
3EUaERFQ9BYGaGCuwYEHvEA8MMJdvCVd/iZwBudvtogTdIBYjUD8IMAdoI6b3cE8QVJKcAABDJcZ  
pBHUkMAs3AEqKQ8UkIA9YIpvbEBk/JxlbZIEUFBtWpsFwNEJLOYCNJUZdEL/IjQae7pkBqTAB5yA  
GTAAPpCAO70nBgCbS7YAJ6mOBKxAMiVARpWTtSUPp/imcEaohE7oMbrGXm4CL8UPANVVhxGYFFzf 
dnCAAHyot3WUAMBNxfzNXBGApGglgsGD36AM8QHeQJjBIDDELyHSoD2ACNRXBqDedYrABGQSCJCM 
U6YAR9wFIShPaAlUQlRAhFUEIdwDZikPhV4plmYpXDIClmXoQe1TYeaXurXAA8hBIkFAmz3LAZjB  
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BSwAPshZjJbBmyGABcQgq7UL1ChAAQzZQ2DQXDHEhFUEL22SrI1AU9nDCGRVhqTSGalYBByAClTA 
V0CdlUaAPgAAEygSBvCD/4LmV8zED8rEwwRdi5aWqqmeqn0gmQRAwvlB2Kp22AJgGdQEgAQkAzY9 
wB1UACRQFySIAL4QABSYwQF01hMQ2ms4ga1CqWwNDCOcAAXgSwFAwjQJACRgEwDMAhRIQAs4wYcS 
q6IwQgsAwAEwzAKIwLAuAIZWwATKGCRY28/1KvU4GhMpD/kAF6reK77mK3ykmy9q45AYRymu3M+c 
Y9voq8EerJaWCWwQoRdBqMhIio9wCzkeY8AirMVe7E0CikNWIzvKpIN0imz0i7gMbMcmioQQCkM6  
LMauLMtiZHmorDXOyS/Sy8DCbMveLM7SyoNCJDymYzrabL+gY84OLdHy4ivE9gpDXuQ2cgrTTkvS  
9uyjAG3RTi3V7qLUVi3WZq3Wbi3Xdq3Xfi3Yhq3Y/84kqcaHl6wM1Jril5AsQXyHj5Rtl2CjlzRK  
fLSkhNaI3XIt3JbqyLqt0S7terAtbAjuLlbFz1RsbOwthSru1jLuljiufcRkRIKscRCuOlYkcyAu  
wmru13KufPCDiJAIU3qjP3ZHf/jH3eAMQhAIPgTsJb1IQajEokSEExBAT/jk6XZH6o5I29JJRfhr  
myhkbLBhecwCU3psL4UHh5RjdzytuyhtbGAX6t1JfvTHiNBE7sbtiWRv9l4vSXRv98ZG7lovg5iB  
QCCJfXjAKeFFTtFuHn0kSt7EjDFEVVnPaXTXtX7NBPjHl/wcsvjIempve/gDBMBKbGxFBaSQAuBD  
Bf9UgBy4l058G6PtrwC1BwODh0F2ZZM0bcjurGyICAxFxL5UhAjcxZUYrm1kjpV85HioCr+ApIPM  
bvz+q/T9ybcWwvGCiI6sXG8UhBxAhBQMAiRoZ8XIwa6GLPo9h1F8SQRU61N8QAPj1SZAcTwogAdU  
q3M5RLsuywxbhAN/wB2c5I7saeJ6MJXsZ054ZC8lggPkBbeRgEA40VSIiAKQwWNhBFx5DYaZBWOt  
gAjEiwvNigM4AWMZhErYjWp0Uh4ugBmMpyH/BQkwwCyJhX/ygxTIwfvp1AE8nOAsUZR5wEYpBOyk  
yGC9sRS4hiGDBUikhgcghAstRWbkykSoRy81Fbj/JTAAsFJKNEQ4LJFOkcAI9BgczARXzEJkqEA4  
EEbhoAtKfIUIQEBIGERFOIFSdMdEPEANIgC4WAQH6ckCeIDeFE5aSMRftpDWxRUHoYZmIEAiTIUG  
Qx3QhcSgRUDs8UMHFAJN4Fs8jOUYLkZcEdVAeKQ/Qk9EIGBlrRP0xhWQJUQJ/gU4SAC4GMQiZuGk 
NIcHMEAak+ljEQY5TdReKcDz3UEL+AcW6UUC225VEFYLYIAI7JEEHFOO+ar+2dV6VUABiIAGfJIA  
LAAHOCcnEcAgNCAGDMIpJdNe6d+HcoIyUQAeeJ9wBEAeE4RH49JhRQAUZMDCZFxVmule7ZW82HTq 
/1TAscGN6TEQBxxUGC3AQoncAljAHWCAHFip6TCmBkRCAQzCmpHByxxADIKyQFFABWSAMuFDo1WA 
E2ArBlhA6pz10XDELMhBIYSDXkPAYg1CCzydRETC9pgBJDAAB0TQ4ahr7HEEPoTRdNWGBcjBAbj1 
AdDOBTCApFrAWFUA3EFC5EXE/QTIBoADchSAaEkGY06EWCdFkLUA9NBgBdTWi8nYQzREQX2N3FWS 
f1yIjQ4EBvSTBNSfWIvAV7TcNDXfe8YMo1x0GuNSGCUEJFTf30ABjGpA8T3JCunFg/1T4gzEC/xq  
PESybFXEgv5GAAzCCABdq1nntSoPhp5AYA+G5/89ACTIGQNsDD9sgnPBEXSRiII272VtU6JlzxNE  
qlI2hAKQ04MDgFO2GqOdjQbIwfpAwhMYhAR0hCoBAAGE8Xwrj64lBPoAgAgsi1txgEAZd0S4220U  
wE4cmEFAgYtLxgkMQiEgNKulpk+RwQdwklzjRQVAzILF3giswASIaPDUaHcmA0AnBCMsyx3kRAOZ  
jQWEa6NJ2mrJ+CTL2GwwggQo02tIQGQIOdxURQSE8YtbROyx6ECkoUc8QOQMwmIdgCIhTUX/RrdF 
KkIElD0NmhnISwR0whNAgACYjXMk41LlxAqEK3YxQJsRlkqApvWdJ2zkpl3CUi7PSnMHz37SakX/  
0Nr6ogaA4xkA5FZZhJNGBlQZrMAI9BYcjQA5ldMsOQS+rMABrNiieVAuRvCQTZdqSYHaWITIifAd  
pKiOJ8CoDcQmtEsCtHQD2lW0fM25M0IGSEEDPEEDhXBA25CTmUTNjBxcDEQkRGPm2NoCbFIF9PLZ 
rBcJbAJnyg2raSAxlfsLTC9B4MPLzJVFEBMn9N0EwM1AyFgCPKEI75YDXEB/xGjQWEA+yLjySPBv  
NGuNrpmt2codvMeBvjoTMQKf+1i4RYQYxQYv6YSkXtYJhB+eeMDIaxlCyNGPShp61tGz+OqQ3ccg  
MABg8wQMwRI5sRcAoBaiY4DYNIQTYEAykIBD/5heZXFZJ8wCJPChjyUD6L2MRyUEgE/Zru8ZGXC3  
B7QA5ynTTjPCdLlXy126/q3AOTmodtpGD2V9QwBcnyfAJkwAPy0c9LRvQrBU1un4BcVR6ijPz6nO  
FSL5BTB+BhTA1oHYA5iBc8a1CHtWfw3gxAfUx0wgAHzSBMwTBOBhMmQYyWlGcXTaXDGAglKdBnhW 
AmAAA7xNxXCTCGFABpgBFIhRBkwYOGwUHE3ACzD4BDgFzrzAPbk6E/zSBqTEpRICvlyWothoIYyA 
FEBCBnTAAqTAOV13d3jWBVUARv2NZIBTOz2ExFkb3WxXxWBQMowAQFioEEECCXAFAvgDsJChmf8D 
CyUUiMBhAYZBEaCAY1SABJQnDjZU0BCggj0AChimTIlSQYATBFYs9EBAgwIKABBoAEBmhIiXFR4s  
VOCBkaIIAFREEKCTYQoEmxAAGAEOgAUCAcwICHrSgYcACIKaefBAQFQFEUgAWECABL8AESKYCcAP 
7opEDBWsYLtwFr+F/hQ4SbvQb15wBEYAWLFArQB8JGgydIkzKIkAASA/WLwwKYGgCzaRWPA2QgCc 
bBX4MxMBTmK/agnYI6Hia+JZBKKmvL1ASgMAD+AAIBGBjIYHVKviDr7WDD8QBBIoIENgQd6tCx2Q  
WIpAwokJCyGbuYsANwAnBIpLBqug7Ukz1AH/4OuglrFdyZsI4H6AX8ByAqVTegCx7OBLSa+0HJiO  
MScgMY+AE0x7QKnEAHgvKikQeI0hB+LL7SwB7nIpgnAeCKA/CjjEIB6cJHgNJZVgjFFGzgY5IYIM  
TJtRxx157NFHGF/8UcghiSzSyCMXsgADJFdi0skZRTMyyCP54YSxCKR4csYHSLBMyy+n/FLMMcks  
U6UA7jJTTbx4DHNNGR1YQMM36awTSDCJdNPOPJnU8yQh/VQz0Ca1HPRNQ//ck082U1IIRg4TRZIl  
odok1EyFEK1UxzDdDDTTO8ucMlNHixT1SJRI9fEBBEzLjlIAAvCAMUv/1MueSSUDUKVJIzhB/6hU  
ZXQU0kg3uQklBJZ89TcvYWUknL9e9LNToVJDa8cyCkgJAUgIYGjOSH9MLUguc2QU2hmDtBJcDv1y  
gFMZA/NM2V3xErbJTxHIzVwHJNjwVQwWS0uBIMMcVkfAcsVqVh7zBQDhH/3ygAHTpLgDu4W+YswB 
fjA1GAAPMNApAIPfMm2uPxXgJC0MjnLRNH5Q2hjlRPnhUFwAWMaOhGxjZugBMl7DhwGzyhXKAYUG 
MUOhYU022oEXvoMVY1gLW6ECaGvEOFqZHVZgYw6HbYkrqf/MUYqouYbVZkoDeLFtvBSg6KRyHwbA 
gQggMJpeDlfghCkOc4QZ0qPxMi2Cbu22N//HojFGYNYcUTJZDgA05FAhCcAajOS0p8a0ZsqjzVGF  
TQKAI6iR0XUAkga5+hZdnAoI6oEKMIsA4I+deAsDBBxAVl4PIOAERwEJSPOkTfhZS1cGK1iAkQz+  
cxcyMoYlXcIn8ImAH5Bj68yMeI6aDoOho4ogEcwQIMEBfAhg5IBw7ibAg5SkiOeEBSApSAPbo9rE  
DAzSEgD8FOA7tvMKAgSwCRV0gBEEuNpCFiCHAizgPBiwwFc2EQF8cOY/1MnPZUgAQAWE43CkS8FL 
PEMu1nDiWVKAAAbkdSwMKLCCZvgNIzYRiXBgRoROAJ9JkFKBO4AjOzBkCngAaIECEAADjFn/CyMe 
4AAClAUfAmgibGBSgRakhQQQOMpaPAOZwWhrAekTACMS8r/SQGJ7jEGeCv4DCceZrldXJA8DdPUV 
LwZAQId7SreKKICREYAfJHiAFKbIuJRYIAMSoEoZbAc5HnmgADpxgkjuwLI7aGB3GMiAGSZghgog  
oADxYFAHBnEAfFRgOBJ4kQpE8IBBgOhF+JAABALAiC0mAw4ewFwBBMCQApzAAh8IB8jMcIcVDCIe 
UvhABB5gv1lIQJQZIAMu8QCBBXACDpW8ZQQgkQhOQMAMEmCM1yqgFVlCYFUTwEAlRYBHDiSiABkg 
ASTgsAC0QKFKFYCHKEkwiAcqAAR3uN8g/whghk7IMhnweJEFoHACDkCCBN2RQmiggA9dIqAC4CBD 
J8xQSgQUAh9yiIcABqGBOyDgBf1aCIPAcb+BzKJ5zJwFFPQ5CPwtgAOeYUoAOHEAAWKOEwxoyEpJ 
4IEKeJF2XZLAUkqgQRKcgBEVUAFCZ9EA4e1Ppx39KAIsAIkFLGxuANwERZ/KHe1oQAQBwABV5KAB 
95kBCunLgBTkMAEGhEwECxhE3hYiSp4SM6KD6AQJNhAOmnIHAiqARAAmOJDzmWshnEBASAEwiAwk 
QJEzQgADnmAekXAiMVAAajlzw4i8XfIE/UJAPMwAidsUgEIkeQtHTIMSBgSHAN/BwASKGv9CRTDE  
ApjrBBkksILfKoYBAlnIb7lZoQzgY5jyYCUGnFCIJ0zOAU2EhABsFxy+MCAtg6CKYNxHkhJxAhzm  
BEAEJqACCnREAy/wFd4AkIAHnmQQiSClaWrECF8xZAX9ms57BXkCOMghEZsIpmpnsSKQzYIBGpCA 
Biz8gA08YAIZEIovkzQIfvCDEe+8C3sZUADUUoAjGorAcDlwXtYBgBHBVEwGHqCATlTlBKUs6ELO  
NotOIEDEC4EvAApwABJwIgKzWJICMLC7XT1IKQCYRQYikC27PfatALjDCAbxLPN+bwEH8EeBNRyA 
DETtLKzEowWSAYD/4Mx230HzHdyqT5b/FS1aCoBClPkZUl3tSCFSkMBdCKIB0gIACvUNhyNhxcSP  
HUCpVp6gWBfwgNfAMgAqSAQktqIAjtDYV5w4wTtHkGnJyAEDAuBEC+S6JIkt4IEvAAceASCAbA1C  
BCvgwAHg4IQCPOGxDzCnCEQzGuw8oLgLKABVxkmCA2gAKIoGBweiUiMCxM4jBKAKGbJlhhbghSLF 
Da0IwsEI5KCkuO8lgAIcvIkCfHoE8cgbMGcRZwMyYHYBcIIEErCB/1CoKg8UyMiAOUEAbABZ/B7N  
AxZQEOy8OLNHESVDnpekkDlADiPAHAYgoIEG8SsCCLhDAi58khoDoKgjSMD+VkQbEuBZ/9l2YwQc  
8PNeBswiW24RgajTEtdRj9ID8fArPwrMIPRAjgwiWcAT2p1zU+fnvTj+eQFYtYBkgGMsMCLDAZTS  
HX+MgJVCikBIJDACJ2SgtJy87AUqgAEQwL2jCpBABSqAEAxUgAObYIg/NuxAkTDkrHCAGstpIgEJ  
6DQlg2iB3fulAbqDZdx0fsAdOFABo27iA3LtRAAi/pZOZD4copQABoBI4wqkfRaQwM/qL1yBEUD2  
sndY/QlIoPnOY8BXKkgG3i+QqEE0QAEEaMEFMODWMbLI3SYSgCgLgFNw/p5LkPh9OFZQCBWIxAnJ 
cIIIOnEHAThKAY6XwHlaEHe65A/TsP/XAAE24N4kQSECBa7ABfRFEs2HNMeNHsTdM8Cxnmvx2IgR  
IKF5EAAKBCABkkHxJGRJnGAQLiB2GGBWpOgEHEznAuDuLmxyTuAOBqHztuUA6orM+gXO8AEKIKEF 
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xAsAQOAAVm8BViDOqM7ULgnvFmD7FC3dMq8iECclYgw8JCACLmADyIpH+GEsVMBu3ia05kIB8KFE 
kOIBmEIFqDBHxoIpUEInrLBcWqJETuYyfmMstiYAuFB0RkAFYGZx/MIKR4JyTAaIWqVEVGBgsjAl  
nkAK+ahtrjA+MCZCcqdt8MEeTMItMAYMU0IN7WYsYEZsNsRkIBEAnuAJ7CGXcMk0yCD/AINiY/xh  
CR0A9KyKlNLkC0+nDxVgLN7GOE7HCZZwQx4gtFBxTtxQDBXAJAIgDedicYwjt8jwFE1CFWuGF4MC  
ZFIiFyPxFoPCFqnQJPwhFj9RalqinN4CRxjCCnPMH3IrG6fQknZsYNwQKRQJdU5iJB4g9TQFVOBm  
SDAFWBiiIqLsHV8gHuLxBWDoOlLCL1IlWr7EdQQFXsylMGakVxoCsODl/9KJWs4xRuomVIrECRKA  
VqgkUVRA8SSuSFRA4AgjRj4FUFQCZhCySRoRXNCRcijFCeDiBMjARiZgFiYgJdEit+glUvKRVADy  
HmFkIVMDIQkmJnHlL3xSJ2llYDSS/1GEskemxCP9EVyK8iQeZlgAo1PepSMTZSchcikbhSRTwmCC  
hB+9BVR6hl5cZGZE8kfq5kWQEiLB5EXycVo2Eh0HRVoy0m7G0lD08U/IL0Y0pCdjskgUgh3pBVGo  
Ui/Hcl4cRixfhycpRU/aUiUQBldQgh8NJS/Rkk+mRUoQUx2H0kmE0msysy6VUjF3pC5NJR0TkyhN  
kzIPMzPR5S4/cjDjkkhYs2CC5TRlBCDV8u+UxTMzJUwWUi7PUTQpK1xOoieDBFMYwh7MAB8QYINe  
MyF3pAGO0DkfhQQ8hDZHsjGDMyE9MzsThZOwcleM0yqNMlGM01KoEoIGTTqDJH0uxv8195Ihsico  
BkZeXuc8d3NMKlNIIMVR2LEuf+YtjohmfHM0MwUzZgU062UqE2Vw4iFqcnMo71Iti5MlwuZeuuZX  
/IWytHIhUqDyXidVNpRN9BE4Y9IvlehlWOIuvZBNWHMTCJJGbLPP5oVDpGAQaktuztNcXgk+ZPRP  
PAB57NI8kg83m+TmmBJVgsQJJmYl/FJHnCctsgcu9oMMFoI8gEYFSMAeTsAe4AhAguQtPKMrMMAD 
/KGMMkhASEABFgAO4MLf2NQCEGD2NmETPpECCEAK8JEhZsEqEEC5GCMAyOCK3mITGMBX3mN+pCAC 
NiF73oOsBiZ9CABON4ExOiPH0q3/AxQAWaICWQIoUDGgRBQ1KKxiflRCL8iAj9gUQKwiAvarHf/j  
MojDAhRgAhjBeIQCTLMkhNJCCjogVBkhLeCUACgAkaLCAf5nFgAAQwhgEzIVgKLiMYqmjBQDfhQk  
OQQGMjhhuFKCDD7AM7LniphyIbJHXsiCAEirS90rSIqIMWaCSstIUb8if3LncB4AH1BkAUIIEiLA  
XRgCIzQxPx4yQPAuLSzkvcbiRzsBA/BBSarTR8xgEOCgOxDgAyhABO6AVReApirqTico7f7q6SSy  
qEqOAAqClW6KVS+2r8CJIJ4PCiagAXbnY+1h25QqtBJl9SIAD/YKIU6PILYJjyAh6xzAjaMWgAxc  
NgCgYK8GoWjwgQOG8AOUFgAGArl4SjSkAKc0YxNOoK82odU44AkQKsvwx3FUAh8wILYQwAPo75YK 
igQyr2zlZwMM6QMEoAwyYHceKys5QSLSjZoGggL0VYs2QQLS7WIPcBNkr+mubZ+yDAKUCxyuZprY  
hAyMigwYQbDsgTsetiUloPVsjCTDKhz+jRHIABJslivg4pYCQF854Q6MDQMYAQoIzm42IRm6ZBM4  
YGMtoBPkjQEuSZDC9gAegAMogHAZgXDD0gPuwJDSiQA4wB5VgAMwYASQCwGM8OvwA6CcQA5E12P/ 
eOR4DyNm5ewoBCxnVKATsMXY9Glo5iQCKaR53gt8usXJACC5quxGrsxhbM12uE4CcMN1VSISRiMD 
cjDtoGAhOGIDnqD4AgqAMIACTu0kduwBFO5FHADrAKBBnA0BkqFXCkC5MOB8hjCK0id3/+O/oACU  
dKoAJhVGVoCjTuCzAOAE4oEMXkC0dkUKykkAnMBiXpAt5A872GghRCAxEOAADoziXoAEGOE7eqt+ 
aY0xMvFwAKC91i4AjJD3VCJ/mUARIo4CqqQA4KCBcqaLVeIiq6LCcOY7xgVZdudqHiADTiClMusu  
3GYQcqOjKqQAIkwtKkDUniUjsiwRnClbQKYn/51AqJxgAxYisVTC1KAM6zAHAOSgBTrtwgIAoWa3  
Ukh2MZygnGhMAEjs1IJpAVpAlowtDTnKLAqN8RbOAuQMAl6i6qQWNDzMdvLXrcAhUyNhAvy3jMJS  
ahNBBVgIBAwYge+pRFSsACqQVWznJERALWzUN1WgAJ6lQZQLoMLhglSg6ahwfLaNo5iYASBgh6Ag 
n57OHgSAdlJiAfqqAnCvcocJA/iBo0AHyO7gYRdw3B7gAiaVd4rRdBuZMWahEMggmKj4BXDuKOYs  
GXiqfOwnbzzgAFYgAzSACVZvRcGNxiAgMJ5qb8MBLAgIZ4IpSGAJJ+iYmnxy+/AmA1bAYvzKDP+S  
4QlI4pwwZhAGI3eFgyMUIVP/eBBWwM9kxTeQq1+crCYB4A0kAPSiuZa7kptS5gASgFU07NCMzTQ4  
CSESYSP9qgAmiDtImsYmQOskIMaEjQEF5P/0ZSHWGXNyrwDMiQmW5EakdgUioAUEChzMwMNUAICy 
rAJWYJqWiHH6CrJWAB+Swa0UDyHuunXBobgK4FPpmtHMI4hhBYMP2K84KSIigJNSydkkQMBOTwQM 
DwoErvg4uyLgWpIWmQDkIJ7fK3YU720TZXgxQOAYhK0j4geFwoHwOPf+LxFs5yzypkFXborqtwGg  
z5zoN9+2SQMcAAo8TCWk4AIOYAMggJQ6OOL/CoC0EOACBOpFYUUCDkAKMGCxJan84LqS/s9pR4AT 
FM8IX0XckFiUDgBzPABHXhrJ7uA8UtucDkAApGADhjRaWkACKFjxhlQ3xG8GmVkDLuIEpu0CzOn/  
PjUZmDNTnAAB4IeP4iNCTGMBLMCJUqpENONAq7GMaqKMnAAAMAxWZMcSN4OPYMbEyRb0yFYlcuwU 
+RBm+tQJV4BEltC/qqPrFCBL/G1OHEAK//R0XvguVLxMc0ItVsAJtukEHgDUAiDIH0DK7XERw2E0  
PNwK88uTX0UBymAx2uZxXjg6HeCFQ6uMHpLMqdDF9/A3dILJyVYFuDDHNE0B5BtGygABXi5j/0wj  
AbAvxBHACXSCVE5xNDTghV8GZVQgzIMCH7BP0zJGCovxhT9jxGG8JeY8JxygAYS8DJAiMcZqM1Fi 
wzutT8NxrNTCccoUVqTAH6Z6y1cAMzJAMJ/EAUQgWb6kyvBTUXzEgSKis5LS2FXTSMpgA7jSTBZz  
SAYl2glz2YVELJidI9/TMrmzNkMTT77TSILZPbddI8WzTyQl3M09Naf93PGyUEpzJD3l2ovE2odT  
THISSb4lMEe0NYVz3JtdOhdlV+DS4HX0ULrdRwIlT3194QlzSrx3QglFBczReyHzMnHFw8MVSR8U  
OBEULN2k0xx+4JMyP8sz4lVzNCdzMlHC4v+DEzjxobOWUi8fPh230zAXUzwHBjDwwXv38t+BxDGj  
6EcQoDSEHlVOQkOOvlz4VSgBwx9AILRmAkbacKspxWYsOOvzvTA5REnhCB9MZevFUul9EyryfWmq 
4ylVIk4CAwNacTAJpig9/jZ98+49Xi7ZnjWT9So+9aWSz02eXul7PlLQwuPR4jWcYCsq9BSDwloW  
lEMJqT3ZRz4dxQq1vjVfxAkwwB+kgHG8d21I9EX2gzm7i0IgRShfozH9clJGM+V4RCEgLlVIJfV1  
PDrpxUh3hkirVNiB/kdoTS0Yp95pZQW+/DcGYejjo19WoJIe9CzbE+9b3t53BB+q44I4Ixz/cnRe  
tjMRNjlnnsuGGPMkZiGYmExGIA5GtpxxPOBzz+UnkYIxFO5Cef8vwRMpGmBxXBnbGwVXAMIfgIEE  
CXYKUDChQjMRNByQACkCAEYSCmjA8EAFgwCcDhSIQEaDBIgkABCQAEUCQimQoBDw0ElChQcBCsjB 
gK/ChwMCASwYuUnByTucADwY1GmTA06QKiwAgOHOBgkPBHDEAKmAPykSREBCQKACAYQASHCoUCEA 
vgKQMEwMt6JCCwQDC3ygGsGrxIGDShzwMFIOOABmZJYcGBfiggdoSTDOCmCWzAr4AoQtYA/BgQol 
FSjAUAEziQJoI2QNEGBQ0wdOIHB8MNAJ/wYHYccCUCASEoHRFSIQeCpBhZQKkGaRIVETEid+jAQM 
ZAnFdSE5Ep4CAAGpBAkMB1rM9PdiZAALBC5WcAsAX3lOWDHqHMT8jkUHgypAQUCxwgoMCD5AIlOB 
URgkcltckJTEiQQMEITPIBJgIAUDsBVAwlhmbFDBBok8QBoB/JDRVQGoSXBTABRRRRAZG9yxgmzE 
UUAYJINAoYFCNg5EBgYqQLGABdVV589RGjhBFQeKAOAbPlCMMNoCg1R15EAYSORBWh9pEE4CByBg 
hlYDKVABAgtw4CQECkAyAgYQAKDBJgtGQOEBKkRQgRMWcQABh04i8EALUhSwAD8EYSCBAv+cQKBC 
OClIMAIn4HgASY2IVcCPjxqU0QJsALzRgk8VhFNYAE51qSmkAUSAwQpQPBGABOBwdMImKr0AQagF 
CEDGHWQBQIaIGBAQgQQaDHJAqwv8ys8mGaxQwBMVjDDQTxrIoYECAznwqwIBkNFCAA9wsoACd3B4 
AmpTqiBmAeEwMgFBnDhHgFsvxHPtJvQyUiwGAsySwQMvKIJAAQ9AEuhzAlcggJ0IzBIPP4UB8JFv  
HI5QwZorSACABHSROZqgCljwwAkFJLABTe5GkAAGJwwCjgpoAqofSylbJcKxBQDg1CYY8HOqhALc  
PBAC+Ej2wAYrSHHHE4Mg4EQn/PR0Y0H/HuR5BwBSHPBAsBEcNQI+wg7yFBnlQeJTAYUtwO6g7ZKw 
IAEQ4PMCUwggsKCgKkxVgAQrOIozCXxDfAIAFmDACQEAOJGMExkovYADGcDxEQIYnwSHA7f5FpmE 
L2DQyQKcIODBggSVwQEATGDgGcuxBcisBoyNgAcDeT8xkAc3W5DMAgESCRsZGWAu+SadZCDBBPwW 
xEloEkQQgQD8NA/AARZE8pTtmtnDAbSHq0QnCYICsPRAs0DAjwqA4vyACLRDNQE+EMi9iXNSSqQ6 
3etHsOaUSEKwCSQZDCIAH3FIU0YZxBPIVBM4eIAAChAeaCKgrIAFgEyeAgAHwsGrAhDA/znW2k8F  
5HQS7w0EEhWRABxm8SsBSIETkHuCP8y2mQyQKW0cAMcBzDAQTrSgAAXIAEFQmAwJKO4BCuhEAgwI 
AEgQMGo/xIAGyLanB6zgAyNwVZWG9ZQkdUJwg4hLTL43EdfM4gBhDFYAkhEO3FULAA4Ik7dqMpgw 
McI1D8CAiHR2ggOMYBN1sohT4IiVFiwgAFKYxR0kRRENcEIRBBiESDwHBxJgjCAke4JkEoGAC0jK  
CZAYj4hWkKkNjCAAT/ieB3TFiGV1SgUXOAG5ZKVICIxRAU7Ylg8JQogM8OMBzBFAA9ckgXAUzkTx  
WAEDnKW9FSQjAAsgwUxuc6gHZG1N5v+bwAo6cZQJ0IQTJ4jAMl0Vv0GtBwMBwMALvhcsqETgeRnI 
0RttN4IDrM9qhXhdAkM3glnAh4hk6ATCcPYUCwRIAidQwAPkwAB4DCQAGyABPJ1AgkjxpVy8BEEF  
qOU53aVxA8KMACGZ064NgCOVT3hAvFwnKSU9gASJK8AIHACFB7hqAVAAIxOD5lEy4gMDC4iXW3pl 
x3ISiCE1OdxuNCgAwyFGAiRAgHNIYM0MNHIBKpCAUsuSAX0FQABPAdcCDoABCmigABjIAAIMZUcn 
jgUDLxUAAgYxpXiARV+WQ9IdIOBIZp3EpAtwakHKmScCZIATexmIBAI4lrXwYxZkpUD/Xc3QCQgc  
YEO3HA0GUGcaAsizJpcdwQrkNxANMOCyD5gFCfxBgsARYAUcuuxiVMKJ9dXxKlZ5DlhJQIK9kOAA  
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FAlAwMwagQ4sQINgm0XggkahB8iDcAS6zU8QEAEcksCXl33BAnoaANcwiAAqYCttWKvBq7CVER+J  
R8oScDi3/KwBCihAMgiiAFSpKWW/IstwfwWb8ACgDB6Ckx2lSNaxnAAOAABXa0NyWQxg8Da/KkA8  
VFCejAFAZIxIy02/BADUBOk2CFGBdfhRyxqpACGoAQDtHOAAZ4KFbASRpj9IjBBpakBQ+FjiAwYJ  
AHuQ2FrMJDGOMzzKAGjLKAt9wAUE/xDRQVpnIASIR4mNQhMF4CPD81xoLQGQgCVqKxEl5seUATCC 
JQPAA4Pw1kAI+ICXhvHJzITNkwkSgCxnOAA8g3GGBymUAvAMvlPu8V8H+WaaSOrGc07PAzTw4l1B 
+c6KNihNSGwPIMPGAah5M6X9oQKBlFiaAODHYjLGnyPX1aDP4YcDGFBYNo7AZCpIgLXgTNWB7Ll8 
ApEmndmE4xLrGscKWMCXrzUCFdSILLBRQBk0oOgLKztqUMuwbyIgZgwr+9XLrjYAwLKbhFiLS9bu  
NhMX0K6bIqAD3lb2TlcwkGYv26bqZna5rW3TqEkhqRNI9l83gRBqv3vf1da3rJfdbv9+F9pGddU2  
tf1dbmv5W+EF13bABW4jaj/8RvG2tsJvY3D4YnzfCLcRPzpOkInfaOIVx7CQL2xvhYDc2iIviL/V  
vfKovfrVKYd4QqA2c5fbfNkN1/iNau5zbROk5zeNecKlvfOkb1zpTL+R0Zmo76c3PehST4jliu1t  
Sje86suOutB/rYARC/zNEi/I1gke9HczPAA4n3ra3b5zrkNd7XDvtgNMlnCMIOYwNyXiqQjkALl3  
PeIYFhFBfmOjNyo7Ah4QeouTDfKtBn7nWSNgzuuOeZsb/fKZ77xCslbljxP933DewPoaQJebLgU1  
BUi9sluebsffCAoFCVPigaZzhRT/INw2MqmkkL50ZxMe6V5XyOAs7/nkd/vpgvd28ZUPXwx8IC0I  
aAxBbHee2ghOJoOswBM2QYIVwEEFB0geXSRTASdHZvokIF4yNpEeBixPATnKfm8I8qfenIo0qKpA  
4JglAR0QAJtQAA3lDxdje/7zTxoDFVZFFhhQAi5lFhXAe0/AQ4ajP41ETp8RGhEABU7xAnDlDxVG  
FalBGk/hFj9RAXBgLRxSHeXkYFhWH/UWAYMgIhXGHwWwGa43etDngz8IhAD3MYMQDi6TAIWhPRiQ 
OBsAAQuAUQsQARshFgegAfjzAFAQDgKAEaJUAGtiFCIADw+AJyMQKQRAADnRKAcQ/xe/sUWC0gDX 
1UkFwACqcgLOZD4koDti6FYVoAEWIAU6owBQ0FQSkADVgSrk8hzq0wAsExea8hHDdSwn4AEZIBsC 
EAGcMAJv6CpFFAFPcALCYk4P8AGJwAhO1EmEJWcOACe08yt2QgIJsAIroCscoEtkoEd95X/OFIS7  
yIu9eFP7IUUBAj6dEU4MOBOeUwHLJActQGBkkCcB0iUJ0EkCAFp86ADqAgAigABngQE8wgiB03oA  
AAWvJgUEUABLggEEljRVVX0VAQnhcD5KdCwVUCid1F5nwwHJUAB3EG6iEhkZgBCqAwAYQhrgkI6c 
IB8XYI4EZhScQES6MhGGkwB1Uv81XeIE45I9BeEE5zFBoYEwsnGOijQY+oIY/RIANeWLKamSu5gC  
8rAAnMRMB/AUDsAIR6I6HPBWTVUsHHASGjA+AyM4IwMJMvJ7G+BrBYBuNcNNPMMPKgMxBLZFhjUW 
cvAE6ZhE/MAVXwVoigQPgZg+C8AvKtA5fxIO1fEuPPNq6RMAo7FqFYBeOAMOe8ZNZqgAkXYr3nIU  
Z3VI/hAv9EeJZINPd6ACgwAHAZBSVSUAg1AuCMEBVnEQPDUR5BQAZsAJGiCWRlFlK6mZmzl1MMgR 
g2UbvBI4/AE+IxAvnLARlWmJuSUSPsEIceEbDDkRDAAWwPEAklOKczKSGFQBr4b/KmGRNYMhLGtx 
KrxVHoinEmpCVq0ih24BKERCANYla4eSMoOFHoQxCNEJYeMnAZuTCFeDAU72AgKjEofDWxdUVYRB 
AA/wXraYjp6xHQUADitwAPHwGxEQD4xwBwrACBhEfr9iBgTAKlZSErDHmQeKoHNnFCsgKGLyV7Rj  
MrzkACuwaliZYcfGKm72AB4wF3nzPQHAWibjBC2IADVSGVJmLUs2oYuxSzHmD6TWawggZPjgGU+h 
AGIiZE5wYwhxZbdpefiAZytgHa/mBHzCJiSWJWdWohlWhESkpDVibBlGRNaxACtAFiDaXD5aIBuC  
G2ShAXwCo0+BdwlKpmWakhCWH1Sut3xmupLNx6ZvCqeep3hxSqd1aqd3iqd5qqd7yqf/feqnfwqo  
gSqog0qohWqoyeemh6qoi8qoApeojQqpkSqpnbdwQfioFpd7mPpyGHdxpNcTJddsIOcxBAGqnRZ7  
SPep1zKpq+pznkGolwpwSRdzBsqqtSpzFwar5SYQ+iYQJRd8g6dyENepvxp8ohpyThesuCp0uWqr  
byerxGpzJdeDlDp8yCp7wBd0L/pu34Nwr6atlXqrfzV4B3dwpwqtzTqu1jJqSmcttIqru+py8LqL  
r7aut6EAPaGt06qtBbGvKuemnfqtybp1D+eq7VquF3evBwc1Hzd06carF+er6AqE1BaxHGcjW9E4  
82qtx1p0ChGq8BZ746EpUjet5oqt/wo6d0X6Y+4qsRiWoqARGtEmcMGipphaEBGVerJoG6mBERIA  
kSh7rvvWIORkFodhLSchswThBDaYIrYHfDslMJi6CVBwXITHFfTCZE5BeCbCVAaDFqHRO9z4e2Zw  
HgwCGslgG4yABx8ABQzwe8w6qZBSAsnAASXwAUbrGT2RsKM6qruaAHigVJxQAhJBrtr6ogogKIGn  
cPKKJBEoKIxQAlCAXk5QAmkBCR8gKT1RrzjTSWinqvdqr4druAU7ECrgH+VUAl44EBVQAoNBrAvw  
AR/gLiXAQcGnAiIwihhmOaBrr8MKgVGiqsHbH1FpQSXAkIH3cS+6kSVQAlFiAbE7Ev8bEQEl4E8l  
gDHY8gHUm291SxwlsDOp9RMlcFUt2234sAGtKz4l0AK0w2ZkoQCUlm+WU2mEUQIZIGK8tFDzy0Z0  
pnVf8mYFsQJ4sEVtZLeDQQapGwCXaw9omb/z6wBrOwIMy0Zz1r51xmOKBr+WY2qVAQAqgA/c2sFO  
Cr+KlgIfQLyC2y6ooS0lBr8eU2kujBoFR2lQMbgNHG8eULkEwbqu20Y3Yy2bMBW0GzR40ALfgw9y  
QCMBIAedkAhOIAKbULmC8gYfUDVOQMS7gsMSULHkeyMWoL5kcbsl0MTWmx5QMMAeaLf0shZ2KwIr 
wLzM+y0fEDgWcL6RS2CzUL9yUAL/kEAgbhwgo8pjF1ACI6AAayvEnPABjXMHd8G8hlNV2Zu6KsC6  
zFsUlMS600fIMzII2TtanLwSEsC8UJDCS3wqQkwQdVuEm1y5ZLEVZjwoJTAB/MAJUKDKWhwAIgAF  
I7oJ2fsBdIHGlQsbVbXHeuwcS5u9X1EQXtwpA1G3xwsJy1QQUOy8VCx2nHQQBVYCgeMZe5y42YEA  
J5C6CjcCfREP3srFynrAenYtrDsClPteIAAFVUMClZsXvTzPB2CQ3WW94cARrXvEHzABEeAfD0AG  
sSsADFC/ggMFZGQjggsOXnyOyaAAS+xlImC9As3HHOJQiwwXsTsBzdXBcvABBCC4/1rcF72hx3dg  
GiUQLsQ8AXrcNUSsAZALWjjD0tPLAHBwSwNhAQI8u+0iuCpt0S0jAp3wBDh8Bx3AAA1gBiVwB2aA  
0Fpc0mgcy33BAATAtmDkxcJYvK+SW3JwByQAB4hkyj39AS3QApwgKrTrgR9gB9fi1N9jBpC8vrXD  
vMmwROesbPtQAvqguXW7ACAwt+mxxIYSuXcABSUQD16sGwjhxreEyOAwz1gLgQpUAguyAHOLEAtA 
O5yHxxkwteDQBIk8fR2MuwH5AYORNXSiHQCgxzYlBXZ7B5f7AQrQF4Nx2xNRAmIy2CZBuyd5ENJc  
EKiM1A1REFIABYAwu+skuIEDxf8C4AAbYNS5zcwl4J+L/ARIDBsQKAAasLYicAdwTBDPWzXVDQ6w  
m9ixSzADIdzXBgUfcIHXZh+dkB2doQAlsAEeYwgpkR3OIzh+Aberai1mgAf7+Rwi/QSxjTFKMg8O  
ULfx0E0RAC3OtMd9mNDYHA4H3C782boHTC8pYL0lR21SUODSTcMMgAftgg+4a2qbrCjZAQl40Nrv  
/T0CgdSxMgECuMlP0Rco2LpePEnP/QBE/BmwXHssTX+se0hKu7azCw6GjUGQW29LbA86sWTnSyCS 
/AH2YMKPC8sPQL3MQwZwAEYgXt423TgP0ABNsSEEQdM8/QHJ0GwBUAZimLtstMf/AzHXGOOEq8JG 
jqHX3nY3qdtpgutD+KC+H5LnkOuFg8Qa4GO8ma3OggsHbtwtDoC7C+ABH+BDUhDnAWBRWNtzYGK3 
GDMLhkwL+xUFgBBpOw7FECAS2ZxEJfAEk3cdTl0j0mTbqY3hug0ODkC9T0Dqg2TGA2jK1c0nRATK  
rnsb51vM2QEtDg0A0uwAd4BNkEsvZOA5Ca3MBDwBBGwVSEwgzBR7gSjrqlICZOEAz5wQz83TRAxG 
CYAQCBDFX5LovDLYA5O7E7kXAb6qCCDj7828x0TAHyDSVXNQkcu2iTC9730QVxi5FvgBBNYXHyDj 
zuHhANAAJQAfTb3MuSe4Rk5T/3meHpcbAA4gAR+QRrEr8BSfxtFnt+9dzhyg8pDu43QBgYa8M/hw  
xW+uw9bd8CasaP2h8EJcE8ar21MOCU/A82w78Sqgx+8NBQqFw2yb2O0yvQrP1Z6x6ZFrx9EsQuvH  
vFTcV9MHRn2R2GiSHiIg43brURYt8PKDxwwd6MCqABXCeKCc7qciAE8AB/1YIVyVYWLjUQNRBgKA  
byuwnkGzQc0lBdDmbGbgDw7gVlHzAPEDpQuUeikWy9e2CVP2hxPQAAIAG/5AAYiXzJtAAIXp+bBB  
HrCxAC+gKZ+F+qZ7SOUI0oLDXdsCLPbmAKe/CdojOAIALY+fCHdfb85GAAvGD/8kAAH7EGnPQQAU 
8ASQbxSqPwGSQm320Dz7kJkJUY4EoPp9fyokcHFVuBvf4wAnYIaq3wB/Lv4F08GoX/f9lhAD2C15  
+q8Qp4ohDhAABA5UMNDgQYQJFS4UyI8hw4IIHT6UCEBBRIoZNW7k2NHjR5AhM05EiPFhQZIiD/pT  
uXEEHkgkPJp8yNIiSJsMc1Lc2XJhT59BhQ4lWlQh0JsfaRpdeHHBA6YHIy5dGtXqVaxZtXKsujUh  
Uo8pOyogibFr0pNRz2Zd69XtW4JSr64t2Dbu3bEGqeKtevYiWrwQIYINLPinz6lNBdKF29jxY8iR  
JU+mXNnyZcyZNW/m3NnzZ9AUoUWPJl3a9GnUqVWvZt3a9WvYsWUHz6Zd23blgAA7 

 
Hint:  Be sure to decode only Base 64 content.  5ƻƴΩǘ Ŏǳǘ ƻǊ ǇŀǎǘŜ ŎƻƴǘŜƴǘ ōŜŦƻǊŜ ǘƘŜ wлƭDh5Χ ƻǊ 
ŀŦǘŜǊ ǘƘŜ Ŧƛƴŀƭ ΧblgAA7 
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Note also that you are converting this encoded data into a specified content-type (i.e., a GIF 
image); so, some online converters may require you to save the decoded base64 data to a file 
with a .gif extension before you can view the imageΦ   LŦ ƻƴŜ ƻƴƭƛƴŜ ŎƻƴǾŜǊǘŜǊ ŘƻŜǎƴΩǘ ǿƻǊƪ ŦƻǊ 
you, another likely will.    
 
ANSWER:____________________________________________________________________ 

Question 4: Look at the base64 data in Question 3, above.  Can you spot any combinations of 

letters within the data that form English words or names of three, four or even five letters?  For 

ŜȄŀƳǇƭŜΣ L ǎǇƻǘǘŜŘ άDh5Σέ άtL[9Σέ άt¦.Σέ άb9/Yέ ŀƴŘ άahaΦέ  [ƛǎǘ at least three others you 

found: 

______________________________________________________________________________ 

______________________________________________________________________________ 

Think about the ways the occurrence of happenstance words and names may complicate electronic 

searches for relevant documents. 

Question 5: Find the Secret Word 

Question 5:  Download the file at http://www.craigball.com/Find_the_Secret_Word.zip  Extract 

ǘƘŜ ǘǿƻ ŦƛƭŜǎ ƛƴ ǘƘŜ ½ƛǇ ŀƴŘ ǳǎŜ ǿƘŀǘ ȅƻǳΩǾŜ ƭŜŀǊƴŜŘ ƛƴ ŜƴŎƻŘƛƴƎ ǊŜŀŘƛƴƎǎ όŀƭƻƴƎ ǿƛǘƘ ȅƻǳǊ ǳǎŜ ƻŦ 

ŀ ƘŜȄ ǾƛŜǿŜǊύ ǘƻ CƛƴŘ ǘƘŜ {ŜŎǊŜǘ ²ƻǊŘΦ  hƴŎŜ ȅƻǳΩǾŜ ŦƻǳƴŘ ǘƘŜ ǎŜŎǊŜǘ ǿƻǊŘ όōȅ ǎƻƭǾƛƴƎ ŀ three-

part puzzle), Supply the secret word as your answer via Canvas. 

The secret word is: ________________________________ 

Hint 1: Not all data associated with a file is visible or intentional; some may exist in the slack spaceτ

ǘƘŜ ǳƴǳǎŜŘ ǇƻǊǘƛƻƴ ƻŦ ŀ ŦƛƭŜΩǎ Ŧƛƴŀƭ ǎǘƻǊŀƎŜ ōƭƻŎƪ ǘƘŀǘ Ŏŀƴ ǊŜǘŀƛƴ ǊŜƳƴŀƴǘǎ ƻŦ ǇǊƛƻǊ ŘŀǘŀΦ 

A Note on Slack Space (You May Need This) 

Files are stored on digital media in fixed-size blocks or clusters. When a file does not completely fill 

the last block allocated to it, the unused remainder is called slack space. That slack space is not 

automatically erased when a file is saved and may still contain fragments of data left over from 

ŜŀǊƭƛŜǊ ŦƛƭŜǎ ƻǊ ǎȅǎǘŜƳ ŀŎǘƛǾƛǘȅΦ !ƭǘƘƻǳƎƘ ǎƭŀŎƪ ǎǇŀŎŜ ƛǎ ƴƻǘ ǇŀǊǘ ƻŦ ǘƘŜ ŦƛƭŜΩǎ ŀŎǘƛǾŜ ŎƻƴǘŜƴǘ ŀƴŘ ƛǎ 

invisible to ordinary users, hex viewers can visualize it. 

 

Hint 2: If you discover and decode the password, you must figure out how to use it to uncover the 

secret word.  Zip files can be password-protected, so you may need to use a decompression app 

that supports password protection.  Your OS-supplied app may not be the one to do that. 

 

http://www.craigball.com/Find_the_Secret_Word.zip
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Encoding and Steganography 
²Ŝ ǊŜŎƻǊŘ ƛƴŦƻǊƳŀǘƛƻƴ ŜǾŜǊȅ Řŀȅ ǳǎƛƴƎ нс ǎȅƳōƻƭǎ ŎŀƭƭŜŘ άǘƘŜ ŀƭǇƘŀōŜǘΣέ ŀōŜǘǘŜŘ ōȅ ƘŜƭǇŦǳƭ ǎƛƎƴŀƭǎ 

ŎŀƭƭŜŘ άǇǳƴŎǘǳŀǘƛƻƴΦέ  So, you could sayτloosely and metaphoricallyτthat we write in something 

like hexavigesimal (Base-26), though unlike true positional encodings, our letters do not map 

cleanly to numeric values. 

ά.ƛƴŀǊȅέ ƻǊ .ŀǎŜн ŜƴŎƻŘƛƴƎ ƛǎ ƴƻǘŀǘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ǳǎƛƴƎ Ƨǳǎǘ ǘǿƻ ǎȅƳōƻƭǎΦ  LǘΩǎ ƻŦǘŜƴ ǎŀƛŘ ǘƘŀǘ 

άŎƻƳǇǳǘŜǊ Řŀǘŀ ƛǎ ǎǘƻǊŜŘ ŀǎ ƻƴŜǎ ŀƴŘ ȊŜǊƻŜǎΤέ ōǳǘ ǘƘŀǘΩǎ ŀ ŦƛŎǘƛƻƴΦ  In fact, binary data is stored 

physically, electronically, magnetically or optically using mechanisms that permit the detection of 

ǘǿƻ ŎƭŜŀǊƭȅ ŘƛǎǘƛƴƎǳƛǎƘŀōƭŜ άǎǘŀǘŜǎΣέ ǿƘŜǘƘŜǊ ƳŀƴƛŦŜǎǘŜŘ ŀǎ Ŧŀƛƴǘ ǾƻƭǘŀƎŜ ǇƻǘŜƴǘƛŀƭǎ όe.g., thumb 

drives), polar magnetic reversals (e.g., spinning hard drives) or pits on a reflective disc deflecting a 

laser beam (e.g., DVDs).  Ones and zeroes are simply a convenient way to notate those states; the 

storage media themselves know nothing of numbers. You could use any two symbols as binary 

characters, or even two discrete characteristics of the same symbolτsuch as uppercase versus 

lowercase letters, or the presence or absence of a serif.  

I free you from the trope of ones and zeroes to plumb the evolution 

of binary communication and explore an obscure coding cul-de-sac 

called SteganographyΣ ŦǊƻƳ ǘƘŜ DǊŜŜƪΣ ƳŜŀƴƛƴƎ άŎƻǾŜǊŜŘ 

ǿǊƛǘƛƴƎΦέ  But first, we need an aside of Bacon. 

I mean, of course, lawyer and statesman Sir Francis Bacon (1561-

1626).  Among his many accomplishments, Bacon conceived a 

bilateral cipher (that is, one based on two distinguishable states; a 

άŎƻŘŜέ ƛƴ ƳƻŘŜǊƴ ǇŀǊƭŀƴŎŜύ ŜƴŀōƭƛƴƎ ǘƘŜ ƘƛŘƛƴƎ ƻŦ ƳŜǎǎŀƎŜǎ omnia per omnia, ƻǊ άŀƴȅǘƘƛƴƎ ōȅ 

ŀƴȅǘƘƛƴƎΦέ  

.ŀŎƻƴΩǎ ŎƛǇƘŜǊ ǳǎŜŘ ǘƘŜ ƭŜǘǘŜǊǎ ά!έ ŀƴŘ ά.έ ǘƻ ŘŜƴƻǘŜ ōƛƴŀǊȅ ǾŀƭǳŜǎΤ ōǳǘ ƛŦ ǿŜ ǳǎŜ ƻƴŜǎ ŀƴŘ ȊŜǊƻǎ 

ƛƴǎǘŜŀŘΣ ǿŜ ǎŜŜ ǘƘŜ ǎǘǊŀƛƎƘǘ ƭƛƴŜ ŦǊƻƳ .ŀŎƻƴΩǎ 

clever cipher to modern ASCII and Unicode 

encoding. 

As with modern computer encoding, we need 

ƳǳƭǘƛǇƭŜ ōƛƴŀǊȅ ŘƛƎƛǘǎ όάōƛǘǎέύ ǘƻ ŜƴŎƻŘŜ ƻǊ 

άǎǘŀƴŘ ƛƴ ŦƻǊέ ǘƘŜ ƭŜǘǘŜǊǎ ƻŦ ǘƘŜ ŀƭǇƘŀōŜǘΦ  Bacon 

chose the five-bit sets at right: 

 

 

https://ballinyourcourt.files.wordpress.com/2021/01/image.png
https://ballinyourcourt.files.wordpress.com/2021/01/image-1.png
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LŦ ǿŜ ǎǳōǎǘƛǘǳǘŜ ƻƴŜǎ ŀƴŘ ȊŜǊƻŜǎ όǊƛƎƘǘύΣ .ŀŎƻƴΩǎ 

cipher starts to look uncannily like 

contemporary binary encodings. 

Why five bits and not three or four? The answer 

ƭƛŜǎ ƛƴ ōƛƴŀǊȅ ƳŀǘƘ όάOh no! Not MATH!!έύΦ 

Wait, waitΤ ƛǘ ǿƻƴΩǘ ƘǳǊǘΦ L ǇǊƻƳƛǎŜΗ 

If you have one binary digit (21), you have only 

two unique states (one or zero), so you can only encode two letters, say A and B.  If you have two 

binary digits (22 or 2×2), you can encode four letters, say A, B, C and D.  With three binary digits 

(23 or 2x2x2), you can encode eight letters.  Finally, with four binary digits (24 or 2x2x2x2), you can 

encode just sixteen letters.  So, do you see the problem in trying to encode the letters of a 26-letter 

alphabet?  You must use at least five binary digits (25 or 32) unless you are content to forgo ten 

letters τa sacrifice few secret correspondents are willing to make. 

{ƛǊ CǊŀƴŎƛǎ .ŀŎƻƴ ǿŀǎƴΩǘ ŜǎǇŜŎƛŀƭƭȅ ƛƴǘŜǊŜǎǘŜŘ ƛƴ ŜƴŎƻŘƛƴƎ ǘŜȄǘ ŀǎ ōƛǘǎΦ Iƛǎ Ǝƻŀƭ ǿŀǎ ǘƻ hide messages 

in any medium, permitting a clued-in reader to distinguish between differences lurking in plain 

sight.  Those differencesτwhatever they might beτǎŜǊǾŜ ǘƻ ŘŜƴƻǘŜ ǘƘŜ ά!έ ƻǊ ά.έ ƛƴ .ŀŎƻƴΩǎ 

steganographic technique. 

.ŀŎƻƴΩǎ ƛƴǎƛƎƘǘ ǿŀǎ ǘƘŀǘ any 

observable difference could serve 

as a carrier of meaning. Consider 

these examples: 

That last one is quite subtle, right?  IŜǊŜΩǎ Ƙƻǿ ƛǘΩǎ ŘƻƴŜΥ 

 

To conceal my name in each of the respective examples, every unbolded/unitalicized/serif 

ŎƘŀǊŀŎǘŜǊ ǎƛƎƴƛŦƛŜǎ ŀƴ ά!έ ƛƴ .ŀŎƻƴΩǎ ŎƛǇƘŜǊ ŀƴŘ ŜǾŜǊȅ ōƻƭŘŦŀŎŜκƛǘŀƭƛŎƛȊŜŘκǎŀƴǎ ǎŜǊƛŦ ŎƘŀǊŀŎǘŜǊ 

ǎƛƎƴƛŦƛŜǎ ŀ ά.έ όƛƎƴƻǊŜ ǘƘŜ ǎǇŀŎŜǎ ŀƴŘ ǇǳƴŎǘǳŀǘƛƻƴ; only the visual 

differences carry meaning).  The bold and italic approaches look wonky 

and could arouse suspicion, but if the fonts are chosen carefully, the 

absence of serifs should go unnoticed.  Take a closer look to see how it works:  

 

https://ballinyourcourt.files.wordpress.com/2021/01/image-11.png
https://ballinyourcourt.files.wordpress.com/2021/01/image-15.png
https://ballinyourcourt.files.wordpress.com/2021/01/image-5.png
https://ballinyourcourt.files.wordpress.com/2021/01/image-1.png
https://ballinyourcourt.files.wordpress.com/2021/01/image-16.png









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































