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Goals for this Workbook
The goal of tfs coursds to change the way you think about electronically stored informasiod

digital evidence Despite itscomplexity, all digital contentphotos, music, documents,
spreadsheets, databases, social mediad communications exist in onecommonform: as faint
electric charges or impossibly tiny reversals of magnetic polarity. These minute polar fluctuations
are read by a detector flying above the surface of a spinning disk on a cushion of-dioasandth

the width of a human hair in an operation akio a gt fighter flying at more than 800 times the
speed of sound less than a millimeter above the ground, precisely counting every blade of grass it
passe!

TH- (i @tanishing, but what should astound you more is that thereraregages, paragraphs, or
markers of any kindo define the data stream. It's the history, knowledge, and creativity of
humankind distilled to two different states (on/off, one/zero) as a continuous, featureless expanse.
It's a data stream that carries not only the information we store, but all tisériictions needed to
make sense of the data as welhll the dataaboutthe data required to play it, display it, transmit

it, or otherwise put it to work. It's a reductive feat that will make your head spin and make you
want to buy a computer scientist a drink.

Yet, it should comfort you to know that no matter the volume or variety of digital electronic
evidence, electronic evidence is more alike than different. Digital evidence is daunting, but it's far
easier to identify, preserve, collect, search, processermeyvauthenticate, challenge and produce

2y 0S @&2dz RAGAYS Ada 0O02YYZ2y (GKNBIFIRad ¢KIFiQa o¢K
2P0SNbf 2oy OfFAYa 2F 0dzNRSY SAGK GKS 20aSNIDIF (A2

In these exercises and readings, we will delve into the fascinating journey that data takes from its
binary notation as ones and zeroes to the vast array of documents, communications, records,
recordings, and formats that lawyers encounter in litigatios. ydu engage with the materidl,
encourage you to ask yourself "how" and "why?" Specifically, "How does it workXfanidw
students)"Why will understanding this benefit me in my practice?"

Through these exercises and readings, you will gain insights into key concepts such as:

How computers store and retrieve data

The differences between common storage media

The distinction between system and application metadata

The use and application of cryptographic hashing

The ways in which computers encode and decode data

The use of binary signatures and file extensions to identify file types
The encoding of foreign languages compared to English

The visible and invisible elements of amail message

© NOoO A~ ®DNE

7



9. The location of deleted data and methods for data recovery

10.The preservation, processing, and presentation of data for attorney review
11.Techniques for reducing data volumes and isolating relevant evidence
12.The functioning of search tools and review platforms

13.The concept of forensic imaging

14.The use and challenges presented by load files

15.The impact of alternate forms of production on cost and utility

16.The growing role of artificial intelligence in discovery and review

While some of these concepts may seem removed from thetdalay practice of law, they are
essential building blocksa foundation fordeveloping practical skills any discipline e absence
of a solid foundation ultimately limits how higlou can go.

And hey!This is exciting stuffTheamount of data that we create and store in today's digital world

is staggering. Our lives are increasingly lived online through digital devices, and we are more
connected, tracked, and monitored than ever befovde aremore telemetered today than the
Apollo astronauts of a generation agdhis presents both opportunities and challengedifigrlaw,

as the amount of probative and reliable evidence available to us has never been greater. We are
truly blessedo have access to such powerful tools for finglithe truthas we enter the age of Al.

| hope you will find this class to Enrichingand engaging. Together, we will explore theilling
world of data and its impact on the practice of law. Thank you for enrolling in this class.

Craig BallJanuary7, 205

About the Author
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lead trial counsel in a personal injuproducts liabilityand mass tortpracticefor 25+yearsand
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Introduction to Discovery in U.S. Civil Litigation
Until the mid20th century, civil trials in the United Stat€s2 dzf R FI ANI @ 06S OKLFI NI C

' YOdzZAKOK AARS GeLMAOFffte fSIENYySR KS 20KSNRa Of
was intrial. Lawyers had to find witnesses on their own; witnesses had no duty to talk to counsel,

and what they volunteered informally could change substantially oncetthalythe stand Parties
ASYSNIrffte KIFEIR y2 NRARIKG G2 NBOGASG +y 2LIRySyidQs

Evidence scholar John Henry Wigmore captured this mindset in his 1904 tréaliseatise on

the System of Evidence in Trial at Common. Iuoting the Latin maximemo tenetur armare

adversarium suumcontragsedy 2 2y S Aad o62dzyR G2 FNXY KAa | RSN
wrote:

To require the disclosure to an adversary of the evidence that is to be produced would

be repugnant to all sportsmanlike instincts. Rather permit you to preserve the secret

of your tactics, to lock up your documents in the vault, to send your witnessadodbo

in some obscure village, and then, reserving your evidential resources until the final
moment, to marshal them at the trial before your surprised and dismayed antagonist,

and thus overwhelm him. Such was the spirit of the common law; and such irt part i

still is. It did not defend or condone trickery and deception; but it did regard the

O2y OSIfYSyil 2F 2ySQa SOARSYyi(lAlf NBazdz2NOSa
defenseless ignorance as a fair and irreproachable accompaniment of the game of
litigation. Id. VVol. Ill, § 1845, p. 2402.

Our forebears at commotaw,! fearedthat disclosure of evidence would facilitate unscrupulous
efforts to tamper with witnesses and promote the forging of false evidence. The element of
surprisewas seen as a safeguaadainst skullduggery

Legal reformerK | 4 SR & G NA hnfd, indhe latemytibodaaEl@ESLight to eliminate surprise

and chicanerynU.S.courts @ € SGOGAyYy 3 fAGAILYy(da 200FAY AYyT2NYI
GNRAFE AY | LINPQOSGESRNBESRNYBRRAOAPDESNESI & G2 aidn
enable litigants to better assess the merits of the dispute and settle their differences without need

of a trial.

La/2YY2y floé NBFSNE (G2 ¢ RS@eiedehiFRs opposeRtdzR 2RE Xy 6O 2 ¢
(statutes enacted by legislatures

2 Discovery was not entirely new. Some jurisdictions allowed a Bill of Discovery, a separate equity action to obtain
GSadtAayz2ye 2N R20dzySyida G2 adzZJI2NI 2ySQa 2¢y OF aSs 0 dzi
defenses, or evidenaethe information most needed. Some states also experimented with procedural codes allowing
discovery of documents and testimony (for example, the Field @Gobtkew York For a comprehensive overviesee

George Ragland, Jr., Discovery Before Trial (1932).



After three years of drafting and debate, the fils¢deral Rules of Civil Procedutaok effect on
September 16, 1938. Though amended many times since, the core discovery tools introduced then
remain in place today:

Depositions, oral and written (Rules 30 and 31)

Interrogatories (Rule 33)

Requests to inspect and copy documents and inspect tangible and real property (Rule 34)
Physical and mental examinations (Rule 35)

Requests for admissions (Rule 36)

Subpoenas for witnesses and records (Rule 45)

=A =4 =4 4 A -4

Tools ofCivil Discovery Explained

Depositions

I RSLIRaAldAz2y Aa ag2Ny (Sadagayzye (F1Sy o6SF2NB
be conducted faceo-face (an oral deposition) or through written questions answered under oath

(a written deposition). A court reporter typically preparestranscript, and depositionare
frequentlyvideo recorded. Deposition testimony can be used later if a withess is unavailable or to
challenge a witness who offers inconsistent testimony at a hearing or trial.

Interrogatories

Interrogatories are written questions one party serves on another, to be answered in writing under
oath. They function like a deposition on paper, without live testimony or a court reporter. The
answers bind the responding party.

Requests for Production
Requests for Production seek documents, electronically stored informdt8h fangible things,
or access to land or property for inspection. This is the primary way parties obtain ESI.

Requests for Physical and Mental Examination
LF F LI NIHeQa LKeaAOFt 2NJ YSyillf O2yRAGAZ2Y A&
opposing party may ask the court to order an examination by a qualified professional.

3This discussion conceraiwildiscovery in U.S. civil litigation. It differs in key respects frdminaldiscovery and from
procedures in nofUJ.S. legal systems. In U.S. criminal cases, constitutional and statutory rules govern disclosure, with
RAAGAYOG 20tA3FiA2ya adzOK a4 GKS LINRPASOdziAz2yQa Rdzié (2
markedly from civil discoverputside the United States, many civil law (inquisitorial) systems provide far more limited
party-drivendiscovery; judges typically control evidergathering, and broad Americastyle discovery is uncommon.

Even among commalaw jurisdictions, the breadth of discovery varies significantly.

10

l.j



Requests for Admission
Requests for Admission ask a party to admit, under oath, that certain facts are true or that a
document is genuine. Securing admissions narrows the issues and saves time and cost.

Subpoenas

A subpoena directs someone to aatsually to appear and testify or to produce documents or
other evidence. Subpoenas are often used to obtain evidence from people or organizations that
are not parties to the lawsuitStrictly speaking, the Federal Rules of Civil Procedure do not
characterize subpoenas as a discovery mechanism because their use is ancillary to depositions and
proceedings. Still, they are employed so frequently and powerfully in discovery as to warrant
mention here.

Scope of Discovery
Rule 26(b)(1) of the Federal Rules of Civil Procedure defines the scope of discovery:

Parties may obtain discovery regarding any nonprivileged matter that is relevant to any

party's claim or defense and proportional to the needs of the case, considering the

importance of the issues at stake in the action, the amount in controversy, tha @& Q
NEfFGABS 1 O00Saa (2 NBfSOIyld AYyF2NNIGA2YIT (K
discovery in resolving the issues, and whether the burden or expense of the proposed

discovery outweighs its likely benefit. Information within this scope of desgomeed

not be admissible in evidence to be discoverable.

In plain terms, discovery covers nonprivileged information that bears on the claims or defenses and

Ad LINBLRNIA2YLFE G2 6KFG GKS OFraS NBIFaA2yl ofeé& NI
has any tendency to make a fact more or less likely. Inftion can be discoverable even ifstnot

admissible at trial for example, hearsay or documents whose authenticity is uncertain

G2 wdz S

¢

Gt NELR2NIA2y L tAGeéd o1 & SELINBaate | RRS
long had authority to limit discovery that is excessive or unfair.

Certain matters fall beyond the proper scope of discovery because they enjoy a privilege from
disclosure. The most common examples of these privileged matters are confidential attbierey
communications and attorney trial preparation materials (alofct SR al G2 Ny Se g2 N
Other privileged communications include confidential communications between spouses, between
priest and penitent and communications protected by the Fifth Amendment of the U.S.
Constitution.

Protection from Abuse and Oppression

The discovery rules are both sword and shield. Parties may object to improper requests and

withhold responses based on valid objections. They may also ask the courateative order.
11



Under Rule 26(c), a court may, for good cause, protect a party or person from annoyance,
embarrassment, oppression, or undue burden or expense by ordering one or more of the following:

(A) forbidding the disclosure or discovery;

(B) specifying terms, including time and place or the allocation of expenses, for the disclosure
or discovery;

(C) prescribing a discovery method other than the one selected by the party seeking
discovery;

(D) forbidding inquiry into certain matters, or limiting the scope of disclosure or discovery to
certain matters;

(E) designating the persons who may be present while the discovery is conducted;

(F) requiring that a deposition be sealed and opened only on court order;

(G) requiring that a trade secret or other confidential research, development, or commercial
information not be revealed or be revealed only in a specified way; and

(H) requiring that the parties simultaneously file specified documents or information in sealed
envelopes, to be opened as the court directs.

TOOLS OF U.S. CIVIL DISCOVERY
DEPOSITION INTERROGATORIES

ANSWERS TO INTERROGATORIES

tlse thmy 00-6890 here fre stculhing of the Complaies, euch parry.

REQ FOR PRODUCTION EXAMINATION

ABC Corp. Response to RFP \ |
Bates 00000001-00007654 A |
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Why EDiscovery and Digital Evidence?

As noted, éscovery is the formal process by which parties to litigation exchange information about
witnesses and evidence. That spare definition, often dispatched in a few hurried minutes during
first-year Civil Procedurelass cannot prepare students for the extent to which discovery devours
fAGATFGI2NBEQ fADSad C2NJ SGSNE K2 dzNJ & L3Sryfelimed y G NR
thousandsof hours to discovery and its attendant disputes. Trials are the tip of the spear. Discovery

is the shaft.

This course treats electronically stored informatioBSt as the dayto-day substrate of civil
discovery and the lens through which we study the rules and pracfices course istructured
accordingly: early modules teach timeits-and-bolts of digital evidence, including digital storage,
encoding, metadata and hashing, and then move to hamdpreservation, search, and production
SO you appreciate why discovery takes the time and care it dogsattice

Beforewe diveinf S Qa @mehtal inddzniny these things matter and how they connect.
Electronic discovery is not a bag of tricks or a menu of tools; isysi@m This course is about
learning that system well enough to navigate it competently, ethically, and with confidence.

S, this chapter is a brief orientation to the terrain we will traverse in depth throughout the
Workbook and the semestein later chapters and exercises, we will handle ESI directly, from
identification and preservation through collection, processing, review, production, and
presentatiort all comprisinghe conceptual schematicalled theElectronic Discovery Reference
Model or EDRM

5A34020SNE Aa Ffaz2z 0KS ONRIE flg&8SNRa Y2ald RSY
out and surrender information that may aid and comfort the ene@noften over client objection,
irrespective of the merits, and despite deep distrust of thepopent. Is there another profession

that so routinely obliges its practitioners to act against perceivedigtdfest in service of a larger

system of justice?

We will confront the discipline required to preserve and produce electronic evidence even when
human nature supplies thienpulse is to hidét 2 NJ ¢ ©OdzIST &/ | Y R ¢ Slegalhdlidhs & (i dzR &
the primary instrument by which counsel enforces that duty across an organization.

Hectronic discovery isalso challengingpecause it demands specializéshowledge thatfew
practicinglawyers possesd&=discoveryskill has long beea requisite componenbof trial lawyer
competency yeis often denigrategdeferredor delegated. To close thatgamyr2 2 NJ 6 22 1 Qa S
exercises require you tdecode digital datagalculatehashes, capture and read message source,

and imageevidencemedia, so both law students and computer scigmcBrmation science

graduate students may acquire a shared, practical vocabulary for authenticity, integrity, and
defensible handling aélectronic evidence

13



Civildiscoveryisahighti I { Sa 3AFYS 2F G{AY2Yy {ledaodé¢ [/ 2dzyasSt
with enough precision to target what is relevant, yet with sufficient breadth to forestall evasion. It

is as confounding as it sounds, and it is something wiiracle that discovery works as well as it
R2Sad® ¢KS F2NOSa GKFdG YIS AG 62N] FINB y20
LINEFSaaAz2ylf AyidSaANARGE yR 2dzRISEAQ gAffAyIySaz

Professional integrity in discovery is not mere altruism. Failure to preserve and produce relevant
evidence carries consequences ranging from damaged reputations and costly remedial measures
tosoOF f f SR GRSIFGK LISyl f Gdeé A&l fgrdits she gohatIo prstSHNBE | F
defend a claim. Lawyers themselves may face monetary sanctions, adverse inferences, and referral

to disciplinary authorities. Discovery is where credibility is earnedsquandered.

ThemodernAmerican system of civil discovery rests on a simple premise: just outcomes are more
likely when parties have access to facts established by relevant evidence. Because relevant
evidence often lies within the exclusive control of those whose interestsnateserved by
disclosure, justice requires a mechanism to compel productismbject to limits grounded in
privilege, privacy, and proportionality.

Once moreRule26(b)(1)of the Federal Rules of Civil Procedaréculates the scope of discovery

Fa4X atlF NGASE YIe 2001 Ay RAAO2OSNE NBIFNRAY3I |y
Of FAY 2NJ RSTSyaS FyR LINRBLRNIA2ylIf (2 GKS ySSF
discovery need not be admissibleimeR Sy OS (2 06S RAAO02FSNIof SPé wad
Evidencédefines evidence as relevant if it has any tendency to make a fact more or less probable

and the fact is of consequence in determining the acion> G KS F I O In practicéd, Y I G S N.
proportionality turns org K | (i Sake the iielative accessibility of thiaformation and the burden

and benefit ofsupplying it Throughout the course, you willeigh proportionality, e.g, when

proposing forms of productiorthoosing between forensic imaging and targeted colleatiomhen
negotiatingkeyword search anfile culling.

Relevant.
Proportional.
Nonprivileged.

Commit these touchstones to memory; we will return to them often. They undergird the course
roadmap, which follows the lifecycle of ESI: identifying and mapping sources, preserving against
routine loss, collecting defensibly from devices and cloud servmegessing and indexing for
search, reviewing with rigor, producing in forms that function, and presenting evidence that can be
authenticated and trusted.

4 Note the distinction here between thederalRules of CiviProcedureand those of CiviEvidence Each state has
rules, too. Fear not! Thehandful ofRulesfrom eaché 2 dzQf t y $0BtRis coudsenile ¥e? dut at thebackof the
Workbook.
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Federal Rules of Civil Procedure or, for matters in state court, a similar state rule. Rule 34 lets a
party request that any other party produce designated documents or electronically stored
informationt including writings, dawings, graphs, charts, photographs, sound recordings, images,

and other data or data compilatiofsy (1 KS NI a LdasgeBsloy, sustady, bilcahttBke
responding party must respond in writing within 30 days and may lodge specific objections and
withhold production pursuant to those objections. Much modern evidence also resides with
nonparties, reached by subpoena, which tlsursetreats in turn when we tackle discovery

planning and data mapping beyond the parties themselves.

The simplicity of the ruleggoverning requests for productiohardly hints at its complexity in
practice. A multibilliordollar industry of service providers and consultants exists to support
discovery, and a crazy quilt of rulings lays bare the ignorance, obstinance, guile, and ingenuity of
lawyers and clients grafipg with the preservation and exchange of electronic evidence. Here,
method matters Early in the term we preview three habits that make complexity tractable and
keep you out of trouble, each geloped fully in later chapters and exercises:

First, form matters.Whether evidence is produced in native or nemtive forms with metadata

or reduced to static images profoundly affects utility, searchability, and cost. You will learn to
preserve specify and deliver forms that preserve content and functionality, and to recognize when
images and load files are appropriate and when they are not.

Second, preservation precedes requestdie duty to preserve arises when litigation is reasonably
anticipated typically long before formal requests issuand is implemented through legal holds
tailored to people, systems, and risk. You will design and critique hold strategies that combine
custodial instructions with objective, systemic measures, and you will practice calibrating those
measures to proportioal needs.

Third, search is acience not a magic word list. You will experiment with indexing, culling,
deduplication, and iterative keyword refinement, then compare conventional techniques with
Alassisted methods to understand strengths, pitfalls, and defensibility across tools.

This opening chapter is only a first taste. What follows in this Workbook are the concrete skills that
make electronic discovery work in practice: reading and preserving metadata without corrupting it;
computing and using hash values to establish intepgritistinguishing forensic images from
targeted collections; negotiating modern ESI protocols and production specifications; conducting
and documenting defensible search; and delivering productions in forms that function. As you
progress, your appreciatiofor the rules and the ethics introduced here will deepen through
repetition, testing, and the discipline of doing the work yourself.
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Clean Up on Aisl&lineteen

To appreciate what competent counsel must know about digital
discovery, consider the everyday case where a customer slips and
falls in a grocery store. A store employee witnesses the fall, assists
the customer, and escorts her to the manager, who prepaans
incident report. The customer alleges she slipped on grease near a
roastedchicken display. Pain worsens, an emergency room Vvisit
follows, and months later physicians diagnose a spinal injury
requiring surgery. When the grocer refuses to cover carectistomer retains counsel.

From a discovery perspective, the castandson three legs:
liability, causation, and damages. To establish liability,
plaintiff must show duty and breach. A store owes patra
reasonably safe premises and must act reasonably to corred
warn of hazards such as slippery floors. That obligations on
awareness actual knowledgeof the conditionor constructive
knowledge because the hazard existed long enough t
reasonable inspection would have revealedid the store know
of the hazard or, eting reasonablyshouldit have knowr?

Defense counsel counters that there was no grease, or tHe

another customer caused any spill, and despite reasonable care the store had no opportunity to
discover and remedy it beforine plaintiff fell. The defense also arguesentributory negligence,
contending plaintiff failed to watch where she walked, and challenges causation and damages by
pointing to possible prexistinghealth conditions or unrelated trauma.

a8 LIXFAYOGAFTTFQEa O2dzyaSt LRYRSNE (KS LRISYOGAl ff &
1. Who might have witnessed the fall or the conditions?
2. Were witness statements obtained?
3. How did the store clean up after the fall?
4. Were photographs taken?
5. Were video cameras monitoring the premises?
6
7
8

. Is there a history of other falls? \ .
. Did the roasted chicken display leak?
. How frequently are the floors inspected and cleaned?
Defense counsel has her own questions: \
1. Did the plaintiff stage the fall to profit from a claim? -

2. Did the plaintiff suffer from a prexisting condition?
3. Has the plaintiff made other claims?
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4. Was the plaintiff impaired by drink, drugs or disability?
5. Has the plaintiff behaved inconsistently with her claimed infirmities?

Both sideswvonder whether the other side acted diligently to preserve relevant evidence and if
anyone has altered or destroyed probative materi@he court will only permit discovery in
proportion to the needs of the caseln gauging proportionality, comparable cases have prompted
damage awards ranging from oimalf million to two million dollarsbut, absent liability and
causation, therewill be no recovery

tfEFAYOGATTFQEa O2dzyaSt AyO@SYy(d2NASa LRIOSYGAFT LINE
statements, photographs, cleanup steps, surveillance video, inspection schedules and logs, prior
similar incidents, the condition and maintenance of the tedsOKA O1 Sy 1A 2al=z IYyR
written logs,policies and procedureso name a few

5STSyasS O2dzyasSt tA1S6AaS O2yAARSNE LINRP2F gAGKA
earnings historyandactivitiesand statementsnconsistent withthe claimed disability.

Both sides, rightly, worry about preservationvhat was kept, what was altered, and what was
lostt because the court will confine discoverydnlywhat isproportional to the needs of the case.

In gauging proportionality, comparable cases have prompted damage awards ranging frem one
half million to two million dollarsbut, absent liability and causation, there can be no award of
damages.

Now, place this dispute in its everydaigital setting. The store is part of a national chain with
policies for monitoring hazards and documenting incidents. Digital video cameras record the store,
warehouse, and parking lot. A poiof-sale database logs transactions; sgibckout kiosks include
camaas. Employees clock in and out electronically. Fhady suppliers and contractors come and

go. Nearly everyone carries a mobile device recording geolocation and activity. A corporate claims
database tracks incidents and dispositiolbus, @en a simpleslipon someschmaltz casts a long
shadow of electronic artifacts.

Videois decisive evidenceétore policy requires prompt review and preservatmisurveillance
videobefore routine overwriting every 14 days. The manager saves footage from thardalfeed
beginning one minute before the fall until five minutes afterwsrdall before the cleanup occurs

yet a kiosk blocks theiew ofthe floorfrom that one cameraThe manager also preserved video of
the plaintiff arriving and leaving the premises. In one, the plaintiff is looking at her phone. The
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surveillance system overwrote other video recordings two weeks |dtiee. only contemporaneous
photographs of the areavere taken after employees mop and place caution cones. The store
maintains hey moppedgrease spilled by the plaintithen she fellnot preexisting grease.

The parties engage in discovery seeking the customary complement of medical records and
expenses, lost earnings documentation, store policies and procedures, similar prior incidents, and
incident investigations.

To identify eyewitnesses or customers likely to have spilled grgaaetiff requests the store
oproduce for a period one hour before and after the fall, any photographic or transaction record
(including creditand loyaltycard identifying data) of any persons on the prenfisé4aintiff makes

0KS &l YS NibyjparSoasiwhcFpinddaséd roast chickeéRlaintiff also demands the
names, addresses, and phone numbers of employees or contractors on the premises within one
hour on either side of her fall.

Ly Ad0&d RA&AO2ISNEZI (pkoSucesaiy2axts, call tedods, dpglication ddfalord y G A
other evidence of phone usage for one hour before and after the alleged fall and the contents of any
social networking posts for six months prior to the alleged injury to the present where any content,
2YYSY(dzZ 2NJAYIFISNE Ay GKS LRaild (2dz0KSa 2N 02y
or consumption of drugs or alcokwt KS &G 2NB ' f a2 RSYI| ydadroniiaky G LI I
devices (including, but not limited to, phones, apps, fithess equipment, fithess monitors, and smart

gl GOKS&a0 GKFG NBO2NR 2NJ NBLERNI AYF2NXNIFOGA2Y |03
movement, or exertion from six morgtiprior to the alleged fall to the present ddie&

At this point, it is common for both sides to balk. It emerges that neither party preserved all such
ESI when the duty arose. The parti@i meet and confer to narrow scope and discuss sources and
forms. If agreement proves elusive, they move to compel and for protective relief.

¢CKS LI NLGASaAa gAfft 202S00 2y OF NA2dza INRdzyRasz | f
or is not reasonably accessible. Lawyers will point to undue burden and cost, oppression, excessive
inroads into private matters, and even claim thetalaequested is privileged or a trade secret.
wSljdzSada oAttt 0S OKFffSYyaSR Fa ARAALINRLEZNIAZ2Y I
hyS aARS | aadz2NBa kegtroeszRghtBer thdldat soBgtirdVith equal T S &
confidence the other side counters that the task requires teams of expensive experts and months

of programming and review.
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Caseinpointt f F AYGATFTFQa O2dzyaSt vy 2 S@nivarséllPiodu§ OI&NE NP
(UPC)canned atcheckout updating inventory and recording transactions. Purchasers who use

credit, debit, loyalty, or assistance cards carnidentified throughli K 2 & S NJLyli&Q-a0 (2Ay2 yiaK
receipt€ ¢ O2 dzy &Gsf pridaNeDd@@ L 6 Q4 (G KS &l YS FT2NJ SGSNER S

A A

A0y LIS2LX S Ay FyYR 2dzi tA18 NRIFAG OKAO]Syaodé

PlaintifiQ & O 2sdessEadduine about phone, social, and wearable datgrtain how to collect,
NEOASSGZ YR LINRRdAzOS 6KI (S3SND&It ilktake foré&véEybe £ 2 &
LINP 0 SyTRAWKER (y26a oKIFGQa NE{ S6KS XK 2LNRD 40 2RAGIR
purchases and card usage, but not in the same system. Pairing identifiers may require custom

j dZSNAS& 2NJ GSYR2NJ I aaradlyoSs IyR S@SyudgeKSy > |

this is a fishing expediti@né STSysay O2dzyasSt

Meanwhile, time and technology ede evidence. Legacy logs purge. Devices are upgraded. Video
overwrites. Only a minute of prevent footage remains when the first requestrives too little

to show how long the grease was present. Plaintiff moves for sanctions based on failure to preserve.
¢tKS RSTSyasS O2dzyiSNa GKIFd | YAydziS aSSYSR &adzF:
media account, arguing prejudice from miggiposts that might show activity inconsistent with

claimed injury and damages.

So, the outcome oéven this humbleslip-andfall dispute hinges ora panoply of relevant and

probative sources of electronic evidencécale the same issues to a class action for 100,000
employees, a mass dataeachfor one hundred million customey®r a patent wabetween tech

titans, and the volume, velocity, and variety of ESI multiply. We cannot throw up our hands and

& | @@ mach, too hard, tooexpensige ¢ KS Gl 41X NI GKSNE Aa (G2 ol
against burdenexpenseand intrusion, guided by competence. Parity matters: wiberth sides
understand information systems and the mechanics of digital evidence, consensus follows more
readily.

What does competence look like here? It includes knowing what ESI is, where it lives, and how it
dAK2dzf R 0S LINBASNWSR YR LINPRddzZOSR Ay F2N¥a (K
authenticity and search; discerning when collection can be targetad when forensic
preservation is warranted; and communicating obligations in plain language to technical personnel.

It is the practical ability to seek, cull, search, sort, review, and produce ESI defensibly, and to
estimate time and cost credibly. We vatidress these skills in turn across the Workbook, beginning

with data storage and metadata, then hashing and chain of custody, then collection, processing,
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search, and forms of production, culminating in meeid-confer strategy and protocol drafting.
Along the way, we will examine sanctions for spoliatiand proportional remedies, and we will
0SaGx oAGK jMERI fF Sig2 20taA0Ka%s a® YSGAYSaAa AazX IyR 2

We expect banking lawyers to understand banking and-estdte lawyers to understand closings.

Trial lawyers should understand electronic evidence and discovery. That starts with fundamentals.
This course proceeds on the premise that while one can beegphysician without biochemistry,

you would rather your doctor hathken andpassedit. Here, you will master thergot of ESI:
storage, collection, encoding, processing, metadata, search, forms, and the vocabulary of IT and
forensics. If you believe trial lawyers need only know the law, this course will challenge that view.
Here, w5 OSf S0 NJ U-SiscavénySandxeividenck.yYoudwill work with data, use modern
G22tas yR €SIFENYy G2 aLlSlF|1 Sy2daAK G3SSpapvy G2 f €
litigators; computer science and information students will see ESI thrdughens of relevance,
privilege, privacy, proportionality, and admissibility in the civil justice systdiwill becomebetter
equipped to manage the intersection of information technology and litigation.

5> Spoliationis the destruction, alteration, loss, or failure to preserve evidenparticularly electronically stored
informationt when a party knows or should know that the evidence is relevant to pending or reasonably anticipated
litigation, and the evidence cannotlrestored or replaced through additional discovery.
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What Lawyers Must Know About Electronic Discovery and Digital Evidence

Discovery sometimes entails gaining access to physical objeza$ property, defective products,

or people (e.g., medical examinations). But in modern litigation, discovery overwhelmingly
concerns information: human recollection elicited through testim@md records memorialized
either as ink on paper or as electronically stored information. Discovery beceteesonic
discoverywhen the relevant matter consists of data created, transmitted, or stored in digital form.

Requests for production were born of simpler times. One party asked another (or a third party) to
produce documents or records, either by specifying particular items or by describing categories of
information sought. The responding party had roughly thatfys to locate responsive materials
and make them available for inspection or copying. Privileged material could be withheld or
redacted, provided the responding party supplied a log sufficient to permit evaluation of the claim.
Courts served as refereeshielding parties from undue burden and compelling production when
responses fell short.

For centuries, this system operated against a backdrop of pepetric recordkeeping. Until the
mass adoption of personal computing and the internet in the 1990s, nearly all personal and
business communications existed as paper documents or as ephenoenareations literally
vibrations in the air. Paper discovery was expensive, contentious, anecbmsuming, but it was
manageable. People were schooled from childhood in reading, organizing, and understanding
paper records. Documents felt finite. You tbsee the pile and estimate the work.

Then everything changed.

Today, virtually all personal and business communications involve the movement of electrons.
Conversations once fleeting are now persistent texts. Paper documents have become pixels on
screens, often designed to mimic the look and feel of paper while bebarery differently. More
importantly, digital communications and transactions are accompanied by information describing
the who, what, when, where, and how of their creation and use. This data about daétadatar

often conveys more probative value thamet content itself.

In the span of a generation, civilization stopped doing things the way it had for millennia. The legal
system experienced digital whiplash.

For many senior lawyers, paper remains the sole enduring frame of reference for discovery. Paper
discovery was tangible, finite, and familiar. Electronic discovery feels infirgglicated,
distributed, fragmented, and intangible. People store ESI wherévés convenient, without
structure or discipline, assuming that when the time comes, the skills honed on paper will suffice.
They do not.
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Electronic discovery is more complex than paper discovery, but so are electric lights compared to
candles and automobiles compared to wagons. It isoathwhile complexity. ESI is inherently
searchable. It can be sorted, filtered, deduplicated, and analyzed at scale. Metadata affords ways
to assess authenticity, integrity, and context that paper never could. The variety, ubiquity, and
richness of ESI blaze newitsao the truth of events and transactions.

Yet more information does not inevitably yield better information. Volume can obscure signal.
Accordingly, competence in electronic discovery requires not only the ability to locate relevant
information, but also the discipline to manage naisgeparating imat matters from what merely
exists.

Character and Competence in Discovery

We live in a golden age of evidence. Never before has so much probative information been
generated, and never has that information been so precise or objective. Yet many lawyers regard
electronic evidence as a burden rather than an asdide farmers comglining of oil beneath their

land. The problem is not the evidence; it is unfamiliarity with its value and handling.

That unfamiliarity is hardly surprising. Few lawyers practicing today received practical instruction

in electronic evidence. Law schools historically ignored it. Continuing legal education often skims

the surface. Apprenticeship fails where mentors themssllack technical fluency. Competence in
electronic discovery remains rare, and there is little momentum to change that beyond vague
SEK2NIFGA2ya G2 adlreée &NBLFradg 2F aNBtSOFyd GSOF

Discovery is much maligned as a too costly, too burdensome, too intrusive fishing expédison.
digital evidence proliferatasacross cloud services, mobile devices, collaboration platforms, and
the Internet of Things the gap between competent and incompetent counsel widens. Discovery
abuse and obstruction flourish where ignorance prevails.

bwdzZf § momM 2F GKS ! YSNAOIY . FNJ!aazOAlkiGAaz2y az2RSf wdzA Sa 2
competent representation to a client. Competent representation requires the legal knowledge, skill, thoroughness and
preparation reasona® y SOSaal NBE F2NJ GKS NBLINBASY(lF A2y ®é I 2YYSyi
knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, including the benefits and
NA&la aaz20Al dSR ¢ AHMghasisBdd&dd Mahii staies lave yaddedziie &axne kinguage to their
disciplinary rules.

7 Such concerns are not new. Well before the original Rules went into effect, the Chairman of the Rules Advisory

/I 2YYAGGSS SEOfFAYSRE 428 |INB 32Ay3 (2 KIF@S |y 2dziodzNEG
with some appearance of sdfeagainst fishing expeditions." Proceedings of the Advisory Committee (Feb. 22, 1935),

at Ci20960-0-H 1 pdc M D alye adAiatft Odz2NAES aiGKA&A RAAO2SNE o0dzaAyS
return of trial by ambush and those who would davay with trials altogether.
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Character in discovery is hard to instill and harder still
measure. Competence is not. Competence can be tau
required, and assessed. And when competence is pres
character becomes easier to discern. As Justice Hol
observed, even a dog knows ethdifference between being

B,
stumbled over and being kicked. Even a dog dislinguishes
between being stumbled

over and being kicked.”

Recognizing this, some regulators have articulated conc
expectations for lawyer competence in electronic discovery _ Oliver Wendell Holmes, Jr.
leading example is the advisory opinion issued by the State ﬁrhe JOOmonLow

2 ¥ I'FEAT2NYAL Qa {dFyRAY3 /ﬂ'\ y
Responsibility an€onductin 2015 The Committee began wit "

a simple premise: when representation is likely to implica
electronic discovery, competent counsel mastsesshat reality at the outset, evaluate their own
knowledge and resources, and, if necessary, acquiee réquisite skill, associate competent
assistance, or decline the engagement.

When it comes to handling cases with ESI,
From that premise flows a ATTORNEY ESI COMPETENCE earni, gethelporgetout ]

practical mandate:learn  Assessment Preservation Sources

it, get help, or get out. A <¢
G /4

The Committee identified

nine core capabilities that Custodians Collection
competent counsel must 511;‘11 S
be able to perform el
personally or through Counsel Conference Production
appropriately supervised ;; :}f*f‘fé s
f assessing electronic discovery needs;
1 implementing appropriate ESI preservation procedures;
7 dzy RSNEGFYRAY3a | Of ASyiuQa 9{L aeadaSva Iy
T identifying custodians of relevant ESI;
1 performing appropriate searches;
1 collecting ESI in a manner that preserves integrity;
T advising clients on preservation and collection options;
1 engaging in meaningful me@ind-confer discussions; and
1 producing ESI in recognized and appropriate forms.
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These are baseline competencies, not aspirational ideals. Each requires a blend of legal judgment
and technical understanding that cannot be satisfied by outsourcing decisions wholesale to
vendors.

Competent preservation demands more than issuing a generic legal hold. Counsel must understand
where data resides, which data is fragile or ephemeral, how routine systems purge information,
and how preservation can occur without corrupting evidence or mata. Identifying custodians
likewise requires understanding modern information systems and communicating effectively with
technical personnel.

Search is not intuition or incantation. It is a discipjimascienceTools differ. Queries must be tested

to balance precisiothow often your hits are actually relevamtyd recallhow much of the relevant
universe you managed to findgrrors at the search stage cascade into downstream cost and risk.
Counsel who cannot understand how ESI is indexed, culled, and filtered cannot meaningfully
negotiate protocols or assess proportionality.

Competent counsel also understands that not all ESI should be handled alike. Some data may be
preserved and searched in place; other data must be collected and processed. Forms of production
matter. Native production may preserve functionality and metadataagebased production may

be appropriate in other circumstances. Each choice carries strategic and economic consequences.

Big firm lawyers and corporations have grown comfortable outsourcing electronic discovery to
service providers whose expanding roles blur the boundary between technical support and
substantive law practice. Delegatinglscovery duties to vendors hasalled lawyers to muddle
through, but at great expense arat peril of error, delay and miscommunicatioBelegating
electronic discovery to vendors does not absolve lawyers of responsibility. Vendors provide tools
and labor; lawyers bear ethical and strgte accountabilitylf trial lawyersintend to remain the
captains of litigation, they must be competentdaing, notmerelybuying e-discovery. If you want
tobeati KS KSfYX AGQa 6A&S (G2 1y28 K2g (G2 adSSN®

Virtually all evidence today is born digitally. Every trial law
need not be a computer scientist or forensic examiner, but ev
trial lawyer must be minimally competent in the fundamentals
electronic evidence: where it lives, how it behaves, howsi
preserved, how it is searched, and how it is produced in forms
function. That is the premise of this course.
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TheHectronic Discovery Reference Model (EDRM)
In 2005, when aliscovery had hardly entered lawyer lexicolnnesotansGeorge Socha and Tom

DSftoYlryy al¢ 6S 6SNBYyQlG aALISF{Ay3dI GKS aryS € y:

view of the electronic discovery process, expressed as a diagram to serve as a basis for discussion
and analysis. The neiwonic EDRM diagram Iped the legal and vendor communities
communicate more clearly and reinforced the iterative nature of a successfisicevery model;

one that vanquishes volume and enriches releanc

Electronic Discovery Reference Model

mg Processing

Preservation

*

3
Collection

VOLUME RELEVANCE

Electronic Discovery Reference Model / © 2014 / v3.0 / edrm.net

Information Governance
Getting your electronic house in order to mitigate risk & expenses shedidowvery become an
issue, from initial creation of ESI (electronically stored information) through its final disposition.

|dentification
Locating potential sources of ESI & determining its scope, breadth & depth.

Preservation
Ensuring that ESI is protected against inappropriate alteration or destruction.

Collection
Gathering ESI for further use in theescovery process (processing, review, etc.).
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Processing
Reducing the volume of ESI and converting it, if necessary, to forms more suitable for review &
analysis.

Review
Evaluating ESI for relevance & privilege.

Analysis
Evaluating ESI for content & context, including key patterns, topics, people & discussion.

Production
Delivering ESI to others in appropriate forms & using appropriate delivery mechanisms.

Presentation

Displaying ESI before audiences (at depositions, hearings, trials, etc.), especially in native & near
native forms, to elicit further information, validate existing facts or positions, or persuade an
audience.

In this course, the EDRM serves as our conceptual framework for understanding the functional
stages of electronic discovery from identification through presentation.

Too, we must peer past the colorful confines of the EDRM and weigh the evidentiary and societal
aspects of electronic evidence. In a world without notarized-gedink signatures where simply
flipping a bit value changes everythinhow do we prove authenticity or attack the integrity of
digital evidence? How will we trust, train and perhaps restrain Atrtificial Intelligence (Al) systems
serving as proxies for human judgment? How do we balance personal privacy and the need to
safeguad trade secrets agast the obligation to bring the best evidence into court?
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Introduction to Data Storage Media

Mankind has been storing data for thousands of years, on stone, b
clay, wood, metal, glass, skin, papyrasx, paper, plastic and film. In
fact, people were storing data in binary formats long before f{
emergence of modern digital computers. Records frofhc@ntury

Persia describe an organ playing interchangeable cylinders. Eightq
century textile manufacturers employed perforated rolls of paper
control Jacquard loomsnd Swiss and German music box makers u
metal drums or platters to st@rtunes. At the dawn of the Jazz Age,

seltrespecting American family of means lacked a player piano cap
(moreorf Sa&d0 2F NBLINRPRdAzOAY3 GKS ¢
2 KSGKSNJ 82dz aG2N8 RFEGF & LIS
data two data states: hole or no hole, pin or no pin, one or zero.

Jacqard Loom Music Box | VPIyer Piano

Punched Cards

In 1889, U.S. inventor Herman Holleritt860 -1929) was granted a
patent for his system for storing data on perforated paper carls
py System that

revolutionized the 1890

9 ; vy = U.S. census Using 43

VITAL VOCABULARY]

Actuator Arm
Analog
Areal Density
Bates Numbering
Behind the Firewall
Binary
Cloud
Clusters
Cylinders
De-Duplication
DeNISTing
Electromagnetic
Encoding
File System
Form Factor
Forensic Image
Hashing
HDD (Hard Disk Drive)
Head Crash
Interface
IT
Logical Block Address (LB
Master File Table
Metadata
Network Share
NTFS
RAID Array
Random Access
ReadWrite Head
SAN and NAS
Sectors
Slack Space
Solid State
SolidState Drive (SSD)
Storage Media
Tracks

g 2 NI

NJ

Unallocated Space

eeEneee:
HePQonedo

62 million punched cardghe time to tabulate the

; _ census dropped from eight years to thréeln the

MponQas RekaniyeRlataFsidge led to
widespread adoption of Hollerith cards as a fast,

8 Hollerith foundedThe Tabulating Machine Comparased in the Georgetown neighborhood of Washington, D.C.
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practical and coseffective binary storage media. 18w 5081-style 80-column card

These punched cards, initially made in a variety ¢

sizes and formats, were ultimately standardized b

IBM as the 80 column, 12 row @oTp€ O
format (right) that dominated computing well into

s00Ci00000000000 I000010009000000 /00000 00800001 I00 000 10000000 008000010 /0800000

B T T
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B 4404710084/ 4440004008/ 000000004844400848404440004044440444044404444444440444044
55555555 15555555555 | 155 | 5//55555555555555555555((555555555(| 555555555555555555555
666 (66666 (66666666666666666666666 | 6666666666 5666666666666666 6 666666666666666
7777777777777 17717117771711717727277797917717771717777777771717771111171771117177

880888888 [380888088838088808880888885088088888 808038809008 888808888888888888888

GKS wmdT n Q&I50s, puyicheil Kafl safek

I OO02dzy 6 SR F2NJ v LISAENGIS y oo
197579, this author spent many a night in the basement ol

computer center at Rice Universityping program instructions

onto these unforgiving punch cardsousins to the oily, yellow

perforated paper tapéright)that Bill Gates antlused on opposite

coasts to program mainframe computers via a teletype termi

in the early 1970s.

6)

In the punch card era, storing programs and data
sets meant storing stacks of IBM cards, often g
Y23G2NRT SR(ight)i dzo FTAf Saé

The encoding schemes of these obsolete me
differ from those we use today principally igg
speed and scajdut the binary fundamentals arcmt
unchangedand connect our toil in -liscovery -
and computer forensics to the likes of Charl
Babbage, Alan Turing, Ada Lovelace, John §
Neumann, Robert Noyce and both Stev
(Wozniak and Jobs).

oS

Y

The IBM punched card held 80 columns of 12 punch positions, or 960 possible bit locations.
b2YAYyLlffex @okAal Qe iMHanT SoAdAK 6 SO dza S SA3IKG O2f dz
storage, the effective capacity was closer to 864 bits, or 108 bytgwaktice, each column was

typically dedicated to a single- ©r 8bit character, so a card realistically stored about 80
characters roughly 80 bytes

°1 FGSN) K2dzZNE NBaSHNOKAYy3I GKS OF LI OAGe jdzSadAazys L O2dz

according,inter alig, to the type of information being stored (binary versus ASCII) and a reluctance to punch out too
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who ever played in the NBA

bytes per card)

FastT 2 N¥ | NR

ily and Anchorage.

0 KS F-dNKoppy disks
commonly used from the mid980s to early 2000s held about 1.4 millic
bytes. A single floppy therefore stored the equivalent of roughly 13,¢
IBM cards about seven 2,00@ard boxesor, at 143 cards to the inch, ai
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forty-one billion IBM cards (41,231,686,041, to be precise).
r Stacked at 143 cards per inch, our tower of cards would rise about
1 4,550 miles roughly the distance between Washington, D.C.,

Sq consider backup tape. The 4t
terabyte (compressed) capacity c
an LT@E cartridge corresponds tc
roughly 65 bilion IBM cards.
Stacked one atop another, the
would span more than68,000
miles enough to circle the Earth a
the Equator nearly three times.

1.44 MB ~ 8 feet of IBM cards

18,000 punched cards (80 bytes each)

Floppy Diskette

These are not realorld metrics

3TB = 4,550 miles of IBM cards

Washington, D.C. to Anchorage

3 TB Hard Drive

45TB = 68,000 miles ff 1BM cards

Enough to circle the Earth nearly three times.

LTO-9 Tape
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- The prim Eisenhowegra programmer in the photo below
steadies 62,500 punched cards said to hold five megabytes of
program instructions for the massive SAGE (S&umbdmatic
Ground Environment) military computing network (at roughly 80

Ol -dallap A 2 dza
OXZHMpYy Zpor

because much storage capacity is lost to$ystem overhead. If you used a warehouse for physical
storage, you would sacrifice space to shelving and aisles, and you would find that not everything
fits wallto-wall and floorto-ceiling. Similarly, digitadtorage sacrifices capacity to file tables and
wastes space by using fixed cluster sizes. If a file is smaller than the clusters (i.e., storage blocks)
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Electromagnetic Storage: Turning Polarity into Proof

Punched cards made data tangible, but they were slow, bulky, and unforgiving. The next great leap
in storage came from exploiting a different physical phenomemoagnetism Magnetic storage

did not change the binary nature of data; it found a denser, faster, and reusable way to express it.
Instead of holes and cards, informatiasrecordedas tiny regions of magnetizatiormagnetic
domainss each oriented in one of two directiors & LJ2 tha®arefreld as a binary state.

At a conceptual level, nothing fundamentally changed. Datstill reduced to two states, still
recorded on a physical medium, and still dependent on machinery to interpret it. What changed
was scale. Magnetic media allowed enormous volumes of data to be packed into far smaller spaces
and accessethr faster than any punchedard system could manage.

Early magnetic storage appeared first on tape, then on disks. Tape favored sequential access and
longterm retention; disks enabled random access and speed. Both persist today, not as relics, but
as workhorses of modern computing and electronic discovery.

Magnetic Tape: Sequential, Durable, and Still Very Much Alive

The earliest popular form of electromagnetic data storage wasgnetic tape Spinning reels of

tape became a clichéd visual metaphor for computing in films and television from the 1950s

through the 1970s. Though the miles of tape once visible
on those reels now reside inside cartridges and
cassettes, tape remains a surprisingly enduring medium
for the backup and archival storage of electronically
stored information.

Compact cassette tape
(right) was the earliest
data storage medium for
personal computers,
including the pioneering
Apple II, the Radio Shack
TR nX YR L.
personal computer, the
Model XT.
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Magnetic tape predates hard disks, andontrary to periodic predictions of its demise&ontinues

to play a central role in modern data storage. Tape is not fast, and it is not elegant. It is, however,
dense, durable, inexpensive at scale, and remarkably reliablhose qualities explain its
persistence and iteecurringappearance in discovery disputes.

Unlike disks, which support random access, tapesisquentialad ¢ dal @riédium. To reach data
recorded near the end of a tape, the drive must physically wind past everything that comes before
it. That characteristic once made tape a poor choice for interactive computing but an excellent
choice for backup, archiving, and letegm retention. Those use cases have not disappeated.
anything, they have grown with the explosion of data volumes.

How Magnetic Tape Stores Data

At a physical level, tape storage resembles disk storage more than its form‘fattggests. Data

is recorded by altering the magnetic orientation of particles embedded in a thin coating on a flexible
ribbon. As with disks, information is expressed as binary statesgnetized one way or the
othert and interpreted by a read/write head ames and zeros.

Where tape differs is itayout and accessData is written in long linear tracks that run the length
of the tape. Modern tape systems organize data into blocks and files, but the underlying constraint
remains: the tape must move past the head to be read. There is no shortcut.

Tape Drives and Cartridges

A tape cartridge contains hundreds of meters of tape, precisely wound and tensioned. When
inserted into a tape drive, the tape is drawn out of the cartridge and wrapped around a series of
guides and rollers before passing across the read/write head. Tdeegs is mechanically complex
but highly refined.

Modern tape drives are not crude devices. They employ sophisticated error correction, precise
servo tracking, and constant monitoring to maintain alignment. Tape heads float above the tape
surface at extremely small distances, and the systems compensategously for stretching,
temperature changes, and wear.

TheLTQ9 format tapes, introduced in 2021, hou8g150 feet (960 meterspf halFinch tape in a
half-pound cartridge just four inches square and less than an inch thick. Yet each cartridge natively

10 A form factor is the physical size and shape of a piece of computer hardware.
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holds 18 terabytes of uncompressed datand up to45 terabytes of compressed datalelivered
at a transfer rate of approximate$00 megabytes per second

Ol dza

LTO tapes uselsackand-forth, or linear serpentine, recording schemed t A Yy S NE 0 S a
AG2NBR AY LINIfTESEt (GNIFOla NMzyyAy3d (GKS fSy3aidk
path snakes back and forth, reversing direction on each pass. Thotepf the LTGHp OF NI NA R 3 &
6,656 tracksare read or written simultaneously as the tape moves past the recording heads. As a
result, it takes208 backand-forth passef 2 NJ a g NJ LJa>¢ G2 NBIF R 2NJ g NAR{
LTQ9 cartridge.
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¢ K I 12@ kiles of tape passing the headsoughly the driving distance betweehustin and
Houston Consequently, it takes hours to read or write each tape; for example, approximately
twelve and onehalf hoursto write a full LT@ cartridge at maximum speed. While tape is not as
fast as hard drives, it has proven toimere durable and less costlpr longterm storage so long

as the data is being stored, not restored.

Capacity, Compression, and Marketing Numbers

Tape capacities are often advertised usiogmpressed figures typically assuming a 2.5:1
compression ratio. Compression may be achieved by eliminating redundancy in the data stream,
but the actual result depends entirely on the nature of the data being stored. Text compresses well;
alreadycompressed files, such asages and video, do not.

For discovery purposes, it is important to distinguish betweative capacityand compressed

capacityd / £ AYa o62dzi K2g¢g YdzOK RFEGF | GF LIS aK2f
assumptions are left unstated. As with hard drives, the physics is honest even when the marketing

is optimistic.

1 The LTEALO0 format hitting the market in January of 2024l offer a 40TB native capacity and 100TB compressed.
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Why Tape Still Matters in Discovery

Tape remains the medium of choice for laigmmale backups and loigrm archives, particularly in
enterprise and institutional settings. Cloud providers themselves rely heavily on tape behind the
scenes, even when customers never see it. As a resulgnisgften possess relevant data that
existsonly on tape sometimes stored offsite and sometimes forgotten until litigation brings it to
light.

From a discovery perspective, tape raises distinctive issues. Restoring data from tape is slower and
more laborintensive than copying files from disk. Older tapes may require legacy drives or software
to read. Some tapes are overwritten on a schedule;eoshare retained indefinitely. These
characteristics inform arguments about burden, proportionality, and feasibility.

¢S LA b2d a5SIFR 510Gl €

It is tempting to think of tape as a graveyard for obsolete information. That temptation should be
resisted. Tape is not dead storage; itleferred access storagd he data remains intact, often for
decades, and can be restored if the necessary equipment and expertise are available.

Courts and practitioners who assume that tape data is inaccessible or irrelevant risk error. Tape has
been the source of pivotal evidence in humerous cases, particularly where routine deletion on
active systems was offset by letgym retention on backup media.

Continuity Across Media

The persistence of tape underscores a recurring theme: storage technologies accumulate rather
than replace one another. Newer media change how data is accessed and used, but older media
continue to shape what data exists and how long it survives. Electchscovery operates across
these layers, not above them.

As storage grows denser and systems more abstracted, the underlying physical realities remain
decisive. Whether data resides on disk, tape, or ssiide memory, it is still subject to the
constraints of the medium that holds it.

Floppy Disks

Today, the only place most computer users are likely to encounter a floppy disk is as the familiar

Gal @S¢ A02y Ay aAONRaz2¥d hFFAOS LI AOFGAZ2Yad

distribution and data storage for personal computing for rig¢hirty years.
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Floppy disks are another form of electromagnetic storage. Each contains a spinning, flexible plastic
disk coated with a magnetic oxideessentially rust. In composition, a floppy disk is much like
magnetic tape in disk form. Floppies were formatteeither by the user or prdormatted by the
manufacturer by dividing the disk into concentric rings of data caltesitks with each track
subdivided into small arcs callesgtctors Formatting enables systems to locate data on physical
storage media much adividing a subdivision into streets and house numbers enables us to locate
homes in a neighborhood.

8" Floppy Disk in Use

8", 5.25" and 3.5" Floppy

Although many competing floppy disk sizes and formats have been introduced since 1971, only a
handful are likely to be encountered indéscovery. These include Zip Disk

the 8-inch, 5.25inch, 3.5inch standarddensity, 3.5inch high
density, andZip formats. Of these, th&.5-inch highdensity (1.44
megabyte)floppy disk is by far the most prevalent legacy format.

Sea!
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that enjoyed brief success before the high capacity and low cos
recordable optical media (GR and DVER) and flash drives
rendered them obsolete.

U

Optical Media

The most common forms of optical media for data storage@eDVD andBlu-ray disks, each
available in reaebnly, recordable, or rewritable formats. These media typically take the form of a
4.75inch plastic diskncorporating a metalized reflective coating and, in some formats, a dye layer.
In contrast to tape, floppy disks, and mechanical hard drives, optical storage medd daly on
electromagnetism to store and retrieve datmstead, &ocused laser beam alters or interrogates
the metalized reflective coatingo create or detect microscopipits and lands Variations in
reflected laser light are interpreted as the ones and zeros of digital data storage.
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The practical differences among CDs, DVDs, anthBldisks lie in theistorage capacitieand the
speed, otthroughput, at which data can be read or written.

A CD(Compact Disc), @ DROM(CD Rea®nly Memory), is readnly and

not recordable by the end user. It is typically manufactured to distribute
music or software. ACDRis recordable by the end user, but once a
recording session is closed, it cannot be altered in normal useD A
RW s rewritable and can be erased and recorded multiple times. A
standardsize CD holds approximatel)0 megabyte®of data.

A DVD (Digital

e Versatile Disc) likewise A
exists in reaebnly, recordable (DVDzxR), an @
rewritable (DVDzRW) formats. The mo o
common DVD has a native storage capacity
approximately4.7 gigabytes meaning that a
single DVD can hold rough$yx and onehalf

CDsworth of data.

By employing the shorter wavelength of a blt \‘ i (44

. e
laser, adual-layer Bluray diskcan store up to \gmm
apprOXimatel)BO g|gabyte3)f datar GQUivalent ‘I should have had him put into a more manageable format years ago.”
to about ten and onehalf DVDs Like its

predecessors, Bitay media is available in recordable (BPand rewritable (BIRE) formats.
How Hard Drives Store Data

A traditionalelectromagnetichard disk drive (HDD) stores data on one or mgp&ning platters
coated with & S NN@Badgietl ¢ @ tn&erial. Each platter surface is divided into concentric rings
calledtracks which are further subdivided intgectorg the smallest addressable units on the disk.
Modern drives abstract these physical details beHogical block addressingllowing software to
treat storage as a continuous array of numbered blocks rather than discrete tracks and sectors.

Hovering above each platter surface iead/write head, mounted on an actuator arm. The head
YSOSNI 12dzOKS&a GKS LI IFTGGSNY LyaagSFERYE AG GFtASH
spinning disk at a height measured inanometers far thinner than a human hair. The tolerances
involved are astonishing. A useful metaphor is a jet fighter screaming at many times the speed of
sound, skimming just inches above the ground, while accurately counting every blade of grass it
passes.
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As the platter spins beneath the head, the drive writes data by altering the magnetic orientation of
tiny domains on the surface. Reading data reverses the process: changes in magnetic polarity
induce signals that the drive electronics interpretca® y ¢ | Y R @& 2 ®riesSahd zgr@ed. | G SR
The drive has neenseof files, documents, or meaningonly magnetized regions and locations.

Computers, Hardrivesand Servers

Though ESI resides on a dizzying array of media and devices, by far the largest complement of same
occurs within three closely related species of computing hardweoenputers, hard driveand
servers.A server is essentially a computer dedicated to a specialized task or tasks, and both servers
and computers routinely employ hard drives for program and data storage.

Electromagnetic Hard Drives

As noted, mankind has long stored information by translating it into physical manifestations: cave

drawings, Gutenberg bibles, musical notes, Braille dots or undulating grooves in a phonograph
record. Becausk (i Q& ailoigsdgiiedce of ones and zeroisary datacan bememorialized by

many physical phenomena. You could build a computer that stored data as a row of beads (the

abacus), holes punched in paper (a piano roll), black and white vertical lines (bar codes) or bottles
of beer on the wall (stilaiting for this one!).

T 6S O0dzZAf R 2dzNJ O2YLJzi SNJ G2 &dG2NB RIGF dzZaAy3a
because we hekeda boatloadof bottlesand a whole lot of time to sethem up, count them and

replace them as data changes. Too, wmild need something like the Great Wall of China to hold
GKSY® {2 2dz2NJ 6SSNJo20aG€tS RIFEGF &adG2N)r3IS aeaasSy
lightweight and efficient-in short, a refrigerator magnet and some paper clips.

Okay, maybe not a refrigerator magregr se but the principles are the same. If you take a magnet

off your refrigerator and rub it against a metal paperclip, you will transfer some magnetic properties

to the paperclip. Suppose you lined up about a zillion paper clips and magnetized some but not
others. You could go down the row with a piece of ferrous metal (or, better yet, a compass) and
distinguish the magnetized clips from the noragnetized clips. If you call the magnetized clips
G2y Saé IMYWRIVYEEAYBR Of ALJA Gl SNRPSazé¢ &2dzQ@S 321
data. Were you to glue all those paper clips in concentric circles onto a spinning phonograph record
FYR adzoadAddziS 'y St SOGNRYLF 3y S lbe daXaafiédobvh&ts T NA 3
goes on inside the hard and floppy disk drives of a computer, albeit at a much smaller scale. In case
you wondered, this is also how we recorded sound on magnetic tape, except that instead of
determining that a spot on the taps magnetized or not as it rolls by, we gauge varying degrees of
magnetism which corresponding to variations in the recorded sounds. Tdmslisgrecording

the variations in the recording are analogous to the variations in the music.
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Since computers process electrical signals much more effectively than magnetized paper clips
jumping onto a knife blade, what is needed is a device that transforms magnetic signals to electrical
signals and vicgersa an energy converter.Inside every floppy and hard disk drive is a gadget
called a read/write head. The read/write head is a ti
electromagnet that perform the conversion from electric
information to magnetic and back again. Each bit of dati
written to the disk using an encoding methduht translates
zeros and ones into patterns of magnetic flux reversg m—
52y Qi 08 Lizi 2FF o0& {GF Nyl ’ ' 18 a4y
NB @ S Nijusttmeans flipping the magnet around to the Hard Drive Read-Write Head

20KSNJ aARS 2NJ aLRft So¢

Older hard disk heads make use of the two main principles of electromagnetic force. The first is

that applying an electrical current through a coil produces a magnetic fiels;nagnet field

imparts magnetic propertieswrites--to the disk The direction of the magnetic field produced
depends on the direction that the current is flowing through the coil. The converse principle is that
moving amagnetic fieldalongsidea coilof wire inducesan electrical current to flowwhrough the

coil. That current@rresponds tgpreviously writtenmagneticinformation Yy R a2 a SNIWSa
the disk Newer disk heads use different physics and are more efficient, but the basic approach
KFrayQi OKIFy3ISRY StSOGNROAGE G2 YIF3IySGtAray FyR

A hard drive is an immensely complex data storage device engineered to appear deceptively simple.
When you connect a hard drive to your machine, and the operating system detects the drive,
assigns it a drive letter amdpresto!t & 2 dzZQ @S 3 2 (i esioNkvi storagey Microprécessad (i
chips garner the glory, but the humdrum hard drive is everythit paragon of ingenuity and
technical prowess.

A conventionalkelectromagnetichard drive is a sealed aluminum box measuring (for a desktop
a2a0SY0 NRdzAKf& né E cé E mME Ay KSAIKGO K
O 2 Y LJdzdaSeNcsiomarily secured by several screws attached to any of terhpeaded

mounting holes along the edges and base of the case. One face of this ledssded to reflect the

drive specifications, while a printed circuit board containing logic and controller circuits will cover

the opposite face.
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A conventionaklectromagnetidiard disk contains round, flat discs calfgédtters, coated on both

sides with a special material able to store data as magnetic patterns. Much like a record player, the
platters have a hole in the center allowing multiple platters to be stacked on a s@indlesad on

both sidedor greater storage capacity.

The platters rotate at high speed

typically 5,400, 7,200 or 10,000
rotations per minute driven by an  Spindle
electric motor. Data is written to and

read from the platters byread/write  Actuator Arm
heads mounted on the end of a

pivoting extension called aactuator  yssice Coil
armthat functions similarly to the tone

arm that carris a phonograph

cartridge and needle across the face of Power Data

a vinyl audiorecord. Each platter has

two read/write heads, one on the top of the platter aadotheron the bottom. So, a conventional
hard disk with ree platters typically sports six surfaces and six read/write heads.

Unlike a record player, the read/write head never touches the spinning platiefly overhead

When the platters spin up to operating spedteir rapid rotation causes a cushion of air to flow
under the read/write heads amnslispendhem overthe surface of the diskthe same principle of

lift that operates on aircraft wings and enables them to fly. The head then reads the magnetic
patterns on the disc while flying just .5 millionths of an inch above the surface. At this speed, if the
head bouncd against the surface, there is a good chance that the headldvburrow into the
surface of the platterike a fighter jet flying into the gy 350 pisk Storage Unit

ground, obliterating data, destroying both read/write
heads and rendering the hard drive inoperable se
OFff SR aKSIR ONI aKoé

The hard disk drive has been around for more tiGén
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and cost of hard drives fell sufficiently for their use to |
commonplace.

Introduced in 1956, the IBM 350 Disk Storage U

pictured was the first commercial hard drive. It was |

inches long, 68 inches high and 29 inches deep (s

could fit through a door). Called thRAMAC (for

Random Access Method of Accounting and Control)
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Thus, it held abouB.75 megabytesor one or two cellphone snapshots today. It weighed a ton
(literally), and users paid $3,200.00 per montheatA (i ® ¢CKIFIG0Qa Fo62dzi PonzZnn

Now, you can buy a ten terrabyte hard drive storimgp million times
more information for a fraction of that monthly rental. That 10TB drive
weighs less than two pounds, can hide behind a paperback book and costs
less thar$170.00.

10TB ol |
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the standard dimensions of key system components are called in geek
speak). Wo electromagnetic driveF 2 NY FIF OG2NAE | NB &,
(desktop drive)and v ®p ¢ 6 f I .LJA Zhied, t(ReNFPP S O 0 At 2 R |
microsystem driveis whollysupplanted by solid state storage.
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K26 RS@A OS aandthiera$ ek as the phygigalplugs and cabling required. The five most
common hard drive interfaces are:

PATA for Parallel Advanced Technology Attachment (sometimes called EIDE f&ktended
IntegratedDrive Hectronics)[longobsolete]

SATAor Serial AdvancedTechnologyAttachment[most commontodayj
SCSlor Small Computer System Interface

SASor Serial Attached CSI

FCfor Fbre Channel

Though once dominant in personal computers, PATA diivgsly disappearedfter 2006. Today,

virtually all laptop and desktop computers employ SATA drives for local storage. SCSI, SAS and FC
drives tend to be seen exclusively in servers and other applications demanding high performance
and reliability.

CNRBY G(GKS dzaSNNa LISNELISOGA®S:E ttler s {1el's {/{L.
from the point of view of the technician tasked to connect to and image the contents of the drive,
the difference implicates different tools and connectors.
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The five drive interfaces divide into two employing parallel de*~
paths (PATA and SCSI) and three employing serial data |
(SATA, SAS and FC). Parallel ATA interfaces route date
multiple simultaneous channels necessitating 40 wires wh &
serial AR interfaces route data through a single, higipeed
data channel requiring only 7 wires. Accordingly, SATA cal ___
and connectors are smaller than their PATA counterp@aes
photos, right).

Fibre Channel employs optical fiber (the spelling difference
intentional) and light waves to carry data at impressive spee power_data .

The premium hardware required by FC dictates that it will ue ——

found in enterprise computing environments, typically in conjunction with a high capacity/high
demand storage device called AN (for Storage Attached Network) or MAS (for Network
Attached Storage).

LGQa SlFraeée (G2 06S02YS O2yFdzaSR 0SG6SSy KIFNR RN
like USBLightning, Thunderbolt(USBC) or (the now obsolete)FireWire seen on external hard

drives. The drive within the external hard drive housing will employ one of the interfaces described
above (except FC); however, to facilitate external connection to a computer, a device d¢aikgka

will convert data written to and from the hard drive to a form that can traverse a USB or
Thunderboltconnection. In some compact, levost external drives, manufacturers dispense with

GKS SEGSNYlILt oNARIS o021 NR |fi23SG§KSNI kiglR 6 dzA ¢
board.

Why Spinning Disks Still Matter

Despite the rise of solidtate storage, spinning disks remain ubiquitous. They domiat&
storage archives, backup systems, and much of the infrastructure behind cloud services. When
litigants claim that data volumes are too large to preserve or search, they are often talking about
data residing on magnetic disks, whetherpremises or in remote datcenters.

For discovery purposes, it is a mistake to treat hard drives as obsolete. Their physical characteristics
continue to shape what data exists, how it persists, and how it can be recovered.

Cloud Services as Everyday Evidence Repositories

Today, many of the most important categories of electronically stored information do not reside
on local devices at all. Business email lives in Microsoft 365 or Google Workspace. Collaboration
occurs in Teams, Slack, and Zoom. File repositories exiseidr®e, Google Drive, and Dropbox.
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Accounting runs in online platforms. Customer data resides in hosted CRM systems. Even litigation
support tools themselves run in the cloud.

These systems blur the line between storage and application. They do not merely hold files; they
also generate and retain logs, version histories, timestamps, and permissetadata that
frequently becomes central to discovery disputes. A user may stivegrdid not alter a document,

while the platform quietly preserves a full revision trail proving otherwise.

A practical takeaway for lawyersisthisa { Ay 3 2yt & TFT2N) aR20dzySyda¢ Yl
evidence Counsel must learn to request the systgenerated context as well. This includes

activity logs, revision histories, message metadata, and export formats that preserve
interoperability.

Cloud services also change how proportionality is assessed. Some data is easily searched and
exported. Other data requires expensive specialist intervention. Competence includes
understanding these differences well enough to negotiate realistic, propatidiscovery plans

NI} KSNJ 6Ky RSTlrdzZ GAy3a (2 SAGKSNI aSOSNRGOKAYIE

File Systems, Clusters, and Wasted Space

Hard drives do not store files as neat, contiguous sequendds. gystemkeeps track of which disk
locations belong to which files and which locations are free. To simplify management, file systems
allocate spacdogically,in fixedsize units calledlusters(or allocation units). If a file does not
completely fill its last cluster, the unused portion remains allocated but empty. That unused space
is known aslack space

The warehouse analogy fits neatly. If you rent storage units of a fixegtrmgafew small boxs

still consumes an entire unit, leaving empty space around it. Digital storage works the same way. In
forensic analysigi S Y LJlaék space may contain remnants of previously stored data, fragments

2F 2f RSNJ FAESas 2N y20KAYy3 G ffX RSLSYRAy3 2

Deletion Is Bookkeeping, Not Destruction

When afile is deleted from a hard drive, the data is usuallyrobtterasedd & 2 @S N¥ INSkeadii Sy £ 0
the file system marks the clusters previously assigned to the file as available for reuse and removes
the directory entry that pointed to them. The underlying magnetic domains remain unchanged until
new data overwrites them.

Whether deleted data persists is a function of time, system activity, and storage behawabuser
intent. This distinction underlies many disputes about spoliation, recovery, and proportionality. A
lawyer who understands how deletion works is far betguipped to assess what can reasonably
be found and what cannot.
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As illustrated below, the physical organization of diskatters, tracks, sectors, and clusters
governs what survives ordinary use and what is lost. Software may hide these details, but it does
not eliminate them.

Flash Drives, Memory Cards, SIMs and S&lidte Drives
Many latemodel laptops and nearly all
portable computing devices and phones
employ data storagedevices with no
moving parts where the data resides
entirely within the solid semiconductor
material which compse the memory

smartMedia Compact Flash

OKALJAZ KSyOS &KS$ O qidseNdy ih B

Historically, rewritablesolid-state storage

was volatile (in the sense thatlata Solid State o,
disappeared when power was withdrawn) Media Cards (SD) M egia
andexpensive

Beginning around 1995, a type of nwaolatiie memory called NAND flash becamexpensive
enoughto be used for removable storage in emerging applications like digital photography. Further
leaps in the capacity and dips in the cost of NAND flash led todlae eradicationof film for
photography and the extinction of the floppy disk, replaced by simple, inexpensive and reusable
USB storage devices called, variously, Smart Media, Compact Flash media, SD cards, flash drives,
thumb drives, pen drives and memory sticks or keys.

A specialized form of solid
oderd state memory seen in cell

phones is theSubscriber
Mo Identification Module or

SIM card SIM cards serve
M both to authenticate and

identify a communications

SIM Cards  gevice on a cellular network and
to storea modest number o6MS messages and phone ¥
book contacts! { Istar&yécapacityissmall.typically \‘/
256 KB(262,144 bytes).

USBFlashDrives
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As the storage capacity of NAND flash has gone up and its cost has come down, the conventional
electromagnetic hard drive is rapidly being replacedsbiid-state drivesin standard hard drive

form factors. Soligtate drives are significantly faster, lighter and more energy efficient than
conventional drives, but they currently cost more
per gigabyte stored than their mechanical :
counterparts.  All signs point to the ultimate Look Ma,
obsolescence of mechanical drives by setate No platters!
drives, and some products (notigblaptops and

tablets like the iPad and Microsoft Surface) ha '
eliminated hard drives altogether in favor of selic \ -
state storage. p

Until recently solid state drives assuridhe size and shape of mechanical drives to facilitate
compatibility with existing devices. However, the size and shape of mechanical hard drives was
driven by the size and operation of the plats¢hey contaired. Because solid state storage devices

have no moving parts, they can assume virtually any shgpea f | A 8K | RKSNBy OS 1+
rectangular form factorss fadingin favor of shapes and sizes uniquely suited to the devices that
employ them.

¢t2RIFIe>Y AdQa O2YY2y F2N) az2fAR aidlFldS RNAGSa (2

enclosure with a conventional SATA interface (below le¥thdern laptops employ either NVMe

{{5 OFNRa&a ftA1S (GKS 2yS f26SNJ NAIKG (2L 2N a dH
FNE HHYY 6ARS o0dzi O02YS Ay fSy3ikKa FNRBY nHYY (z

ST SSo e O ML o
NVMe SSD i pxwwoman o SAMSUNG :
960 PSI0-1 BSIWESGP 1L SMH2ECUOMICINVOAXQANS
EVO Of S SIOENTOMNG0S0  RATED DCed 3V 25A
W3 | R RO |

. . S LA 033024 10001EA MSP- REN-SEC. 02 - METHY
SN O 1110 T T T

T fipy Cat: :eses
RIS B L) PR

W-NAND SSD SAMSUNG - ::

860 EVO

With respect to ediscovery, the shift from electromagnetic to selthte drives is inconsequential.
However, the move to solidtate drives will significantly impact computer forensic analysis.
Because the NAND memory cells that comprise statk drives wear out rapidly with use, selid
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state drive controllers must constantly reposition data to ensure usage is distributed across all cells.
{ dzOK a6 S| dND ff 3520 SO IA tyied®&'s técknigues thab forensic examiners have long
employed to recover deleted data from conventional hard drives.

Traditional hard drives often preserved deleted data for long periods, allowing forensic analysts to
recover remnants. That expectation is far less reliable today. -Switd drives constantly
reorganize data internally to extend their lifespan. Featwesh ag RIMinstruct the drive to purge
deleted content so that storage cells may be reused. Once overwritten, the data is typically
unrecoverable.

Cloud storage further reduces the likelihood of recovering deleted content. Data may be divided
across systems and overwritten rapidly according to providanaged policies. In many
environments there iso physical artifacto examine.

The result is not that parties may delete freely, but tregtoration limits are real and unavoidable.
Analyses of intent and prejudice must recognize that modern storage behaves differently than the
magnetiedisk world of the past.

Mobile-Resident ESI

Mobile devices are now the primary computing platforms for many users. Phones and tablets store

vast quantities of electronically stored information, including text messages, messsying

content, call logs, photos, videos, notes, location history, auilation tokens, and clougync

RFGFI® adzOK 2F UGKAA AYTFT2NXIGA2Y NBaARSa AYyaAiR:
application may maintain its own database or cloud connection, with its own retention settings.

Because modern phones synchronize with cloud services, data may exist in multiple locations at
once. A message may appear on a device, a laptop, and a hosted platform. Deletion on one device
may or may not remove the record elsewhere. Counsel must thezdfonk in terms oecosystems

rather than devices.

Preservation usually occurs through acceievel action rather than physically seizing the phone.
However, some content is devicesident only, and forensic examination may still be appropriate
when proportional. Competent handling of mobile ESI requaesreness of privacy concerns,
authentication challenges, and the increasing use of encrypted services.

What matters for discovery is not technical mastery of mobile architecture, but recognition that
GKS Y2aid NBalLRyairAgdS O2y@SNAEIFGA2yLFf RFEGE YIF& f A

Cloudb i A @S {G2NX3SY a{2YS2yS 9ftasSQa / 2YLJziSNE¢
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For most of computing history, data lived on machines you could see andtt@utdpe cartridge

on a shelf, a floppy on your desk, or a hard drive humming inside a server room. Today,-an ever
larger share of electronically stored information never sets fioside your building. Instead, it
NBaARSa aiCibudisdasrs ddd sengiRremote, provideanaged computing and storage
resources accessed over the Internet.

Cloud storage is not magic. It is simply storage delivered as a service. Your files may physically reside
on spinning disks or sohstate drives in vast data centers scattered across the countryacross
continents. The cloud provider handles hardwarewer, cooling, networking, redundancy, and
security. You supply the data; they supply the infrastructure. Lawyers sometimes imagine the cloud
as vaporous or intangible. It is neither. Cloud data is real data, on real machines, somewhere on
Earth. YoujusR2 y Qi 26y GKS YI OKAySao

Cloud storage commonly takes the formobfject storage where files are treated not as documents

Ay T2t RSNEX odzi =~ ST AEs T oA

with metadata and distributed acros: Clovod Stovaes Someane fses Compter

multiple systems for speed anc LOCAL THE CLOUD

resilience. If one server fails, yoL
m rl Ob]ect Storage

-
data remains intact because it i I:l Internet 3>
mirrored or divided across others " D ‘D

Cloud services also layer sharin Laptop “a‘“;’"‘ F"“”*;“‘a
collaboraton, and versioning ? , \w%
features atop storage, meaning that Remote Servers You Don’t Own

aAy3at S aR20dzySy i Files Stored as Objects

of prior versions, access log: Q) - shared & istributed Worldice

comments, and embedded history.

The ediscovery implications are profound. Firggssession, custody, and contrab longer align

neatly with physical ownership. Your client may not own the hardware, but courts routinely hold
OKFG GKSe O2yGNRf RIFEGEFE GKS&@ OFy 00Saa |yR RAI
preservation changes character. You canack Y LJ & dzy L)X dz3 | &ASNIWSNJ | yR
Instead, you work with administratorsor the service providar to suspend deletion rules, retain
accounts, and preserve adi f 2348 ® ¢KANRSE SELRNI& FNRBRY Of 2dzR
all. You may receive JSON data, structured tables, or archives containing embedded metadata
essential to meaning.

Cloud services from email to chat platforms to shared drivesiow represent the predominant
repositories of responsive data in civil discovery. Competence requires understanding that the
cloud is less a place than a model of computing. Your duty is ndiateeamolecules of silicon, but
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to know where client data resides, how long it persists, how it can be preserved, and in what form
it can be produced.

Cloud Collaboration as Evidence Ecosystems

Modern cloud platforms are not merely storage locations. Theyeaigence ecosystem®usiness
communication increasingly occurs inside hosted collaboration services like Microsoft 365, Google
Workspace, Slack, Zoom, and Teams. These systems do far more than store documents. They also
retain conversations, shared links, comments, reacti@ayprovals, version histories, and audit

logs. In effect, each platform becomes its own universe of data and metadata documenting not
only what exists, but who created it, how it changed over time, and how others interacted with it.

CKAa aKATO YSIya RAaAO2OSNE NINBfe aSS1a z2yte 6
the context surrounding a document is probative. A message thread may reveal negotiation,
consent, instruction, or authorization. A revision history may show when text was added or
removed. An access log may demonstrate who knew what and when. -@eid#nt systems

quietly collect these historical traces as a matter of course.

Practically, exports from these systems may not resemble traditional files. Counsel may receive
structured data formats designed for computers, not humans. Sometimes the native environment
supplies meaning that is lost when data is flattened into statienfoCompetence requires
understanding that the platform is often the true repositoryot merely the files downloaded

from it.

The essential takeaway is thelbud applications generate evidence as they operale.modern
litigation, appreciating this reality is often as important as knowing where a document is stored.

Ephemeral and AuteDeleting Storage

Many modern communication platforms automatically delete messages or retain them only briefly

dzyt Saa || NBGSyiGAzy LifAdOe SEGSYRa GKSANI fATSal
are read. Others overwrite chat history after a set intervakge features were designed for privacy

andrisk managemenbut have become common in routine business communications.

For lawyers, this creates a tension between ordinary business practice and preservation obligations.
The fact that a system deletes data automatically does not excuse the duty to preserve when
litigation is reasonably anticipated. Preservation may reqdisabling expiration, retaining user
accounts, or coordinating with administrators so that routine deletion does not destroy evidence.

It is also important to understand thabetadata and logs may disappear sooner than conteAt.
message may remain visible while its corresponding audit trail does not. Lawyers should not assume
that systemgenerated history exists indefinitely.
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Courtsrecognize that some loss occurs through normal system operation. But where parties fail to
intervene after a duty to preserve arises, sanctions risk increases sharply. The key is not technical
brilliance, buttimely, documented communication and defensible action

Distributed and Network Storage: Many Drives Acting as One

As data volumes grew, organizations discovered that a single hard dyiveven a single server

was rarely enough. The solution was to network storage so that multiple users, machines, and even
entire organizations could access shared data simultaneofsifhe simplest level, this takes the

form of Network-Attached Storage (NASHr a Storage Area Network (SAN)centralized
repositories holding vast amounts of electronically stored information that users tap into from
laptops, desktops, and mobile devices.

Network storage systems often behave like a single enormous drive, but behind the curtain they
rely on distributed storage architectures clusters of drives working together across multiple
machines or locations. Data may be sliced, mirrored, striped, or duplicated so that performance
improves and failure of one drivesometimes even one serverdoes not result in data loss. In
effect, the sbrage system becomes a living organism: as components fail or are added, the system
reshapes itself to continue servinigta.

For discovery, distributed storage presents both opportunity and complexity. On the positive side,
such systems maintain logs, permissions, and metadata about who accessed what ard when
evidence that may be more probative than the documents themselvesh©ahallenging sideno
aAy3tS o02E O2 doeumgna mag éxistdn fragmen déross drives, replicated in
multiple data centers, and presented as a seamless whole to the end user.

Preservation in distributed environments requires planning rather than panic. You cannot simply
GAYI3S GKS aSNISNE¢ 0SOlFdzaS GKSNB Yl & o60S y2 a,;
logical layer retention settings, legal holds, user accountsdahared folders working with IT

and vendors who understand how the system stores and manages data. Competence here means
ALISEF{AY3 Sy2daK a3SS1¢ G2 al GKS NRARIKOG 1jdzSaidAa
so that your preservation efforts aefensible.

The key takeaway is thig: K S LK@ &adAOFf NBFfAGe 2F ad2NF3IS KI a
experience of itLawyers must understand the abstraction well enough to reason about relevance,
proportionality, and authenticity even when the underlying bytes may live nowhere near the
courthouse or the client.

Custody, Control, and Preservation in the Cloud Era
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One of the most persistent misconceptions about cloud storage is the belief that data stored on
third-LJ- NII&@ aéadsSvya az2yvySkKz2g¢g FlLffta 2dziaARS | LI NI &
have routinely rejected that argument. If a client has theqpical ability to access, manage, or

export informatiort even if the hardware belongs to a vendothe data remains within the

Of A Soyitiblod discovery purposes.

Preservation in the cloud therefore requires thoughtful, coordinated action. It may include
suspending automatic deletion policies, retaining inactive user accounts, preserving shared
workspaces, and ensuring that logs and version histories are not logtitme system cycles. The
process is often more abopblicy and communicatiorthan plugging in forensics tools.

This shift reinforces a recurring theme ofighWorkbook: discovery success depends less on
mastering every technical nuance than on developing the fluency to collaborate productively with
G§SOKYAOlIt Odzali2RAlIyad ¢KS RFEe&a 6KSY RA&ZO020O0SNE
¢2RI&Qa f | comfbridbleedgaging Wit administrators, IT staff, and vendors to ensure

that cloudresident evidence is preserved and produced in forms that remain useful and
trustworthy.

RAID Array¢Hard Drives Working Together)

Whether local to a user or in the Cloustprage systemsccount for nearly all the electronically
stored information attendant to @liscovery. In network server and Cloud applications, hard drives
rarelyoperate singly Instead hard drives are gangec'
together to achieve greater capacity, speed al
reliability in secalled Redundant Arrays of
IndependentDisks orRAIBs. In theStorage Area
Network SAN devicepictured atright, the 16 hard
drives housed in traysould be accessed adust a
Bunchof Disks orJBOX o6 dzi A 0Qa T
are working tgether as a RAID

RAIDshave two advantages over single drivesdundancyand performance. The redundancy
aspect is obvioustwo mirrored drives holding identical data safeguard against data loss due to
mechanical failure of either drizebut howcanmultiple drives improvg@erformancé& The answer

lies in dividing the data acrossultiple drivesusing a technique callestriping. Physical movement

of disks and head@ I (i 2 i & meghanical hard drive igytacially slowrocess compared to the
lightspeed pace of electrons in a circuit; however, you can speed the mechanical transfer by reading
and writing data to and from several drivasthe same time

A RAID improves performance by allocating data across more than one physicasdpiperting
simultaneous reads and writesEachsplit swath of data in an arrais calleda "stripe” and the
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YSGK2R 2F RSLRaAldAy3a G§KS RIHyouimaghelBedévesRinedl @S a A &
alongsideone another you can see why moving baakd-forth betweenthem to store datais akin

to painting a stripe across the drives. By striping data, each drive can dedigkare of the data

AAYdz GFyS2dzates AyONBlIFaiaya GKS Fyz2dzyd 2F Ay
microprocessayi.e., fasterthroughputsupporting speedier performance

But, when you stripe data across drivgeu loselnformation ifanydrive holding striped datdails.
You gain performancat the expense o$ecurity.

This type of RAID configuration is callddAID 0 It wrings maximum performance from a storage
system; but it's risky.

If RAID 0 is for gamble®RAID 1is for the risk averse. A RAID 1 configuration duplicates everything
from one drive to an identical twin, so that a failure of one drive won't lead to data loss. RAID 1
doesn't improve performance, and it requires twice the hardware to store the safosmation.

A helpful way to remember which RAID is whidthen a drive fails using RAID yigdz®@ &iill got
2yS O2Lk 2F (GKS RIFEGFET 6KSY | RNEWZER®!I Af a dzaAy s

Other RAID configuratioridendthe performancefeaturesof RAID Qvith the protectionof RAID 1.

Thus, a "RAID 0+1" mirrors two striped drives, but demands four hard drives delivering only half
their total storage capacity. Safe and fast, but not effitient. Thesafety flows froma concept
calledparity, key to a range of other numbered RAID configurations. Of those other configurations,
the ones most often seen aRAID 5 and RAID 7.

To understand parity, consider the simple equation 5 + 2 = 7. If you didn't know one of the three
values in this equation, you could easily solve for the missing viedugresented with "5 + =

7," youknow themissing value is 2. In this example, "7" is plagity value or checksumfor "5"

and ll2.ll

A similarprocess is used in RAID configurations to gain increased performance by striping data
across multiple drives while using parity values to permit the calculation of any missing values lost
to drive failure. In a thredrive array, any one of the drivesrctail, and we can use the remaining

two to recreate the third (just as we solved for 2 in the equation above).
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In this illustration, data is striped across three hard drives, HDA, HDB and HDC. HDC holds the parity
values for data stripe 1 on HDA and stripe 2 on HDB. It's shown as "Parity (1, 2)." The parity values
for the other stripes are distributed on the other RAID 5

drives. Again, angne of the three drives can fall,

HDA
and all data is recoverable. This configuration Stripe 1 Stripe 2 Parity (1,2)
RAID 5 and, though it requires a minimum of thrge|_ stripe 3 Parity (3,4)
drives, itscaledo dozens or hundreds of disks. Parity (5, 6)

Knowing a little about RAID arrays helps lawyers gauge the burden and cost of preserving a server.
Preservation may be as simple as swapping out a single drive from a RAID 1 or entail the duplication
of 3 or more drives to preserve a RAID 5.

Sectors, and Clusters and Tracks, Oh My!

Now, we will shift gears and briefly touch on how data resides physically and logically on hard
drives. Recall theearlierRA & Odzaa A2y 2F St SOGNRYF3AYySGAO KINR
platters are organized to enable the storage and retrieval of data. Thosvitevel formatting,
divideseach platter into tens of thousands of densely packed concentric circles traltda. If you

O2dzf R 4SS (GKSY O6lFYyR @2dz OFyQiu o0SOIdzasS (GKSe& | NI
theywouldNBS &aSYof S (GKS INRBgGK NAy3Ia 2F (GKS g2NI RQa
GNF O1a (2 | LK2Y23INF LK NBO2NRI o6dzi | LIK2y 23N
concentric circles. A track holds far too much information to sesvtha smallest unit of storage

on a disk, so eadnackisbroken down into physicalectorsdt Ké a A Ol € ¢ 06 SOF dzaS Al
location on the mediaA sector is normally the smallest individually addressable unit of information
stored on a hard disk anistoricallyheld512 bytesof information (through about 201 Today,

sector sizes tend to b 096 bytes
but emulate the 512byte sector Storage Media: Hard Drive Data Structures

size for backward compatibility pHYSICAL STRUCTURES (formattlng)
So, when we speakf hard drives,  Bit = 1 binary digit

we still speak of 51yte sectors  Byte = 8 bits

The figure right shows simplified ~ Sector = 512 bytes
representation of three platters
depicting tracks cylinders and
sectors. The number of tracks
cylinder and sectors is far, far
greater that the illustration
suggests. Each platter is formatted on both sides for double the information storage, much as a
phonograph album was recorded on both sid&sch platter has two read/write heads, one on the
top of the platter and another on the bottom. So, a conventional hard disk with three platters

CLUSTER/<<< C > }_))SEC/TO/)

LOGICAL ORGANIZATION
Cluster = 8 sectors N ===

PLATTER — : s
Track = a ring of clusters CYLINDER
Cylinder = a stack of tracks SPINDLE
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six surfaces and six read/write headsracks aligned on both sides of the same platter and with
tracks on other platters forms® | f f SR aOef AYRSNERE 2F RIFGIF &3G2 NI

When electromagnetic hard drives held far less data than they do now, file storage locations were
based on the physical geometry of the platters, addressed by Cylinder, Head and Sector tuples, so
calledCHS addressingAny specific sector could be located by specifying its cylinder;wesel

head and sector number. Early hard drives were limitedrreaaimumof 1024cylinders 16 heads

(two sides of eight plattersand 63 sectorsper track. That meanthe maximumaddressable

capacity ofa CH®ard drive formatted in 512byte sectors was a meah28 MB? (512 x 63 x 16 x

10241 absurdly small by modern standards but vast thirty years ago. As drive capacities grew,
computer companies resorted to a series of schemes to deploy larger drives using software running
2y 0UKS OANDdzAG o02F NRa 27T (KSdisk ybreeSidsdo realddétadh a o F
f20FA2yao h@dSN) GAYSET S@Sy GKS&AS 62NJ] I NRdzyRa
were abandoned.

¢CKS OKIffSy3aS O02YLMziSNI a0ASyadArAada T OSRewsgl ay Q
materials and recording technologies ensured that drive capacity was growing exponentially!
Instead, the impediment was coming up with a wayatlwresshe vast volume of storage without

making older systems obsolete. Today, hard drives empBAfor Logical Block Addressing
numbering each sector sequentially and allocating many more bits to catalog the locations of the
sectors. Modern computers can address up to 144 petabytes ocbgtE2sectors. A petabyte is

1,000 terabytes or one million gigabytes. That should holf @sNJ || g KAt S 6o6dzi A ay
always assume?).

To this point, we have described onl Decimal Byte Unit Order

physical units of storage. Patters, gy 8 bits
cylinderstracks sectors and even bits anc  Kilobyte 1,000 bytes (thousand)
bytes exist as discrete physical Megabyte 1,000,000 bytes (million)

. . : . Gigabyte 1,000,000,000 bytes (billion)
manifestations written to the media. ..o 1000,000,000,000bytes  (trillion)
Computers manage data not onl' petabyte 1,000,000,000,000,000 bytes (quadrillion)
physically but alsologically® | ¢ Exabyte 10%

Zettabyte 107

impractical to manage and gather the dat
Yottabyte 10%*

by assembling it fromndividual sectors,
operating systera speed the process by grouping sectors into contiguous chunks of data called

12504 MiB
13 Areal Density describébe quantity of data (in bits) that can be stored on a given surface area of a computer
storage medium
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clusters JustasveR2 Yy QG o6dz2 aAy3atsS S33a 4G & &KSorBegg OSNE X
cartons that have become standard.

A cluster is the smallest amount of disk space that can be allocated to hold a flemputers
organize hard disks based on clusters, which consist of one or more contiguous Sewsmaller
the cluster size, the more efficiently a disk stores information. Conversely, the fewer the number of
clusters, the less space consumed by the table required to track their content and locations.

To recap, data is stored logicalunits calledclusters made up of multiplghysicalstorage units

termed sectors A series of logical clusters, in turn, comptiseks6 O2 Y OSY i NA O OA NOf
NA Yy 3a¢é PlatterR bné brinor@ disks of rotating electromagnetic storage media within the
enclosure of a mechanical hard drive. Tracks that overlieam¢her on both sides of a platter

and across multiple platters is termedcylinderé I f § K2 dzZ3K aO@f AYRSNE A& |
days when hal drive storage was tied to the physical geometry of the formatted disksprder

of data capacityBits > Bytes > Sectors > Clusters > Tracks > Cylinders > Platters >Abraye

Operating Systems and File Systems

As hard disks have grown, using them efficiently is increasingly difficult. A library with thirty books
operatesmuch differently than one with 30 billion. Tlike systemis the name given to the logical
structures and software routines used to control access to the storage on a hard disk system and
the overall structure in which files are named, stored and organizedpArating systenis a large

and complex collection of functions, including the user interface and control of peripherals like
printers. Operating systems are built on file systems. If the operating system is the car, then the
file system is its chassis. Operating systems are known by familiar household nanMS; DK
Windows or MacOS In contrast, file systems go by obscure monikersHKE&, FAT3DOS) ext2
(Linux) NTFS(Windows)and HFS-and APFS (Apple)

NTFS File Systems

The Microsoft Windows environment, in particular thNEFS file systerat the heart of Windows

NT, 2000, XP, Vista and Windowd17 accounts for most personal computers in the world;
however, there are many neNlicrosoft operating systems out there, such as Unix, Linux and,
MacOS. Though similarities abound, these other operating systems use different file systems, and
the Unix or lriux operating systems often lie at the heart of corporate and web file serviérgd R & Q &
GoA3d ANRBYE &aeéaidsSyvaAswgliRMatOS disaie had Hrovwddziarkedld as Apple
products have kicked down the dawf business computing and captivated consumers.

NTFS uses a powerful and complex file system database callédaister File Tableor MFTto
manage file storage. Understanding the file system is key to apprecihgreyidentiary potential
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of computer forensicsviz, s K& RSt SG S RIFGF R2 Sudyvbedie proti@é a & | NJ
artifacts reside LiQa GKS At aeadsSy GKIFG YFENJL & F FA
RNA @S @ LiQa GKS FA{S aeaidsSy dKIG SylofSa GKS
FNRY LINBAYy3 SeSao CAY Ll t f & e sizelioDaidiskidu§er &ith th& & & a
attendant persistence of data within the slack space.

_Hm)

R
S

Formatting and Partitioning

Partitioning divides drives intovolumes,which users see as drive lettesq.,C; E:, F: and so on).
Formatting defines the logical structures on the partition and places necessary operating system
files at the start of the disk to facilitate booting. For most users, their computer comes with their
hard drive partitioned as a single volume (universally calledM@rdows machines may also come
with a hidden recovery partition holding files needed to repair the operating systeome users

will find (or will cause) their hard drive to be partitioned into multiple volumes, each appearing to
GKS dzaSNJ & AF AO0 6SNB |y AYyRSLSyRISwASERA 0|0 ARN
Only one partition may be designated as active at any given time, and that partition is the one that
boots the computer. The significancecomputer forensicss that inactive partitions are invisible

to anyone using the computer unless they know to look for them and how to find them. Inactive
partitions are a place where users with something to conceal from prying eyes may choose to hide
it.

Computers

Historically, all sorts of devicesven people
GSNBE GO2YLzi SN&E ¢
computers women for the most pant were
instrumental in calculating artillery trajectorie
and assisting with the challenging numbe
crunching needed by the Manhaih Project.
Today, laptopand desktop personal computer
spring to mind when we hear the tern
GO02YLzi SNIrée &Sd avlrk NU
global positioning systems, video gaming
platforms, televisions and a host of other intelligent tools and toysase computers. More

precisely, thecentral processing uni(CPU) omicroprocessonfaa @ a4 SY A& GKS a02Y
the various input and output devices that permit humans to interact with the processor are termed
peripherals.¢ KS 1 S@ RAAGAYOGA2Y 06SG6SSYy I YSNB OF t Odz
be programmed and its use ohemory and storage The physical electronic and mechanical
components of a computer are iterdware,and the instruction sets used to program a computer

are itssoftware.

Kdzy I y
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In 1774, a Swiss watchmaker named
Pierre JaqueDroz built an ingenious
mechanical doll resembling a barefog
boy. Constructed of 6,000 handcrafte
parts and dubbed L'Ecrivaia 0 d
2 NA G SNE & NE W |j dz8iii 2
quill and ink to handwrite messages |
cursive, up to 40 letters long, with thg
content controlled by interchangeablg
cams. The Writer is a charming examje
of an early programmable computer.

When you push the power button on your computer, you trigger an extraordinary, expedited
education that takes the machine from insensible illiterate to worldly savant in seconds. The
process starts with a snippet of data on a chip called the ROM BIO®)gtai enough information

in its Read Only Memory to grope around for th&asiclnput andOutput System peripherals (like

the keyboard, screen and, most importantly, the hard drive). The ROM BIOS also holds the
instructions needed to permit the processtar access more and more data from the hard drive in

I 6ARSYAYy3a 3A&8NB>X a0SFOKAYy3IE AGaStT G2 0S | Y2F

Unlike the interchangeable cams &fierre Jaqueb N2 T Q YSOKI yA Ol f R2ff X
computers receive their instructions in the form of data retrieved from the same electronic storage
medium as the digital information upon which the computer performs its computational wizardry.

This rapid, seléustaining seleducation is as magical as if you lifted yourself into the air by pulling
2y UKS a0NrXLA 2F @e2dzNJ 602204 6KAOK A& Nz &
computer.

Computer hardware shares certain common characteristics. Within the CPU, a microprocessor chip
Ad GKS O2YLJzil GA2y Il f &ao NI Ay éEé mdtRerbdat a iigidSurfacg R NB 3
etched with metallic patterns serving as the wiring between the components on the board. The
microprocessor generates considerable heat necessitating the attachment of a heat dissipation
device called @aeat sink often abetted by a small fan. The motherboard also serves as the
attachment point for memory board(NR dzLJSR | & Y 2 Rdz RaMf@ Rando@ G A O &
Access Memory. RAM serves as the working memory of the processor while it performs
calculations; accordingly, the more memory present, the more information can be processed at
once, enhancing overall system performance.
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Other chips comprise &raphics Processor Unit (GPtBsiding on the motherboard or on a
separate expansion board calledvaleo cardor
graphics adapter The GPU supports the display
of information from the processor onto a
monitor or projector and has its own

complement of memory dedicated to superior B TR R ¢
graphics performance. Likewise, specialized chip@# ; =

on the motherboard or an expansion board § ‘;.'.- 7 ---f‘%\rrz’ /
called asound cardsupport the reproduction of F§ Mlcroprocesso 4 [/
audio to speakers or a headphone. Video andf v/ Heat Sink & mory :

e
ﬁFan Attached . q‘

sound processing capabilities may even béyful
integrated into the microprocessor chip.

The processor communicates with networks
through an interface device called metwork  [Il&
adapter which connects to the network W
physically, through d.ocal Access Network or ‘
LAN Portor wirelessly using a Whior Bluetooth
connection.

Users convey information and instructions to
computers using tactile devices like a keyboard, mouse or track pad, but may also employ voice or
gestural recognition mechanisms.

Persistent storage of data is a task delegated to other periphegasviouslyoptical drives(CD
ROM and DVIROM devicesindfloppy disk drivesnow solid-state media(i.e.,thumb drives) and,
most commonlyhard drives

All the components just described require electricity, supplied by batteries in portable devices or
by apower supplyconverting AC current to the lower DC voltages required by electroheguard
against data loss from power failure, computing systems may employ bgitaxered
Uninterruptible Power Supplies (UP8)at supply electricity until power is restored.

From the standpoint ofligital evidencE A G Qa f S&aa AYLRNIFyd G2 RST)
comprehend the information they hold, the places it resides and the forms it takes. Parties and
lawyers have beepunishedfor their failure to inquire into and understand the roles computers,

hard drives and servers play as repositories of electronic evidence. Moreover, much money spent

on electronic discovery today is wastdttoughLJF NI A SAQ ST T2 NI a-lika@BrmO2y JS N
instead of learning tevork with ESI in the forms in which it customarily resides on computers, hard

drives and servers.
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Servers

We defined srvers as computers dedicated to a specialized task or tasks. But that definition
R2Say Qi o0S3IAy G2 SyO2YLI ada G§KS -tdeRchedtdsfver A Y LI
O2YLJziAy3d Y2RStd® ¢KS loAftAdGe G2 O2yySOG 20!l 1
particularly to database serversis central to the operation of most businesses and to all
telecommunications and social networking. Google and Facebook are just enormous groupings of
servers, and the Internet merely a vast, glbaeray?2 NJ & f sBadeR servers.

Local, Cloud and Pedo-Peer Servers
ForeRAaO0290SNEX fSGQa RAODGARS ( Kdsa @aadaidReezofPeat S NIJ S N.
server environments.

dLocat 2 Nan-preméa SNIISNAR SYLX 28 KINRgINB (KFGQa LIKeaac
f SFaSa GKS ASNIBSNRO® [ 20Ff ASNWSNAR NB&AARS Ay
SldzA LIYSy i af 2 O1 SotcEted ddta@éneravticdern lebsir fuknish®.g., premises

security, power and cooling. Local servers aiften easie to deal with in ediscovery because

physical access to the hardware supports more and faster options when it comes to preservation

and collection of potentially responsive EBecause oINS YA &Sa& 0642y LINBYE£ 0
ySGg2Nl & SEAAG S6AGKAY | LI NIeQa LKeaAlOlf R2YA
0KS& QNB 2 béhbgihedir&nnd% Rhe dvorldwide pandemic forced corporations and
e-discovery service providers to broaden use of remote acquisition tools to search and collect
potentially responsive ESI and proragteven more custodians to shift data to the Cloud.

Clou ASNIISNR GeLAOIrftfe NBaARS Ay TFTILOAtAGASA V3
and servers are not typically dedicated to a single user. Instead, the Cloud computing consumer is
buying services via the Internet that emulate the operatama single machine or a room full of
machines, all according to the needs of the Cloud consumer. Web mail is the most familiar form of
Cloud computing, in a variant called SaaS (for Software as a Service). Webmail providers like
Google, Yahoo andicrosoft make email accounts available on their servexsoss manynassive

data centers, and the data on those servers is available via the Intemtatno user having the

right to gain physical access to the machines storing their messaging.

6Peerto-Pecé o0t Ht 0 yStGs2Nl & SELX 2AG GKS FFO4 GKFEG |
potential to serve data across the network. Accordingly, P2P networks are decentralized; that is,
SIOK O02YLJzi SN 2NJ ay2RS¢ 2y |t Ht gsfofagesspand, | Ol

14 A firewall is a network security device facing the Internet that monitors incoming and outgoing network traffic in
2NRSNJ G2 06t201 2NJ Fftft2¢ RIGFE GNXya¥SNBR oFasSR 2y + asSa 2
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communication bandwidth and/or processor time with other nodes. P2P networking may be
employed to share a printer in the home, where the computer physically connected to the printer
acts as a print server for other machines on the network. On a gloaia, $e22P networking is the
technology behind file sharing applications like Bit Torrent that have garnered headlines for their
facilitation of illegal sharing of copyrighted content. When users install P2P applications to gain
access to shared files, theynultaneously (and often unwittingly) dedicate their machine to serving
up such content to a multitude of other nodes.

Virtual Servers

¢K2dzZaK 6SQ@S a2 T NJ dd)physksl deRides, seSatsth DétkployedlR & I NI
virtually, through software thatemulatesi KS Fdzy Ot A2y a 2F | LIKeaAOlf
GANIidzZl t ATFGAR2YE |ft26a FT2NJ Y2NB STFAOASY(d RSLI
physical server to host multiple virtual servers.

Virtualization is the key enabling technology behind many Cloud services. If a company needs
powerful servers to launch a new social networking site, it can raise capital and invest in the
hardware, software, physical plant and personnel needed to suppodata center, with the
attendant risk that it will be oveprovisioned or undeprovisioned as demand fluctuates.
Alternatively, the startup can secure the computing resources it needs by using virtual servers
hosted by a Cloud service provider like Aam@AWS orMicrosoft Azure Virtualization permits
adding and paring bacdomputing resources commensurate with demand agneing payasyou

go, requiresminimal capital investment. Thus, a computing platform or infrastructure can be
virtualized and leasedl.e.,offered as a service via the internet. Accordingly, Cloud Compunyg

be termedPaa3Platform as a Service) laaS(Infrastructure as a Service)Vebbased applications

(like Gmailpre SaagSoftware as a Service)

LiQa Kifakdfedztthe rdle ofvirtual machines(VMs) because the ease and speed with
which VMs are deployed and retired as well as their isolation within the operating system can pose
unique risks and challenges irdescovery, especially with respect to implementing a proper legal
hold and when idenfying and collecting potentially responsive ESI.

Server Applications

Computers dedicated to server roles typically run operating systems optimized for server tasks and
applications specially designed to run in a server environment. In turn, servers often support
dedicated tasks such as serving web payésl( Server retaining and delivering files from shared
storage allocationsHile Servgr organizing voluminous dat®#étabase Servgrfacilitating the use

of shared printersFrint Servey, running programsApplication Serveror handling messagebiéil

Serve). Thesevarious server applications may run physically, virtually or as a mix of the two.
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Network Shares

Eventually, all electronic storage devices fail. Even the RAID storage arrays previously discussed do
not forestall failure, but instead afford a measure of redundancy to allow for replacement of failed
drives before data loss. Redundancy is the solemad®y which data can be reliably protected
against loss; consequently, companies routinely back up data stored on server NAS and SAN storage
devices to backup media like magnetic tape or online.,(Cloud) storage services. However,
individual users o#n fail to back up data stored on local drives. Accordingly, enterprises allocate

I GaAKI NBél QASySA@R2N]a0G2Nr IS (2 AYRAGARIzZ £  dza SN
machine, allowing use of the share as if it were a local hard drive. Wkbarser stores data to the

mapped drive, that data is backed up along with the contents of the file server. Althmaigiork

sharesk NB y20 f20Ff G2 (GKS dzaSNDa O2YLlzi S&g GKSe
M: or T:) as if they werental hard drives.Local network shares have their counterparts in the

Cloud, includingCloud Storage and Fi8haring Servicekke Dropbox, Box, Google Drive, Apple

iCloud and Microsoft OneDrive. So, again, users are encouraged to store their work on file shares

to ensure that work is reliably backed up as a meardissster recovery

Structured and Unstructured Data in Discovery

Not all electronically stored information exists as h®tanding documents. Discovery often
involves two broad categories of datdnstructured dataconsists of familiar files such as werd
processing documents, PDFs, email messages, and im&gestured data resides inside
databases and cloud platforms, where information is stored in fields and tables designed for rapid
guerying rather than reading.

Examples include accounting systems, custeretationship databases, inventory tools, messaging
archives,andcloud  a SR o0dzaAySaa LI I GF2Nyvaed Ly (GKSasS Sy
to produce. Instead, counsel works with administrators to esttraports or exports reflecting the
requested information.

Because the way a query is written affects the output, discovery of structured data requires careful
collaboration and documentation. Parties must define fields, time ranges, filters, and formats so
that the resulting production is accurate and reprodueibProportionality considerations loom
large; extracting all data from a large database may be unduly burdensome when a focused query
would suffice.

Understanding the difference between structured and unstructured ESI helps lawyers craft
requests that are realistic, proportional, and technically sound.
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Hashing Data

Because all digital data are numbers, the arithmetic around parity values helps guard against data
tf2aao a2NB | R@IYyOSR YIiK OFffSR GKIFIaKAy3a¢é YI |
digital data. Hashing is the use of mathematical algorgto calculate a unique sequence of letters

YR ydzYoSNBR (2 aSNBS Fa + NBtAFofS RAIAGEE aF
OFfft SR avYSaalasS RAIASala¢ 2HaghingrignhMBaluadR bofia yothe = ¢ K
computer forensics and electronic discovery and deployed by courts with growing fregtfency.

Usinga hash algorithm, any amount of datgrom a tiny file to the contents of entire hard drives

and beyond can be expressed as an alphanumeric sequence of fixed length. The most common
forms of hashing are MD5 and SHAMDS is a 12&it (16 byte) value typidly expressed as 32
hexadecimal (Basel6) characters.

A hash value is just a big, big, BIG number calculated on the contents of the file:bA d@2&ber
canbeaslargead®cA ¥ &2dz a4 NI R2Ay3 G4KS H E W E H E H.
mount.

Tosay 128 bitsor'#Aa | ao0A3IX o06A3IX . LD ydzYoSNE R2SayQf
FAGNRY2YAO aoltSo Ly  Riod ilidn tbilliolh HiNdviG@/k/a A Q& | ¢
undecillion).¢ Kl § Qa n ljdzZ RNAff A2y GAYS&a GKS ydzYoSNJ 2F

A SHAL hash value is an even larger #60(20 byte) value typically expressed as 40 hex characters.
So, a SHA value is a WAY bigger numbet.3 billion times bigger

¢ KS a5p Kl &K gt dzS 2 ¥ 0KS LI Ay GdSEi 2
E7753A4E97B962B36FOB2A7CODODB8Eg81yone, anywhere performing the same hash
calculation on the same data will get the same unique valuea fraction of a second. But change
GC2dz2NJ a02NB¢ (2 AaCA@®S a02NBé¢ |yR GKS KIF &K 08
However subtle the alterationan omitted period or extra spatethe hash value changes
markedly. The chance of an altered electronic document having the same MD5 Hashash
colidA2y ¢ Ay ONE LiGi2oAdNd 3B ilko®, trillidin, NidlionyTRo8gh supercomputers

KIS FFLoONAOFGSR O2ftAraAirzyazr AdQa adaatt | tS@S
evidence.

Bt £ SraS R2y Qi aleé aKlFIaK YN azZé dzyf Saa e2dz I NB
football field. Theong | &8 ONEBLIGI23ANF LIKAO OF f Odzf  GA2ya dzaSR
GKIaKSaESa aaNBSa RAISadaoe

181n 2017, Federal Rule of Evidence 902 was amended to suppeaLsleintication of digital evidence when
supported by a process of digital identification like hashing. Fed. R. Evid. 902(14).
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Hashing sounds like rocket sciemdey R A 0 Q& | YA NI ©dzll 2 dz& Q& ORESB S
routine operation, and the programs used to generate digital fingerprints are freely available and
easytousel F aKAy 3 fASEA Ay@Ararofte Fd GKS KSHMNIH 2F S¢
supports processes vitally important to electroeiddence including identification, filtering, Bates
numbering, authenticationde-duplicationand blockchain authentication

Identification

YY2gAy3 | FAESQAa KIFakK @l fdzS SyloftSa &2dz G2 FA
data without examining the contents of each filEhe government uses this capability to ferret out

child pornography, but you might use it to track down company secrets that flew the coop when

an employee joined the competition.

Filtering and DeNISTing

AcommoneRA 4 02 ISNE LINPOSaa Aa (2 OdzZft RFEGF O2ftf SO
0SOFdzasS A0 AayQi I LO@AI RRNVISY @& o2 NulO KIAINTHR de® & &
values of collected data files to hash values on the National Softw
WSTFSNBYOS [AONINEBQA O6b{w[Qav
corresponding to common retail software and operating systems. 1
NSRL is part of the Nahal Institute for Standards and Technolog
(NIST), so this process is commonly calldg@iSTing | R arl
more information on the NSRL, vibitp://www.nsrl.nist.gov/.

Idzo f A & K &

Bates Numbering

| FaKAY3Qa | o6Af A G-8ocuinénts dzgkésljit dzSaindidate
to supplement, though not supplant, tradition8ates numberind? in
electronic productiorin discovery ¢ K2 dz3 K KI aK @I f ¢
a4SljdzSyOAy3a FdzyOQlA2y 2F .l GSa
identifiers and enjoy an advantage over Bates numbers because t
eliminate the possibility that the same number might be applied to different documents. An

St SOGNRBYAO R20dzyYSyidiQa KI &K @I fdzS RSNAGSaE TFTNRY

Fdzf FAS
GKS& QN

Me’chanical Bates Stamp
ey

1 For example, many web services store the hash value of your password, but not the password itself. This enables
them to authenticate a user by comparing the hash of the password entered to the hash value on file; however, the
password cannot be reversehgineered from the hash value. A remarkable feature of hash values is that they are
one-way calculationameaning that although the hash value identifies just one sequence of data, it reveals nothing
aboutthe data, much as a fingerprint uniquely identifies an individual but reveals nothing about their appearance or
personalityt A 1 Q& O2YLJzi |l GA2ylftft& AyFSFHaAaoftS (G2 RSNAGS (KS &2dz
18 Bates numbering has historically been employed as an organizational method to label and identify legal documents,
SaLISOALEte K2aS LINPRdAdzOSR Ay RA&AO0O2Q0SNE® G.FLaSaé Aa OF L
Company, which patentednd sold auteincrementing, consecutivaumbering stamping devices. Bates stamping

served the dual functions of sequencing and uniquely identifying documents.
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another document unless the two documents are identical. Similarly, because two identical
documents from different custodiansourcesyg A f f KIF &K ARSYGAOlIftfes (K
g2y QG aASNWBS (2 RAaGAYy3IdzZAaK 06SiGsSSy GKS G2 RS

N>

Authentication

Forensic examiners extensively use hashing to establish that a forensically sound duplicate of a hard
drive faithfully reflects every byte of the souregidencedrive and to prove that their activities

KFEF @Sy Qi | f G§SNBR AS&dcoeiyRraviaes td produ@tiaRratweXife drmats
instead of static page imagesoncern about intentional or inadvertent alteration requires lawyers

to have a fast, reliable method to authenticate electronic documeitashing neatly fills #bill.

In practice, a producing party calculates and records the hash values of all items produced in native
format. Were there suspicion, alteratios apparentmerely by hastmg thefile.

De-duplication

In ediscovery, manually reviewing vast volumes of identical data is burdensome and poses a
significant risk of conflicting relevance and privilege assessmétdashingserves to flagdentical
documents, permitting a single, consistent assessment of an item that might otherwise have
cropped up hundreds of times and bedifferently characterized.This ishash deduplication, and

it drastically cutshe costof reviewing data for responsiveness and privileBet because even the
slightest difference tggers different hash values, insignificant variations between files (e.g.,
different Internet paths taken by otherwise identicalneail messagesmay frustrate hash de
duplication. An alternative is to hash relevasegmentsof e-documents to assess their relative
ARSYUGAOFtAGREY | LiarOddapizstior®2 YSGAYSa OFff SR &

In practice, each filprocessedand each constituent itemextracted is hashed andheir hash
values compared to the hash values of items previoystgcessedand extracted to determine if
the file or item has been seen befordhereafter,files and itemswith matching hashes are
suppressed as duplicates, and instances of each duplicatassutiatednetadataare noted in a
deduplication or occurrence log.

Takeaways on Hashing
The most important things to know about hashing:
1. Electronically stored information of any type or size can be hashed;

2. The algorithms used to hash data are not proprietary, and thus cost nothing to use;
3.b2 YIFIGGSNI GKS aAl § 27T (K Sawaysaffoed lénith; G Q&8 KI & K ¢

4. The two most common hash algorithms are called MD5 and BHA
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5. Ly I NYyYyR2Y LRLzZFIGA2Yy 2F KFIAKSR RIFIGFX y2
reveal anything about the file

6. The chance of two different files accidentally having matching MD5 hash \alsesalled
hash collisiopis one in 34Qrillion trillion trillion (i.e, 340 undecillion). So, it is highly
improbable that two files with matching hash values are not identical

NOTE TO STUDENTS: We are seeking to lay a solid foundation in terms of your grasp of the
fundamentals of information technology and the jargon used irdescovery. Looking back over
theprecedingY F § SNA I £ = L)X SFasS fAaG ye G2LAOCA FyR SN
GAOUK GKS AyaidNdHzOG2NJ Ay 2NRSNJ GKFG ¢S YAIKEG 32
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o Exercise 1: Identifying Digital Storage Media

All answers should reference lettered items in the image below.

\ 7= L '!“
g
I
T ]
T
oo

Insert the letter(s) of the media described in the adjacent blank:

Backup Tape
USB Thumb drive
SD media card
SIM Card

RAID array

ok wbd PR

Identify three items that record datamagnetically
Identify four solid state digital storage devices:

Identify the three pictured items with the most meager (i.e., least) capacity to store digital
information (capacity may be zero)
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Introduction to Metadata

Ly GKS 2fR 221S= I olff22yAad RSaAaOSyRa KNERdzIK
G2 I Yry 2y (KS 3ANRdzyRI 6K2 I yagSNAE Sevan fedtdzQNB
F62@S (GKS 3INRdzy Roé ¢CKS IFWHZR IN2NISR2OKXY22YAAD
ol 01X GKS YlIy 2y GKS 3INRBdzyR lalasz al2g RAR
orftft22yAaiGy aeé2dzNJ FyagSNI g1 & mnm: | OOdz2NTF GS | yF

Ifyouask ateci | @& I 6@ SNE a2 KFE{iQa YSGlFRFOGFKE G§KSNEB
Ad RFGF Fo2dzi RFEGF o€ l'Yy20KSNI I yagSNI 0KIFGQa wmr

LiQa GAYS (2 Y2@S Lk ai [ tds time to ge VA=
more useful ways to describe metadatavays that B EERS RS G =

enable counsel to rationally assess relevance and burf el TR G o) o

attendant to metadatan modern, networked, and cloud
based information systems

Metadata may be the most misunderstood topic in electronic discovery. Requesting parties
RSYFYR RAA02@SNE 2F dadKS YSGIRFGFE gAlK2dzi &Ll
parties fail to preserve or produce metadata of genuine value and relevaméten because they

do not understand what metadata exists, where it resides, or how easily it may be altered, lost, or
generated as a byproduct of ordinary system operation.

LiQ&a L yah@BNiehcé A 2 v

Metadata is information that helps us use and make sense of other information. More particularly,
metadata is information stored electronically that describes the characteristics, origins, usage,
structure, alteration and validity of other electronic infoationt including when, where, how, and

by whom electronic information was created, accessed, modified, transmitted, or deleted.

Many instances of metadata in many forms occur in many locations within and without digital files
and systems, including operating systems, applications, databases, networks, mobile devices, cloud
platforms, and collaboration servicesSome are supplied by the user, but most metadata are
generated by systems and software automatically, often without user awareness or control.

Some is crucial evidence, and some is merely digital clutter. Appreciating the differkenceing
what metadata exists and understanding its evidentiary significarased recognizing when
metadata is incomplete, misleading, or absent altogether is a Ssérdial to electronic evidence
and discovery.

Metadata is Evidence!
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If evidence is anything that tends to prove or refute an assertion as fact, then clearly metadata is
evidence. Metadata sheds light on the origins, context, authenticity, reliability and distribution of
electronic evidence, as well as provides clues to &mnbehavior including authorship,
chronology, access patterns, collaboration, and intent.

LGQa GKS St SOUNRYAO SljdAa@ltSydG 2F 5b! 3 ol fftAal
but because, when properly preserved, interpreted, and contextualized, it can be highly probative,

with a comparable power to exonerate and incrimieabr to mislead when misunderstood,
incomplete, or taken out of context.

In Williams v. Sprint/United Mgmt. C&R230 F.R.D. 640 (D. Kan. 2005), the federal court inlad
dispute over Excel spreadsheets that had been altered prior to production

[W]hen a party is ordered to produce electronic documents as they are maintained in
the ordinary course of business, the producing party should produce the electronic
documents with their metadata intact, unless that party timely objects to production
of metadata, the parties agree that the metadata should not be produced, or the
producing party requests a protective order.

Sprint had produced spreadsheets with cells locked and metadata removed, impairing the
NEOALIASYGAQ FtoAfAGE G2 S@OFftdzr &S F2NNdzZ azx NBf |
maintained in the ordinary course. The court made clear that simigpjor disabling such attributes

was not ordinarycourse production, but an alteration requiring justification.

Within the realm of metadata lies discoverable evidence that litigants are obliged to preserve and
LINE RdzOSd ¢ KSNBQa |a YdzOK 2NJ Y2 NBfteNf&rimbr® lanid SEG |

~

FSNE 0o

fA1S AYTF2NNIGA2YyS @&2dz R2y Qi
wiselybased on relevance, proportionality, and evidentiary val

Often, files have more
metadata than content .

I flFgeSNRa oAfAGe G2 | ROAAS | Ot ASYy(d Foz2dzi K2
to its production and discuss or forge agreements about metadata, hinges upon how well he or she
understands metadata including how certain forms of ESI, such as spreadsheets and databases,
O2tfLJAS GKS RA&AUGAYOlA2Y 0SG6SSY aRFGFE YR &y

WiQa Wdzad My Sa FyR %SNRSa

Understanding metadata and its importance kuliscovery begins with awareness that electronic
RFGF A&y FdzyRIFIYSyGlrfteées 2dzald ydzyoSNAO® ¢ K2 dz3
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considered the implications of information being expressed so severely. Therewamde There
are no spaces or punctuatio.here is no delineation of any kinfolely binary numbers.

How, then, do computers convert this unbroken sequence notated as ones and zeroes into
information that makes sense to human beings? There must be kegneomecoherent structure
AYLI2ASR (2 RAGAYS GKSANI YSIyAy3o medzmiingfiori{ S NS R
GKS RIFIGF AT S dthgdatd. FTANRG YIF1S asSyas

Liga 9y O2RSR

Consider that written English conveys all information using-fifty upper and lowercase letters

of the alphabet, ten numerical digits d), some punctuation marks and a few formatting
conventions, like spaces, lines, pages, etc. You can think ofdbksetively as a seventgr eighty

OKIF NI OG4SN) a02RS ¢ lf OSNYIFrGA@Stes GKS alyYS AyHi
code, where athred A 3y f O2RS O02YLI2AaSR 2F R20X RIakK I YR

2SQ0@S Ittt aSSy Y20ASa oKSNB | (FLIWAY3I az2dzyR Aa
Suddenly, the tapping is an encodedessagebecause Al Teee GrEe £ ZErES 6
a2YS2yS Kla FdIN)YyAaKSR YS on a computer only make 2NA S
about the data (tap, tap, pause, tap). Likewise, all tho S Sy o o o= o e e o - 1 le

WHUnes and zerog€n a computer only make sense whe 2GSl 321 1 el doa =t

other ones and zeroesmetadatar reveal a framework for SRR TE TR ETTe a8 o116

parsing and interpreting the data. and interpreting the data.

So, weneeddata about the data. We need information that tells us the encoding scheme. We
need to know when information of one sarbncludesand different information begins. We need
the name, date, context, purpose and origin of information to support its utility and integrity. We
need itsmetadata.

The Metadata Continuum

{2YSGAYSA YSGlIRIFGLF Aa St SYS yfielsystgm strictur&s détellisgy O 2 y (i
where recorded data blocks begin and end and how they are organide@d metadata is invisible

to a user without special tools forensic utilitiescapable of peering through thfagadeof the user

interface into the utilitarian plumbing of thiéle system. Without file location metadata, each time

a user sought to access a file or program, the operating system would have to peruse the entire
RNAGS G2 FAYR Ao LOQR 06S tA1S t221Ay3 FT2NJ az
At other times, metadata supports enhanced functionality not essential to the operation of the
aeaidsSyo ¢KS YSOGFRIFEGEF GKIFG GNXOla | FAESQa yI Y
only occasionally be probative of a claim or defenselawsuit, but that informationalwaysmakes

it easier to locate, sort and segregate filgsd to manage information at scale
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Metadata is often instrumental to the intelligibility of information, helping us make sense of it.
G{dzyye YR Ttn RS3INBS&¢ I NBYyQl I O SNBandahedef dzf F 2
AlGQa UK Simim$) uadérStanting information on a website or within a database, acloud

based collaboration platform like Microsoft SharePoint or Teams, or a social network like Facebook
depends on metadata that defines its location, origin, timing and structuré. Q4 S @Sy 02 Y Y
computerized inform#don to comprise more metadata than data, in the same way that making
aSyasS 2F (GKS G¢2 RFGF LRAYyGA Gadzyyeé FyR artn
date and time of day.

CKSNBEQa b2 {dzOK ¢KAYy3 |a a¢KS aSilFRFGIE

As we move up the evolutionary ladder for metadata, sometadataA & NBE O2NRSR Ay
needed to support a specialized task for the operating system or an application. St&ysaedh
MetadataT A St Ra € A1S &/ FYSNY a2RSté 2NJ a/ 2LRNRIKIG €
concerned with spreadsheets and wepdocessed documents; but, if the issue is the authenticity

of a photograph or the origins of pirated music, these fields can make eklareaseL. G Qa | f f | 6
relevance and utilityin context

CKS LRAYG Aaz GKSNBQa NBFrffe y2 adzOK GKAy3 | a
a continuum ofSystemand Application Metadatathat enlightens many aspects of ESI. The
metadata that matters depends upon the issues presented in the case and the task to be
accomplished; consequently, the metadata preserved for litigation should reasonably reflect the
issuesthat can be reasonably anticipate@nd it must also address the file management and
integrity needs attendant to identificationgculling, processing, review and presentation of
electronic evidenceAgain, relevancand utility.

File Systems and Relative Addressing

Most of those ones and zero®on ahard drive are files that, like library books, are written, read,
revised and referenced. Computers use file systems to keep track of files just as libraries once used
card catalogues and the Dewey Decimal system to track books.

Imagine you own a thousand books without covers that you storene very long shelf. You also
26y || NRo2dG yIFrYSR w200é GKIFIG OFyQd NBFRZI odzi w
you instruct Robby to get a particular book?

If youtrack 1 KS 2NRSNJ Ay gKAOK GKS o0221a&a | NBE ati2NBR:
02271 ®¢ L2 fAdzYy S 1&S G 24T Sy O0eOf 2lLUSRAF AT @2dz YAIK

36| cringe every time | refer to digital informatias beingstored asd 2 Y §& [ S NE S &(ds wé shauld doiwvS
know)i KI G Qa 2dzad I nottetied&anbtBowi ls@igdon digtal media
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02214& R2YyQl aly26é¢ oKSNB (KSeé QNSabdukhe bodis hid 9 I (
AGQa y2i ai2NBR gA0GKAY (GKS o fBfedMetadataS a2aidsSy

[ 20 GAy3 a2YSUKAY3I o0& alLISOATFTFeAy3d GKI Grelativié Qa & 2
addressingr offset addressing The number of units the destination is set off from the specified

point is called theoffset Computers use offset values to indicate the locations of files on storage
devices as well as to locate information inside files.

/ 2YLJdzG SNR dzaS @I NA2dza dzyAdGa G2 ait2NB FyR (NI O
GKS alyYS$S dzyaidao la LINBOA2dzat e SELX I AYSRZ | 640
to hold a letter in the Latin alphabet), 512 bytissoften asector or blocKsee Appendix A and

(typically) eight contiguous sectors or blocks duster The cluster is the most common unit of

logical storage, and modern computers tend to store files in as many of these-dy@9& KB)

clusters2 NJ aRI Gl ol aisSiazé Fa YySSRSR® h¥FasSid oI ft
location of information within files and as sectors when specifying the location of files on storage
media®’

Application Metadata

¢2 GKS SEGSYG t1 68SNB FNB Tl YAt Al Napplikatiok Y Sl
metadata with the fearsome potential to inadvertently reveal confidential or privileged
AYF2NXNIGA2Y SYOSRRSR 6AGKAY St SOGNRYAO R2O0dzyS)
RFGF Ay FAESa aylrGA@Se G2 GKSYZI Y &digyelyguppoi KI G
the application. As these applications added featufess | S | 2 NR LINRP OS & a2 NI
changes or collaborate on a documettte files used to store documentsecessarily retained

those tracked changes and collaborative comments.

Microsoft Word was once notorious for its potential to store information unseen by users, and a
cottage industry grew up offering utilities to strip embedded information, like comments and
tracked changes, from Word documents. Because of its potentis@nibarrass lawyers or
compromise privilege, metadata acquired an unsavory reputatioBut metadata is much more
than embeddedapplicationmetadata affording those who know how to find it the ability to dredge
dzLJ | R 2 O dab@oasicondentiyi®ayi integral byproduct of modern software functionality.

By definition,application metadata is embedded in the file it describes and moves with the file
when copied. But not all metadata is embedded for the same reason that cards in a library card

370n modern storage systems, including salidte drives and virtualized storage, these locationslaggcalrather

GKIy FAESR LKeaAOFt LRaAdGA2y&azr FyR YIe OKFy3asS 2@SNJ GAYS
3 0Once, afeva 0 | UaBdis€plinary authoritiege.g.,NY, FLileemed it unethical for lawysito look at metadata in
e-documentsreceived fromopponents Happily,that notion quicklylost favor
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to reach it

System Metadata
''yEA1S 0622143 O02YLMziSNI FAESa INByQi ySrafe oz
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about their location,history or ownership. The
information about thefile (i K I nbt@mbeddedin ERGUWLYEELEE
the file it describes but stored apart from the file is
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System metadata is crucial to electronic discover
because so much of our ability to identify, find,
sort, cull and authenticate information depends on
its system metadata. For example, system
metadata helps identify the custodians of files, what thesfiggenamed, when files were created
or modified and the folders in which they are stored. System metadata stores much whthe
what, when, whereandhow of electronic evidence.

Every computer employs one or more databases to keep track of system metadata. In computers
NHzy yAy3 (GKS 2AyR2ga 2LISNFrGAYy3a 28aGSYX GKS LINR
OFrftf SR GKS al @adSNJCAtS ¢ of S irgbysténmgiOMasicélled they (1 K ¢
CAfS 1'tft20FGA2Y ¢FofS 2NJ acC! ¢ ¢ ¢tKS Y2NB a2LXK
the richness and complexity of the system metadata in its file table.

Windows Shell Items&nd Properties

In the Microsoft Windows ecosystem, Microsoft refers to discrete units of comtenth as files,

folders, messages, and contacts & G { KStf AGSYadé 9 OK RAAONBGS
item is called ayproperty£ Windows maintaingiundreds of such propertieorganized acros34
OFiS32NAS&as Yilye 2F 6KAOK YIé& SEA&al 2dziaARS
evidentiary value.

Shell item properties illustrate an important point for discovery: metadata is not confined to what
applications embed in files, nor is it limited to the familiar created/modified/accessed dates.
Operating systems routinely generate and maintain rich dpsee information that may never be
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visible during ordinary use, yet may prove highly probative of authorship, chronology, provenance,
access, or use.

Examining even a small subset of Shell item properties demonstrates the breadth of potentially
relevant metadata that can exist within and without files, messages, and photographs, including
document authorship and revision history, message routing anddiivan details, camera
identifiers, and systenfevel attributes reflecting file handling and ownership.

Application vs. System Metadata

Application Metadata = CONTENT
LF AG OKlIy3aSa ¢gKIFIG GKS R20dzySyid a
Embeddednsidethe file
Travelswith the file
Enables functionality (comments, formulas, revisions)
1 Can besubstantive evidencer aprivilege trap
Ask:Does this information belong to the document itself?

= =4 =4

System Metadata = CONTEXT
LF A0 RSaONROSa 4KSNBX ¢gKSys> 2N K
Storedoutside the file
Managed by the system, not the application
Used to locate, sort, and authenticate files
T Essential to discovery logistics and provenance
Ask:Does this information describe the document rather than form part of i

= =4 =

Much More Metadata

The hundreds of Windows Shell item properties are by no means an exhaustive list of metadata.
Software applications deploy their own complements of metadata geared to supporting features
unique to each application.-mBail software, word processing applieats and spreadsheets,
databases, web browsers and presentation software collectivelgley thousands of additional

fields of metadata across modern platforms. _
Photos taken with cell

For example, digital photographs can carry dozens | slplelpl=isidelbiilpl=) /A le) (e
embedded fields of metadata calleEXIF datadetailing | EEEERSAIRICIE
information about the date and time the photo was taken, tH GLlelE IR GIER el el o)
camera, settings, exposure, lightingand, where enabled,  UESHELELE
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precise geolocation data. Cell phone photos contain detailed information about where the photo
was takeroften to within a few meters, depending on sensor and settings.

The popular Microsoft Outlook-mail client application provides faver 180standard application
metadata fields which users may select to customize their viemd many more that are
generated and maintained without user visibility.

But even this broad swath of metadata is only part of the probative informatidiout activity
recorded by computers. Within the Master File Table and index records used by Windows to track
all files, still more attributes are encodes structured system records not ordinarily visible to
users. In fact, ananic aspect of Windows is that the record used to track information about a file
may be larger than the file itself!

Stored within the hives of the System Registtiie database that tracks attributes covering almost

any aspectoftne systemr NS (K2 dzAl yR&a dzLl2y (K2dzlyRa 2F | 4d
Other records and logs track network activity and joursgbtem, application, and user activity at

a granular level.

MatryoshkaMetadata

Matryoshka are carved, cylindrical Russian dolls t
nest inside one another. Metadata works the sa
way. If the evidence of interest is a Word docume
attached to an email, the Word document carries it
own embedded application metadata; but ong
attached, itssystemmetadata is reduced to what th
transporting message convaysypically little more
than file name and type, plus limited contextus
attributes supplied by the sending system.

Matryoshka Metadata

The email message, in turn, carries its own metadata concerning addressing, routing, structure,
and encoding. That message is managed by-@maieapplication such as Outlook, which maintains
additional metadata about the message and its configuratiorpddeing on configuration, those
messages and their metadata may reside in local container files (such as PST or OST files) or in
serverside mailboxes. Those containers or mailboxes then exist within a file system or service that
maintains still more systa metadata about location, ownership, timestamps, size, and related
attributes.

Within thisMatryoshka maelstrom of metadataome information is readily accessible while other
layers are opaque, technical, and unintelligible without specialized tools and experience.
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Forms of Metadata

la AT GKS @GINARSGe 2F YSGl RI G fodnSING nounifor®ly 2 dz3a K =
humanreadable orselS ELJ | yIF 62NB®d {2YS YSGlIRIGF FAStRa | N
GFLfasSd®é hGKSNE SyO2RS ydzYSNAO @I fdzSa ¢oK2aS Y
reuse the same numeric value to signifffetent states in different fields.

CKS F2N¥Y 2F YSGFRFGE YFGOGSNE 6KSY RSOARAY3 K25
G&8LS nEnnud 61 & &aSG G2 nEnné A& YSHyAay3tSaa
answers such as whether a read receipt was requested. Becausg matadata values only make

sense within the application that interprets them, preservation and production require more than
mechanical extraction. Context is essential.

The challenge is not that metadata cannot be located or interpreted, but that counsel must know
whether the firm, client, or service provider has tools and workflows that do so accurately and
repeatably. Before committing to produce metadatar objecting b its productiort counsel must
understand what metadata is routinely collected, how it is processed, and which fields require
specialized handling to avoid alteration or misrepresentation.

Relevance and Utility

| 26 YdzOK 2F GKA& YSOFRIGFE Aa NBtSGryd |y
FYyagSNE GLG RSLISYRAKE theyssuesNilzidaadbears tiporR s Stiity,
and the cost and burden of preservation and review.

Metadata is unlike almost any other evidence in that its utility may flow from its probative value

(its relevance as evidencepr from its utilityt its ability to support searching, sorting, and
interpretation of ESI or both. If the origin, use, distribution, destruction, or integrity of electronic
SOARSYOS Aa (G A&aadsSz GKS GRAIAGEE 5b!é 2F YSI
presened and producedor itsrelevance Likewise, if metadata materially facilitates thearching,

sorting, and management of electronic evidence, it should be preserved and produced for its
utility .39

39This duality of metadata relevanceandutilityt is sometimes overlooked by readers who focus narrowly on the text

of the rules and ignore the Committee Notes. Rule 26(b)(1) permits discovery of nonprivileged matter that is relevant

G2 I LI} NI e&Qa &niproportidnalaoNhe Reeds Diythie $ase. The 2015 Committee Notes explain that
examples formerly enumerated in the ralesuch as information concerning the existence, location, custody, and
condition of documents were removed not to narrow discovery, but bedzd S & dzOK Ay lj dzZA NA Sa | NB
AY LINI OGAOSe¢ IyYyR NBYIFIAY RA&A020SNIoOfS gKSy NBtS@Oryd |y
intelligent requests for electronically stored information may require detailed information about andtilerNJi & Q &
AYTF2NNIEGAZ2Y adeadsSvyao ! fGK2dzZ3K GKS /2YYAGGSS RAR y20 dza €S
not limited to evidentiary relevance alone. Metadata may be discoverable for its utility as well as its probative value.
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Put simply, metadata is an indispensable feature of ESI and should be considepesstaration
andproduction ineverycase¢t 22 2F0Sy X YdzOK 2F gKI 0 Aad RAAYA:
substantive content, such as embedded comments between collaborators in documents, speaker
notes in presentations, and formulas in spreadsheets.

Does this then mean that every computer system and data device in every case must be forensically
imaged and analyzed by experts? Absolutely not! Once we understand what metadata exists and
what it signifies, a continuum of reasonableness will inform auioas. A police officer making a

GNI FFAO a0G2L) NRAziAY STt & edr? { R NSROASNINGS  ySHOF /511 FARRR2NES
YdzYo SNE RNAOGSNRAE fA0SyasS ydzvroSNE |yR GKS RIFGS
expect a traffic cop to ollect a DNA sample or fingerprint the driydsut make it a murder
investigationand the calculus changes.

The crucial factors are burden and cdstlanced against utility and relevance. The goal should be
a level playing field between the parties in terms of their ability to see and use relevant electronic
evidence, including its metadata.

{2 6KSNB R2 4S RN}g¢g (GKS fAYySK .S3IAy o0& NBO23y]
changed the fundamental dynamics of discovery: Litigants are entitled to discover relevant, non
privileged information, and relevance depends on the issueorbethe court. Relevance
FaaSaaySyda FINByQd adalidAO odzi OKIFy3aS a ySé¢g S
deemedirrelevant at the start of a case may become decisive wieeg,, allegations of data
tampering or spoliation emerge. Parties my&riodically reassess the adequacy of preservation

and production of metadata and act to meet changge Periodically re -assess the

circumstances consistent with proportionality anss =g EE R avae e S Aol h-als

evolving needs. production of metadata , and act

to meet changed circumstances.

Metadata dMustse
There are readily accessible, frequently valuable metadata that, like thetadgpgformation
collected by a traffic cop, we should expect to routinely preserve and produce. Examples of
essential system metadata fields for any file produced are:
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namedFinancial Forecastxl&l YS FNRY (GKS 520dzySyida T2t RSN 2y

was last modified on Januarg, 1206 & HYnT ta [/ {¢PE

' y2GKSNJ YSGLF RIUWTE tindex6nedofisétapplidableitd éxch time value (unless all
times have been normalized to a common zone). tJTGordinated Universal Timas the modern
reference standard for timestamps and avoids ambiguity caused by local time zones and daylight
saving rules. Without the applicable offset, time values may be misleading or uninterprétable.

Application metadata is, by definition, embedded within native files; tmetjve production
ordinarily preserves application metadata without special handiBwg. when ESI is converted to
other forms, the parties must assess what metadata will be lost or altered and identify, preserve,
and extract relevant application and system metadata fields for production in ancillary files
commonly calledoad files

For email messages, this is generally straightforward notwithstanding the many metadata values
ISYSNI 4GSR o6& OftASyld I yR aSNIS Nhall hésshgearefias 2 y & @
available:

w /dzZAG2RAI Y
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w [/
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w {dzwa2S0oi

w 51F4S {Syid 02N) wSOSAGSRO
w ¢AYS {Syil 02N) wSOSAGSRVU
w GG OKYSyida oylyYSa 2Nl dzyAljdzS ARSYGAFASNREO
w alAf C2fRSNJtlF GK
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Email messages that traverse the Internet contain header data detailing routing and delivery.
Whether header data should be preserved and produced depends on the reasonable anticipation
that issues of authenticity, receipt, or timing may arideut becauseheaders are integral to the
message, discarding them absent good cause is difficult to justify.

40 UTC stands for botfiemps Universel Coordonagd Coordinated Universal Time. It's a fraction of a second off the
better-known Greenwich Mean Time (GMT) and identical to Zulu time in military and aviation circles. Why UTC instead
of TUC or CUT? It's a diplomatic compromise, for neither French mpistEspeakers were willing to concede the
acronym.
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production, such as Bates numbers, attachment ranges, hash values, production paths, duplicate
identification, and family relationships.

When ESI other than-mail is converted to nomative forms, preserving application metadata
without impairing its utility or intelligibility can be difficult. Tracked changes and comments, for
example, may be incomprehensible without context, yet prodgcithem in static images can
confuse recipients and degrade searchable text. Where native production is not permitted, an
equitable alternative may be dual productioronce with tracked changes hidden and once
revealed*

For certain ESI, there iso practical substitutefor native production with metadata intact.
Spreadsheets are the classic example. Similar losses of functionality occur with audio, video,
animated presentations, databases, and collaborative environments, where structure and
relationships reflected in meadatar define utility. Production formats are addressed elsewhere

Ay GKAA 0221T a4dzZFFAOS AG G2 alre GKFG yFGASBS LN
and exploit metadata.

The Path to Production of Metadata

Producing metadata is not a single act but a sequence of judgments. The steps typically include:
gauging spoliation risk,

identifying potentially relevant metadata,

balancing relevance, utility, and burden,

considering authentication and admissibility,

determining preservation methods,

collecting metadata, and

resolving privilege and production issues.

=A =4 =4 4 4 A -4

Gauge Spoliation Risks Before You Begin

German physicist Werner Heisenberg taught that observation can alter what is observed. The
analogy applies neatly to metadata: opening or handling electronic files without care can change
metadata values and destroy prior informatioNVhen you open any document in Office
applications without first employing specialized hardware or software, metadata often changes,

M. dzi GKS Q@GAlLOoAtAGE 2F GKAA Ofdzylie aazfdziizyée¢ Ydzald o685
alternate versions of documents considering that vendors typically charge for services by the gigabyte. Two sets of
static images substantiglinflate the cost of discovery for the parties receiving such a dewhEmmy production.
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and prior metadata values may be loSuch alteration can impair chronology, complicate review,
and invite spoliation claim®.The threshold question, then, is how much risk the case warrants.

Not every matter is a crime scene. Few cases require full forensic preservation, but those that do
demand care proportionate to the issues. In many instances, modest precautions suffice to protect
metadata likely to matter.

On Windows systems, three familiar timestampSreated, Last Accessed, and Last Modified
illustrate the point. Last Accessed dates are fragile and, today, rarely updated; they are seldom
usefulor reliable values

Created dates are frequently misunderstood: they reflect creatiom particular storage medium
not authorship, and change when files are copied while sometimes persisting when templates are

reused.Thatis, K Sy &2dz O02Lk I FAES (2 ySé YSRAI I @&2dzQ¢
date of copying, and the created date changes accordin@ligce moregcreated dates may or may
not coincide with authorshid 2 = A0 Q& | YAadlr(1S G2 |aadzyS (KSe

The most stable and useful timestamp is Last Modifleeause itis not changed by copying,
previewing or virus scans. It changes only when a file is opened and sdneedjh not necessarily
when visible content changdsecauseother changes including subtle, automatic changes to
application metadata may trigger an update to the last modified date when the file isaeed by
a user.

Application metadata generally changes only when a file is opened. Accordingly, the simplest
preservation strategy is to maintain a pristine copy and conduct review on working copies.
Preserving hash values for the pristine set provides reliable proofitegrity. More rigorous
methods such as write blocking or forensic imagingre available when warranted, and modern
review tools are designed to avoid metadata alteratidfinally, containerized copiteffectively
preserve system metadata values.

Identify Potential Forms of Metadata

You cannot preserve or assess metadata you do not know exists. For each principal file type, identify
metadata fields of potential evidentiary or functional significance. Early collaboration with experts,
IT personnel, or opposing counsel often narrowgdies and clarifies expectations. Knowing what
metadata exists, where it resides, and what it signifies is foundational.

Assess Relevance, Utility, and Burden

42 Spoliationis the negligent or intentional loss or destructiohevidence Spoliation of ESI often fls from afailure
to preserve relevant data promptly or properlyWhen spoliation is intentional, it mgyrompt significant sanctions
(i.e, punishmentspssessedgainst the spoliating party.

43 Typically a compressed .Zip file. The zip format replicates a broad range of system metadata values.
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Producing every metadata field for every item is neither required nor sensible. Preservation may
be broad, but production should be guided by relevance and utility. Modern tools routinely extract
extensive metadata, and producing additional fields is oftemal if requested before production.
Claims of undue burden are weak when production amounts to exporting another column.

Relevance is fluid. Metadata that seems immaterial at the outset may become decisive later.
Consider two commonplace fields in Adobe PDF fiR3F Produceand PDF VersionThese
document properties identify the source application and the release of Acrobat used to create the
file. They may appear esoteric until a dispute turns on the authenticity of a purportedly old contract.

If the metadata shows the PDF was created gissnscanner introduced last year and a recent
version of Acrobat, it supports a ataiof fabrication. If it reflects use of an early scanner and an
older release, it bolsters the claim that the document was scanned years ago. Neither is conclusive,
but both are relevant and warrant preservation and production.

5AFf23dz2S KStLlA® alye RAALMzISE SOFHLRNIGS 6KSy |
sharpen when metadata becomes the battleground.

Consider Authentication and Admissibility

Electronic evidence lagk LJ- pigsidlciiesto authenticity, likesignatures, handwriting and
physical watermarksComputer ser acounts may be shared or compromised, and softward
Al toolsenable seamless alteration. Dates may be systiamerated conveniences rather than
reliable markers of authorship or timing.

When authenticity may be contested, preservation of original system metadata is critical. Relevant

sources may include user identifiers, system and network logs, version histories, and evidence of
contemporaneous activity. Preservation choices should lmadourden against anticipated need

but selective preservation is risky. If you preserve metadata supporting your case, it is difficult to

justify discarding metadata that may support the opposition or undermine your own proof.

Chain of Custody

An important role of metadata is establishirgnd maintaining a defensible chain of custody for
ESI. Through every stage aefliscovery-collection, processing, review, and productiometadata
should facilitatea clear, verifiable path back to the source ESI, device and custodian.

G/ KFAYy 2F Odzali2zReéé¢ RSaONAROGSa GKS LINROSaasSa dza
and handling of evidencso as to demonstrate that the integrity of the evidence has not been

O2YLINRPYAASR® CNRY Y20ASa YR GStSOAaA2YI 6SQNE
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in police property rooms and the sign in/out logs and other steps law enforcement agencies use to
safeguard physical evidence. But what are the corollary steps required for digital evidence?

As a rule, counsel should be able ti@mce any item of digital evidence back to its origin. So, there

must be a means to identify the device, repository, path, container file and custodian of the data.
When electronic evidence is collected, or media imaged for preservation, collectionsnagds

daK2dzZ R 0S KIFaKSR O6aRAIAGIHEEE FAYISNILINAYGSREUD ¢
preserved.

Digital evidence is unigue in that its ability to be duplicated and authenticated without
O2YLINRYAAAY A ye AlSNI*“NogetheleRsSibraftiiRs saud pia&icedo2 NA 3 .
protect data and interdict or log any actions that may alter the evidence or its hash values.

Evaluate Need and Methods for Preservation

Not everybit of metadda is important in every caseso what factors should drive preservation

The case law, rulings of the presiding judge and regulatory obligations are paramount concerns,
along with obvious issues of authenticity and relevamaeother critical consideration is stability.

As discussed, essential metadata fields, like Last Modified Date, change when a file is used and
Al SR LT @&2dz R2y Qi LINB&ASNBS ReylrYAO RIHGFX &2d
e.g, issuance of a preservation demand or by operation of law, the loss of essential metadata may
prompt costly renedial measures Worse it may constitute spoliation subject to sanctions.

How, then, do you avoidltering metadatay review
and collection? What methods will preserve t at the earliest opportunity, you
integrity and intelligibility of metadata? Poorl may never be able to replicate
executed collection efforts can corrupt metadatg yyEaEss ey

For example, when a custodian or reviewer ope
files in native applications, copies responsive files to new media, prints documents or forwards e

mail as a means of collection, metadata is altered or lost. Consequently, metadata preservation
must be part of adefensible preservation protocahd addressed inrpservation directives, so

OFrtf SR atS3aIf K2fR y20A0Sa¢ aSyd G2 Odzali2RAIl y:
to document what was done and why. Courts expect a modicum of transparency concerning data
preservation, so consider sharingoposed protocols with opposing counsel in sufficient time to

allow adversaries to object, seek court intervention or agree to alternate approaches.

If you fail to preserve metadata

Collect Metadata

MLy GKS g2NIR 2F RAIAGEE F2NByaAroaszr (KSmughdnitatoge hasi & 2 NA 3
validated copy of ESI is indistinguishable from another.
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Because metadata is stored both within and without files, simply duplicating a file without
capturing its system metadata is insufficient. Not all metadata preservation efforts demand
complex and costly solutiongsethods should be tailored proportionally to the cages feasible,

record and preserve system metadata values before use or collection. This can be achieved using
software that archives basic system metadata values to a table, spreadsheet or CSV file. Then, if
0KSNBQa O2 NNHzLII briyjiyial valdes cas lielastertaimed. EverkjGst archiving files

6 a1 A LILIA y 3 prova &KsBffitient idthed to preserve associated metadata in small cases.
Optimally, you (or your service providers) will uparposebuilt tools for e-discovery and
forensically sound collection.

Whatever the method chosen, safeguard the association between the data and metadata. For
example, if data is the audio component of a voice mail message, recordings may be of little use
unless correlated with metadata detailing the date and time of théarad the identity of the voice
mailbox user. Similarly, email attachments must tie back to their transmittals. These efforts are
GSNX¥SR GLINBaAaSNBAY3a FrLYAf@ NBtFIA2yaKALA®E

2 KSy O2LRBAY3 FAES YSGFIRIGIET (1y26 GKS fAYAOGlIGAZ2
working.

| learned that lesson the hard waynany years agwhile experimenting with recordable Cis
storeevidence. Each time | copied a file with distinct MAC dates (modified, accessed, and created)
from a hard drive to a CD, all three dates collapsed into a single value when read back. | was
unwittingly corrupting the very metadata | meant to preserve

The explanation was simple and sobering: optical media lik&k€Bre not formatted to store

multiple timestamps the way magnetic drives are. With only one date field available, two of the

three MAC values were discarded. When the files were later copéett ko a hard drive, the

operating system repopulated all three timestamp fields with that single surviving dgtently
YAANBLINSASYGAY3T GKS FTAESQa KAAU2NE® ¢KS ONRBI RS
systems, and applications suppoitfdrent metadata structures and limits. Test your processes, or

risk altering, truncating, or losing metadata without realizing it.

Plan for Privilege and Production Review

The idea of reviewing metadata for privilege may seem odd unless you consider that application
metadata may reveal deleted content, comments, or prior versidiee industry standard has long

been to simply suppress the metadata content of evidence, functionally deleting itréaew and
production. This occurred witholggal justificationi(e.,privilege).t N2 RdzOA y 3 LJ NI A Sa
to review metadata so simplyncredibly purged it
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¢ K I indefénsible.Metadata must be assessed like any other potentially responsive ESI and
produced when tied to responsive, nqmmivileged content.

When the time comes to review metadata for production and privilege, the risks of spoliation faced
in collection may reappear during review. Counsel should consider:
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Fortunately, modern aliscovery review platforms are designed to address these concérfhat

remains perilous is the use of native applications as review teosy Qi ! R 2

Application Metadata and Review
As noted abovemany lawyers deal with metadata by pretending it does not exist. They employ
review methods that suppress application metadatsuch as comments, tracked changes,
formulas, and speakernotesNB A SgAy A 2yif e gKI G GaLINAYG
in the document. Rather than adapt workflows to the evidence, they suppress application metadata
out of fear that privileged or confidential content may be inadvertently produced, or simply from
unfamiliarity. The usual defense is burden: reviewing @gpibn metadata is said to cost more than

it is worth.
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To ensure that requesting parties cannot access metadata the producing party never examined,
counsel often strip metadata wholesaldy converting ESI to static images, typically TIFF. While
effective at removing metadata, these practices impair the utilityegrity, and searchability of the
evidence.

Producing parties then attempt to reintroduce fragments of stripped metadata and searchable text

through ancillaryoad files resulting inso-calleddT IFFpluse

LINE R vzl digcyss later in the

semester This approach is costly, fragile, anesulted to modern ESI. Spreadsheets become
unreadable. Multimedia disappears. Interactive, animated, and structured information breaks. As
a rule, the richer the information, the less likely it is to survive cosive to static images.

This persistence raises a more fundamental question: why does any lawyer assume the right to
unilaterally suppress without review or privilege disclosureintegral parts of discoverable
evidence? Stripping metadata becausenight contain privileged material is little different from
erasing handwritten notes in medical records because the handwriting is difficult to read.
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Courts have repeatedly rejected speculative privilege as a justification for wholesale metadata
removal. I 3dzA € | NJ @ LYYAIANI GAZ2Y 9 [/ dzZaG2Ya 9y F2NOSY
F.R.D. 350 (S.D.N.Y. 2Q08)e court emphasized that metadata associated with native files is
discoverable when relevant and that disputes over metadata must be resolveebfididld, not

by categorical suppression. bovad Communications Co. v. Revonet, Inc., 258 F.R.D. 5 (D.D.C.
2009) the court ordered produgon of native spreadsheets with metadata intact, recognizing that
metadata in spreadsheets is often inseparable from the evidence itself. Decided after the 2015
amendments to Rule 26(b)(1hleraeus Kulzer GmbH v. Biomet, Inc., 633 F.3d 591 (7th Cir. 2011)
reaffirmed that proportionality does not permit the silent alteration or concealment of metadata
necessary to assess authenticity and sequencing.

Against this backdroplilliams v. Sprint/United Management Gemains instructive. There, the
producing party stripped metadata from native spreadsheet files based on generalized privilege
concerns. The court rejected that approach, distinguishing targeted redactafowing review

and accompanied by a privilegegtofrom blanket excision undertaken without examination or
disclosure. Privilege, the court made clear, does not excusaaexaw.

The upshot is straightforward: requesting parties are entitled to the same metadata benefits
available to producing parties. Metadata may be redacted when privileged, but it may not be
vandalized, suppressed, or silently altered. The rules governingegevieview and logging apply

to metadata no less than t_o the face of a pap Ry ——
document. Issues of production format and load fil
are addressed elsewhere in this book.

to the metadata benefits that are

available to the producing party.

Resolve Production Issues

Metadata can be produced in many forms: as a database, a delimited loAtlditetoedded within

native files, displayed through an online review platform, even now rendered on paper. Each
method carries risks because metadata presents production challenges unlike those posed by
conventional documents.

One challenge is intelligibility. Metadata is often encoded and meaningless outside its native or
processed environment. An unlabeled value may represent a creation date, a modification date, or
something else entirely. Without decoding and labeling, matacdecomes inscrutable or, worse,
misleading.

4 oad files are commonly used to convey searchable text and metadata in electronic productions. Delimited load files
consist of structured text in a predetermined sequence, with individual values separated by characters such as commas
(asin CSV files), tajor quotation marks that serve as delimitérs., separators)We will explore the use and structure

of load files later in the semester.
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Another challenge is form. Metadata is not always textual. It may be a numeric value or a single bit
flagt true or falsa without meaning unless one knows what the flag signifies. A third challenge
lies in preserving the relationship between metadata anddh& it describes and, where required,
ensuring that both remain electronically searchable.

When data isseparatedfrom its metadata, much of its evidentiary value is lost. Consider a
collaborative cloud document, such as a Google Docs file maintained in a shared environment. A
printed or imaged copy may reveal what the document says, but it conceals who authored
particular passages, when edits were made, what was deleted, and how the document evolved
over time. Without version history, authorship, and timestamp metadata, allegations of fabrication,
backdating, selective revision, or béalth edting cannot be meaningfully evaluated. What remains
may resemble evidence, but it no longer reflects how the information was created, used, or
understood.

Sometimes, producing a walbnstructed load file preserving key originating metadata values will
suffice. Other times, only native production can convey relevant metadata in a usable and complete
way. Determining the method of metadata production suiteal the case demands planning,
technical competence, and cooperation with the other side.

Se2yR G5F Gl 1 o2dzi 510 ¢
The relentless march of digital technology has only heightened the evidentiary and functional
importance of metadata. Today, nearly all information is born digitadd definedby its metadata.
Authorship, timing, location, versioning, and integrity increasingly turn not on evidencesays,
but on what its metadata reveals.

LG A& GAYS (2 NBGANB GKS 3tA0 RSTAYAGA2Y 2F YS
structure, and history. It is the means by which electronic information is understood, managed, and
trusted. For lawyers engaged in electronic discovemgtadata is not a technical curiosity or a
procedural nuisance; it is an indispensable feature of the evidence itself.
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CrucialDistinctions: System versus Application Metadata

1 System metadata describes thike as an objecte.g, name, location, dates). It GONTEXdnd
typicallyresides outside the filen file-system tables.

1 Application metadata describes thaformation within the file(e.g, comments, formulas
geolocation). It ICONTENaNd is typicallembedded in the file

System Metadatar Examples:
File name and extension; file size; file path; custodian; Modified, Accessed, and Created
dates.

Application Metadatat Examples:
Comments; tracked changes; formulas; revision history; editing time; last printed date; EXIH
in photos.

Production Implications:

1 System metadata is commonly produced in structured load fiéeg.,(CSV, DAT) or othg
tabular formats.

1 Application metadata is ordinarily produced with the native file. When files are converte
non-native formats, relevant application metadata must be extracted and produced sepatr
to avoid loss.
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Appendix A: Just Ones and Zeros

01001001001000000111011101100001011100110010000001100010011011110111001001101110001000000111011101101001011101000110100000100000
01100001001000000110001101100001011101010110110000101100001000000111011101101000011010010110001101101000001000000111011101100001
01110011001000000110000101100100011101100110010101110010011101000110100101110011011001010110010000100000011001100110111101110010
00100000011100110110000101101100011001010010110000100000011010010110111000100000011101000110100001100101001000000110111001100101
01110111011100110111000001100001011100000110010101110010011100110010110000100000011000010111010000100000011101000110100001100101
00100000011011000110111101110111001000000111000001110010011010010110001101100101001000000110111101100110001000000110011001101001
01100110011101000110010101100101011011100010000001100111011101010110100101101110011001010110000101110011001011100010000001010111
01101000011001010111010001101000011001010111001000100000011100110110010101100001001011010110011101101111011010010110111001100111
00100000011100000110010101101111011100000110110001100101001000000111011101100101011100100110010100100000011100110110100001101111
01110010011101000010000001101111011001100010000001101101011011110110111001100101011110010010000001100001011000100110111101110101
01110100001000000111010001101000011000010111010000100000011101000110100101101101011001010010110000100000011011110111001000100000
01110111011001010111001001100101001000000111001101101000011011110111001001110100001000000110111101100110001000000110011001100001
01101001011101000110100000100000011000010110111001100100001000000111000001110010011001010110011001100101011100100111001001100101
01100100001000000110001101101111011100100110101100100000011010100110000101100011011010110110010101110100011100110010110000100000
01001001001000000110010001101111011011100010011101110100001000000110101101101110011011110111011100111011001000000110000101101100
01101100001000000100100100100000011010110110111001101111011101110010000001101001011100110010110000100000011101000110100001100001
01110100001000000111010001101000011001010111001001100101001000000111011101100001011100110010000001100010011101010111010000100000
01101111011011100110010100100000011100110110111101101100011010010111010001100001011100100111100100100000011000100110100101100100
01100100011010010110111001100111001011000010000001100001011011 1001 1001000010000001 1101000110100001100001011101000010000001110111
01100001011100110 00110111101110010
111011101101001
110111101101011
111011101101000
0111000001101111
0110000101101110
110100101101110
0010000001110011 10 100 d10000: 1 10010101100011
01101100011010010110111001100101011001000010000001110100011011110010000001100010011001010010000001100111011101010110000101110010
01100001011011100111010001100101011001010110010000100000011001100111001001101111011011010010000001100100011100100110111101110111
01101110011010010110111001100111001000000110111101101110001000000110000101101110011110010010000001101000011010010110011101101000
01100101011100100010000001100010011000010111001001100111011000010110100101101110001011100010000001000011011011110110111001110011
01100101011100010111010101100101011011100111010001101100011110010010000001110100011010000110010100100000011000010110010001110110
01100101011100100111010001101001011100110110010101101101011001010110111001110100001000000111011101100001011100110010000001110111
01101001011101000110100001100100011100100110000101110111011011100010000001100001011101000010000001100001001000000110010001100101
01100001011001000010000001101100011011110111001101110011001000000010110100100000011001100110111101110010001000000110000101110011
1 0010000001101101011110010010000001110000

00010000001101101011 0111010001101000011001010111001000100111
< 01 1 110000101110011
010000001110100
111100101100101
10110000100000
1 1 1010101 1011 111010101110100
0010000001110101011100000010000001101001011011100010000001 1000010010(1) 100110000101 10011001 100110011011000110010100100000
01100100011011110111011101101110001000000110100101101110001000000110111 101011100100010000001110000011000010111001001110100
00100000011011110110011000100000011101000110100001100101001000000110001101101111011101010110111001110100011100100111100100101100
00100000011101000110111100100000011001100110100101100110011101000111100100100000011011010110010101101101011000100110010101110010
01110011001000000110000101110100001000000110100001100001011011000110011000101101011000010010110101100011011100100110111101110111
01101110001000000110000100100000011010000110010101100001011001000010110000100000011101000110100001100101001000000111011101101001
01101110011011100110010101110010001000000111010001101111001000000111001101110000011001010110111001100100001000000110011001101001
01110110011001010010000001110011011010000110100101101100011011000110100101101110011001110111001100101110001000000100100100100000
01110111011000010111001100100000011100000111001001100101011100110110010101101110011101000010000001101101011110010111001101100101
01101100011001100010110000100000011000010110111001100100001000000100100100100000011100100110010101101101011001010110110101100010
01100101011100100010000001110100011011110010000001101000011000010111011001100101001000000110011001100101011011000111010000100000
01110001011101010110100101110100011001010010000001110101011011100110001101101111011011010110011001101111011100100111010001100001
01100010011011000110010100100000011000010110111001100100001000000110001101101111011011100110011001110101011100110110010101100100
00101100001000000110000101110100001000000110000100100000011100000110000101110010011101000010000001101111011001100010000001101101
01111001011100110110010101101100011001100010000001100010011001010110100101101110011001110010000001100100011010010111001101110000
01101111011100110110010101100100001000000110111101100110001000000110100101101110001000000111010001101000011000010111010000100000
01110111011000010111100100101110001000000101010001101000011001010010000001100011011000010111010101101100001000000111011101100001
01110011001000000111011101101111011011100010110000100000010010010010000001110010011001010110001101101111011011000110110001100101
01100011011101000010110000100000011000100111100100100000011000010110111000100000011011110110110001100100001000000110110001100001
01100100011110010010000001110111011010010111010001101000001000000110000100100000011010000110000101101110011001000010110101100010
01100001011100110110101101100101011101000010110000100000011101110110100001101111001011000010000001110110011001010111001001111001
00100000011100100110010101101100011101010110001101110100011000010110111001110100011011000111100100101100001000000111000001110010

Theillustration above shows singleASClencodedsector holding the text below and notated as binary
data (excerpted fromDavid Copperfieldy Charles Dickens):

I was born with a caul, which was advertised for sale, in the newspapers, at the low price of fifteen guineas.
Whether seagoing people were short of money about that time, or were short of faith and preferred cork
jackets, | don't know; all | know is, thidnere was but one solitary bidding, and that was from an attorney
connected with the bitbroking business, who offered two pounds in cash, and the balance in sherry, but
declined to be guaranteed from drowning on any higher bargain. Consequently tlegtiadmnent was
withdrawn at a dead losdor as to sherry, my poor dear mother's own sherry was in the market-taed

ten years afterwards, the caul was put up in a raffle down in our part of the country, to fifty members at
half-a-crown a head, the wingr to spend five shillings. | was present myself, and | remember to have felt
quite uncomfortable and confused, at a part of myself being disposed of in that way. The caul was won, |
recollect, by an old lady with a hatthsket, who, very reluctantly, pend of sector]
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" Exercise2: Metadata and Hashing

GOALS: The goals of this exercise are for the student to:
1. Use cryptographic hashing to match duplicates and flag altered files.
2. Assess which actions alter file metadata and hash values
LOQ@S FdzNYVAEAKSR 9T AT ¢iSKN BKSES SSil & AlS NILF2 NJ & 2 dzod

Step 1:Download thecompressedile http://www.craigball.comMD5.zip and extract 6 the four
files it containgo a convenient location on your comyau:

MD5-1.xIsx

MD5-2.xIsx

MD5-3.xIsx

MD5-4.xIsx

DO NOT OPEN THESE FILES IN B0 completing the exerciser you risk altering the
evidence!

Step 2 Collecting System Meidata Without opening the filgsexamine theropertiesof each file
and record the values in the table below.
HLE NAME LAST MODIFIED DATE AND TIME FILE SIZE IN BYTES
MD5-1.xlsx
MD5-2.xlsx
MD5-3.xlsx
MD5-4.xlsx

Step3:! LI NI FNRBY KIFIGAy3d RAFFSNByYylHG FAES ylLYSaz ||
system metadata values (date and time values and file size)? (yes or no):

Step4dCAYR |y 2yfAyS 2N t20Ft 6aidlyRIFIft2yS0 a5p KI
acquaint yourself with its interfaceThere are dozens of free, online hash calculators that can be
F2dzyR 0@ &SI NOKANDBKID2R 3OSt G@NJ G2 NPa ySEI YLI Say

http://hash.urih.com/
https://defuse.ca/checksums.htm
http://www.fileformat.info/tool/md5sum.htm
http://hash.online-convert.com/md5generator

BLQY | Aa&dzYAy3d |ttt &dGdzRSydGa KI @S LING @dnprdsied eontdirieri Ko G SR | y
KISy Qis y2 g2NNASa® 't alO YR 2AyR2ga 2L SNIdAy3 aea
Zip files or you may pref to download and install a free Zip utility lik&Zipfor Windows athttps://www.7-zip.orgor

the Unarchiver for Maat https://theunarchiver.com/
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http://www.craigball.com/MD5.zip
http://hash.urih.com/
https://defuse.ca/checksums.htm
http://www.fileformat.info/tool/md5sum.htm
http://hash.online-convert.com/md5-generator
https://www.7-zip.org/
https://www.7-zip.org/
https://theunarchiver.com/
https://theunarchiver.com/

https://www.pelock.com/products/haskcalculator

If you use an online hash calculator, be sure to use one that will allow you to browse your machine
for a file to hash(all the listed sites do) Should you elect to use a hash calculator that you install

as a local application, know th#tere is no need to purchase software for this purp@sethere

are many freeware optiongut there.

(MD5 is used here for instructional purposes. Although cryptographically broken for security
applications, it remains sufficient to demonstrate hashing concepts such as content integrity and

deduplication)

Below right is the interface for the online hash calculator founkitggs://hash.urih.com Note that
£ € 0KFGQa NBIdZANBR A& G2 SyadaNB GKI{

MD5 has been selected as the hash

function, then click Choose File
navigate to and select the file you
wish to hash, then clicRkomputeand
the 32digit MD5 hash value of the
file you selected should appear.

The online MD5  checksum
calculatorsare the easiest method to
use in this Exercise and support both
Mac and Windows systems;
Vy2ySGKStE Saax AT @
prefer to calculate MD5 hash values
offline, you can follow these steps:
1. Open Terminal.

MD5 v

Hash function:

Text: ‘

Upload file: ‘ Choose File ‘NO file chosen

“ Compute ‘

2. Type md5 and hit the SPACE button.
3. Drag the file you have downloaded into the Terminal Window. ...
4. Hit ENTER You will see the MD5 Checksum

Step5: Computing Hash Valuddash the named files and record the MD5 hash values for each in

the table below.

HLE NAME MD5 HASH VALUErst eight charactersonly will suffice)

MD5-1.xIsx

MD5-2.xIsx

MD5-3.xIsx

MD5-4.xIsx
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https://www.pelock.com/products/hash-calculator
https://hash.urih.com./

Step6: Based on their hash values, are any offihr filestruly identical in terms of their content?
(Whichones, if anyp.

Step7: Createan Evidence File

Using the word processing application of your choiteate a document that iderfies by title one
of your favorite books or films, followed lone sentence saying why you like M/hat you chose
G2 GNARGS Aa 2F ynRerelPegtiagsdjudafiig eSdesvedad duidénte for the
exercise. Feel free to embellish as you wighg.,adding a still image from the film or of the cover
of the book (as from Amazon.com) to paste into tteeument; lut you can stick with plain text if
you prefer. Five minutes on thistep max!

Name the document with your surname, an underscore and then "Favorited., (
YOURNAME_Favorite.doc§avethe document on your computer (not in the Clouahd close
your word processorThissaved fileis your originaléevidence fil& for purposes of this exercise

Step8: Gather Baseline Metadat&aluesfor the Evidence

To begin, establish the "true" or "baseling/stemmetadata for e X
your original evidence file. Bz

In Windows OS:Using Windows Explorer, determine the
following metadata values for your original evidence file:

Filename: @ %ﬁﬁm

Created Date and Time:

Modified Date and Time:

File size and size on disk:

OR
In Mac OSUse Get Info taletermine the following metadata values for your original evidence file:

Filename:

Created Date and Time:

Modified Date and Time:

File size
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Record these values above.
Step9: Establish Baseline Hash Values
Now, you need to establish tHeaselinehash valueof your original evidence file.

Using the local or online hashing tool of your choice, determine theS\Hash value for your
original evidence file.

Record the value you get fgour evidencdile here for ready reference.
MD5HASH

Step10:[ S didendify Actions thatDoand5 2 yADdl Metadata and Hash Values

Instructions: After completing each task below, determine the metadata and hash \faluthe
resulting file and record them in the spaces providdt eight characters of the hash will suffice)

Step Da. Email a copy of your original evidence file to yourself as an attachmBetsure to send

the file to yourself using an alternate -eail address than the transmitting accourff When

received, save the-mailed attachmentj(stthe attachment, not the whole message) from your e

mail client to diskunder a different namésoyouR 2 y Qi 2 @S NI Navilléhcedilgsdund 2 NRA 3
record its metadata and hash valbelow:

Created Date and Timénailed)

Modified Date and Timé@mailed)

File siz€mailed)

MD5HASHmailed)

Step Db. Copy (not Move) youroriginal evidence file to another storage devitdhan your
computer (such as a thumb driveexternal hard driveor your online storagewithin Canvaks
Determine the metadata and hash values of the copy:

Created Date and Timeoped):

47The reason askyouto use an alternate address is because som¥ele A f a8 adSvya 62y Qi GNIyavYAdl
the Internet when the sender and addressee are the sa®e,e.g.,send from your personal to school account.
“8|n Windows, when you save files of the same name to the same folder, the operating system adds an incrementing
number to thefiley | YST S®3d> , h! wb! a9@Cl @2NAGSOMO PR2OD Ly al Oz
[ SGQa 2dzad dzasS + atA3aKGfte& RAFFSNBYd ylYSo
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Modified Date and Timéoped):

File siz€copied)

MD5HASHcopied)

Step Dc. Renameyour original evidence file using the file systethbut make no other change to

theflewSy ' YS Al (2 &a2YSiFswnfed2.dodkd S5818NMPY S9GKS
hash values of theenameddocument:
Created Date and Timeenamed)
Modified Date and Timgenamed)
File size and size on digknamed)
MD5HASHrenamed)
Step 1d. Edityour original evidence filasing the application you used to creatanidadd a single
space somewhere in thalocument. &ve the modified file by a different name (e.g.,
YOURNAME_Favorite_3.dacBetermine the metadata and hash values of the edited document:
Created Date and Tim@ltered)
Modified Date and Timgaltered)
File size and size on digktered)
MD5HASHedited)
WHAT TO TURN INt CanvasSUBMIT your answers tall subpartsof Steps 210a-d, above
AND submit the modified file you saved in Step 10d,
What does thisexercise seek to demonstrafe
1. It supplies hands on experience in using a hash algorithm to digitally fingerprint files for
reliable comparison, identification and deduplication. Imagine being tasked to compare
two printed 108page documents to determine if they are identizgakvery respect, 2 dzQR
“To rename a file using the file system, DO NOT open the file in the application you used to cBgitegiso will
likely alter the hashvalueLy 8 4 SI RZ Ay 2 AyR2ga& h{zZ NRARIKIG Of A0 2y
FAESQa yILYS Ay G(KS ablYS IyR 9EGSyarz2yé FASER 2F GKS
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need to compare them woredor word and lineby-line (or use a tool that makes the
comparison). Note how use of hashing permits ready comparisorjust 32-character
values no matter the length or complexity of the source document.

. It underscores the essential difference between system metadata and application
metadata. Applications embed application metadata inside the file, so application
metadata are part of the calculation when the file is hashed. Accordiagthange in
application metadata alters the hash value of the fiJempacting the ability to deNIST and
deduplicate the file. By contrast, system metadata values are stored outside the file and so

are not hashed along with the file. Accordingystemmetadatacan be clanged without

altering the hash value of the file If you can change the name of a file without changing

0§KS TAf Sahkattedusgomathing atelicK S 2 0 G A2y 2FThat FAL S
explains why we can Bates number files without changing their hash valuesfarsed
duplicate identification.

. The interplay between system and application metadata confuses many students, a
circumstance exacerbated by the tendency of software to display a mix of application and
aeadasSy YSGrRFGF @FrfdzSa 2y + FAESQa LINE LISNI
the file to be of use (e.g., Last Printed Dates in Word documents). Othersotusbve

with the file because they would be misleading in other environmeatg,(a physical

storage address on disk).

. Metadata is dynamic and may be lost or changed inadvertently when files are copied or

transmitted. How we handle filesinRA 4 O2 GSNE 02 dzNJ a OKIF Ay 27F 0Odz
to authenticate those files as evidence and may prompt charges of spoliation
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Answer Sheet for Exercise 2

Step 2 Collecting System Metadata
HLE NAME LAST MODIFIED DATE AND TIME FILE SIZE IN BYTES
MD5-1.xIsx
MD5-2.xIsx
MD5-3.xlsx
MD5-4.xlsx

Step3:! LI NI FNRBY KIFIGAy3d RAFFSNByld FAES ylYSa:z
system metadata values (date and time values and file size)? (yes or no):

Step5: Computing Hash Values
HLE NAME MD5 HASH VALUErst eight characters only will suffice for the last three
MD5-1.xIsx
MD5-2.xlsx
MD5-3.xlsx
MD5-4.xIsx

Step6: Based on their hash values, are any of the four files truly identical in terms of their content?
(Which ones, if any?):

Step8: Gather Baseline Metadat&alues for the Evidence

Filename:

Created Date and Time:

Modified Date and Time:

File size and size on disk:

Step9: Establish Baseline Hash Values
MD5HASH

Step Da. Email

Created Date and Timémailed)

Modified Date and Timé@mailed)

File sizémailed)
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MD5HASH (mailed)

Step Db. Copy
Created Date and Timeopied)

Modified Date and Timécopied)

File siz€copied)

MD5HASH (copied)

Step Dc. RenameDetermine the metadata and hash values of teReameddocument:

Created Date and Timeenamed)

Modified Date and Tim&enamed)

File size and size on digknamed)

MD5HASH (renamed

Step Dd. Edit Determine the metadata and hash values of the edited document:

Created Date and Tim@ltered)

Modified Date and Timgaltered)

File size and size on digtered)

MD5HASHédited)
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. Exercise3: Exploring DISCO, anl®scovery Platform Tool

Time RequiredF 45 minutes
GOAL$OR THIS EXERCISE
The goals of this exercise are for the student to:
w {dz00SaaFdZfte 23 Ay YR @It ARIGS 5L{/ h NBODASC
w blI@AILIGS GKS O02NB Odicapwr&gupatioonF | O2 YYSNDA I €
w ! YRSNBRUOIYR K2g adl3Sa 2F GKS 95wa | NBE AYLX SY
w t SNF2N)XY o6FaA0 aSINOKXZ TAf-vSliNdmdilTataséty R NBE JA S S

Background: The Dataset

You will be working with thelohn Podesta Email Collectipra publicly available corpus of
approximately50,000 emails and attachment@pproximatelys GB in native form published by
WikiLeaks in 2016. This collection has already been processed and loaded into DISCO for your use.

W2Ky t2RSaidl aSNIBBSR Fa OFYLIAIY OKFANXYIEY F2NJ
previously as Counselor to President Obama and Chief of Staff to President Bill Clinton. The emails
span political, policy, and administrative topics

We use the Podesta Email Collection because there are few publicly available, contemporary
corpora of emails and attachments available in native or sesiive form. The collection is large
without being unwieldy and concerns issues, events, and indivsduih which many Americans
have at least passing familiarit).

You will access and explore the collection usingdt&CO online review platforpfocusing on how
documents, metadata, search results, and relationships are presented to reviewers.

Accessing the Dataset
The processed and indexed collection is reached by navigating to:

https://login.csdisco.com/Account/Login

50 By contrast, he massiveEnron email collection widely employed indiscovery islecadesld, concerns persons
and events unfamiliar to most studenasd has been filtered, culled and sterilized so as to be almost unrecognizable
as a useful native corpus.
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https://login.csdisco.com/Account/Login

Log in using the username and password you established when you accepted the DISCO invitation
sent to yourutexas.eduemail address.

After logging in, locate thMatter titled:

UT Spring 2026 (Podesta Email is Héte)

(AMatterA & 5L{/ hQa GSNXY F2NJ I OFaS 2NJ LINR2SOGd0
Step-by-step instructions follow.

tF NI mY ! O0S&aa yR hNASYy(dGlIGA2y O0F p YAydziSao
Task 1.1: Log In and Validate Credentials

Navigate to the DISCO login page.

Log in using your assigned credentials.

Confirm that you can see your list of Matters.

Deliverable 1.1Take a screenshot of your DISCO Matters sc(iteme looks like the
image below. Yours may look a bit different).

pwnNpRE

B CraigBallorg

Craig Ball Org Matters Create new

UT Processing Exercise 2026 (for Exercise 20A/B) Ediscovery
Created by craig@ball.net on March 20, 2022

b Show review database (1

UT Spring 2026 (Padesta Email is Here) Ediscovery
:sdisco.com on March 10, 2022

Task 1.2: Orient Yourself to the Review Screen

Open the MatterUT Spring 2026 (Podesta Email is Hénellickng the button alongside labeled
Ediscoveryto access the database namPddesta Email

You should now see thieeview screenwhich consists of:

w skarch baracross the top of the screen
w Hilters panelon the left

51 pleasedo notuse the matter calledJT Processing Exercise 20@ CKFEiQa F2NJ I RAFFSNByd S|
94



w Review panektontaining adocument listshowing individual emails and attachments

w ! R2 OdzViSligplaye@d@ w6 OA S¢ LI yStz f2y3airARS (GKS

TheFilters pane] locatedto the left of the Review screen, allows you to refine and explore the
document set using metadata, systeyenerated attributes, and document relationships. The
Filters panel is scrollable and organized into expandable categories, including:

wTags

wAnnotations and Redactions

w ¢2LAO0A

wFactTimeline

t NAYFNE [Fy3dzZ 3Sa

520dzySyd wSflrdAz2yakKAalLlaszs AyOfdzZRAy3a FlFYALR
| ARRSY g9 {dzLJLJ SYSyiGlft /2y iSyi
51 4Sa

520dzySyid ¢eLlSa

CAfS t NRPRLISNIASa

/] K CASfRaA

9YIFAf CASfRA

| dZAG2RA I YV &

Ly3asSad 5SaGlFAf a

€ eegegeeeeeeeE

Filters operatén conjunction withthe search bar and update dynamically as searches are run or
refined. You may apply filters before running a search or use them to narrow an existing set of
results.

Deliverable 1.2Write down the total number of documents in the collection as shown at the top
of the Review screen.

g z

t I NI HY ! YRSNEGOFIYRAY3I GKS 5FGFasSid 6F wmp YAydziS

Task 2.1: Examine Dataset Characteristics
Using the information available through Filters:

Recordthe followingvalues
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Deliverable 2.1.1Approximate date range of the ema(lsxpand the .
a51Fr0Sa¢ FAEGSNIoe OfAOlAYy3d 2y
iCOﬂ)A @ﬁ Dates

» [ Document Types

7> Hidden & Supplemental . <
cdzau f

Deliverable 2.1.2Thethree most frequent email recipientafter John
PodestahimsefSELJ YR a9YlI Af CAStR&¢é Ay CAfGSNBZI GKSY
NEOALIASYGasd oo

Deliverable 2.1.3h y OS Y2 NB dzaAy3a GKS a9YlFAf ¢2 NBOALKASY
recipientjake.sullivan@gmail.cord

Remember towvrite downand submitthe values recorded for tasks 2.1.1 through 2.1.3.

Task 2.2: Explore Document Types and Families

Usingthes 2 OdzY Sy G wSft I GA2yaKALMfitalh CI YAfASa g GGl OF
Identify andrecord:

Deliverable 2.2.1How many documents are attachments

Deliverable 2.2.2How manyattachmentsare PDFs (here you will activateo filters

simultaneously: Attachments and PDF (in Document Types)

IMPORTANT: CLEAR YOUR FILAER&e the link in the upper

right corner of your screerAlways remember to clear your filters
GKSY @2dz R2y Qi ¢yl GKSY G2 I KS 2 dz

search or review! Q &

Part3iLexical S+ NOK | yR wl@ikfes) . Farc O

Task 3.1 Perform Keyword Seaesh

Use theSearch bar to search fdhe term:

classified

Deliverable 3.1Record the number of results returndd2 NJ G KS (0 SENY G Of I aaATFTAS
Task 3.2: Refine Results Using Filters

PaAy3a GKS CAfGSNEBR LI ySts £ AYXiingB®AmzNI a Of | A& A FA S
Deliverable 3.2Record the revised number of results.

Task 3.3: Review an Individual Email
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Openthe first email from yourfiltered search results.lt should be Doc IDHrom Gary Gensler.
Simply click on the item to open it in the viewer.

Examine the metadata displayed for the email, including:
w CNRY k ¢2 «k [/

w 50448 IyR GAYS aSyi

wPage count

Deliverable 3.3Take ascreenshotof the email with its metadata pan€light side of screen)
visibleand expanded

IMPORTANTRemember talear your filters before tasks where those filters are not required.
Task 34: Practice Boolean Search
Conduct each of these searches and record the number of hits:

Deliverable 3.4.1"Benghazi"(simple keyword)

Deliverable 3.4.2"'Benghazi" AND "Libya(both terms must appear)
Deliverable 3.4.3"Benghazi" OR "Libya(either term appears)
Deliverable 3.4.4"Libyd NOT 'Bengha?zi (first term but not second)

Submission Requirement®r Deliverables
Using Canvasubmit a document containin¢p template is supplied in Assignments)
1. Screenshotg?2 total):

1 Deliverable 1.1DISCQVatters screerafter login
1 Deliverable 3.3:fRail Doc ID 52 with metadata panel visible

2. Data Collection(12 total)

Deliverable 1.2total number of documents in the collection

Deliverable 2.1.1: date range of the emails in the collection

Deliverable 2.1.2: three most frequent email recipients after John Podesta
Deliverable 2.1.3: email count for recipigake.sullivan@gmail.com
Deliverable 2.2.1: number of attachments in collection

Deliverable 2.2.2: number of attachments that are PDFs

Deliverable 3.1: number of items containing the term classified
Deliverable 3.2: number of 2015 items containing the term classified

= =4 =4 4 -4 -8 5 -9
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mailto:jake.sullivan@gmail.com

Deliverable 3.4.1: number of items hit by "Benghazi"

Deliverable 3.4.2: number of items hit by "Benghazi" AND "Libya"
Deliverable 3.4.3: number of items hit by "Benghazi" OR "Libya"
Deliverable 3.4.4: number of items hit by "Libya" NOT "Benghazi"

= =4 4 A

Bonus Challenge (Optionil)

Search for emails discussitigolling data" in swing states(Hint: Do you find swing states by
ASEFNODKAY3I F2N dagAyd aidl §SaKé

T How many emails discuss these topics?
Learning Outcomes Check

After completing this exercise, you should be able to:

15

Successfully access and navigate a commerdamvery platform
Understand how digital evidence is organized and made searchable

0 1D

Perform basic keyword and Boolean searches
Recognize metadata associated with email communications

15
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‘. Exercised: Metadata: Geolocation in EXIF

GOALSThe goals of this exercise are for the student to:

1. Grasp the fundamentals of global positioning
2. Explore the range and volume of metadata in and for everyday ESI; and
3. ldentify and use geolocation information in EXIF dataackstolen funds.

OUTLINEStudents will examine various image files to extract embedded EXIF metadata and assess
its value as evidengeghen use that information and online research to follow theydtten gains.

Background
Some cameras and virtually all modern mobile phones sold in the United States aem&iRsl.
For mobile phones, the latter capability is legally mandated to support 911 emergency seinices
fact, modern cell phones facilitate geolocation in at lehsee distinct waysby:

1. Communicating with nearby cell towers (eglle location information)

2. Using internal GPS/GNSS receivers; and

3. Interacting with WAFi access points and Bluetooth beacons.
Consider how many issues in civil and criminal litigation might be resolved by the availability of
detailed and reliable geolocation evidenc8&t right now,how reliableissuch data?

Global Positioning SysteffGPS)

Few who use GPS have more than a vague idea thae@dtffed devices establish their location

by listening to a network of satellites. In fact, your phone does not transmit to satellites; it listens
for signals from a minimum of four orbiting transmittezguipped with atomic clocks, part of a
constellation of approximately 31 operational U.S. GPS satellites that collectively provide global
coverage.

Each satellite continuously broadcasts a signal containing the precise time the signal was sent. GPS
receivers compute their location by measuring the time difference between when the signal was
transmitted and when it was received. Because the signaktsaat a constant speedtbe speed

of light) and the satellite positions are known, these time differences can be converted into
distances. Using distances from four or more satellites, the receiver calculates althreesional

fix reflecting latitude)ongitude, and elevation.
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Phones commonly usAssisted GPS (GPS}o speed acquisition of a location fix. Rather than
waiting to receive aalmanacof satellite positionglirectlyt which can take minutes A-GPS allows
devices to obtain that information quickly via i or cellular data.

Geographic Coordinate Systerhatitude and Longitude

Global Positioning tells yomhere you argbut to be useful as evidence, geolocation data must be
expressed in a standardized geographic coordinate systamties where you are in relation to
where everything else is, todGPS systems employ th&orld Geodetic System{WGS) most
commonlyWGS 84which remains the prevailing reference system for GPS coordinates.

The WGS divides the planet vertically imteeridians of longituderunning from pole to pole,
separating the Eastern and Western Hemispheres aPitie Meridian which passes through the

Royal Observatory in Greenwich, Englar Latitude Longitude
Each hemisphere spans 180 degrees (Nor;folfﬁouth) (West/East)
longitude.

45°

The Earth further divideinto horizontal
parallels of latituder concentric circles g Equator
beginning at the Equator and extending ¢
degrees north and south to the poles .,
Latitude is the angular distance between

L2AYyd 2y GKS 9 NI 90°S
: ; , Latitude varies from 0° Longitude varies
Equator, measured either in degree: i cquator to 90° from 0° at
minutes. and seconds (sexagesr[naase North and South at the Greenwich to 180°
’ poles East and West

60t format) or as decimal degrees.

Together, the parallels of latitude and
meridians of longitude form a cadike REMEMBER: The divisions from polgole are

grid called ayraticule meridians of longitude the concentric
circumferential divisions arparallels of latitude

Keep them straight bynoting that the Prime
Meridian is a north-south demarcationand that
parallel lines never touch, soarallelsof latitude

are beltsaround the Earth like the zerdegree
parallel of latitudeO f t SR GKS 9|

100



The Mission:;, 2 dzZQ@S 06SSy KA
embezzled assets. The culprit is a globetrotti
gastronome named Bernie who has stash
stolen cash and diamonds all over the wor
Bernie is skilled at covering his tracks, destroy
his phone and laptop before his artes
But Bernie forgot something.

( ~
Each time he opened a new bank account or safety depositBmxjetreated himself to a
celebratory meal and texted an iPhone snapshot of that meal to his wife in Palm Beach. Your client
obtained copies otleven of these cellphone photos through discovery, all in their najpg
format.

Your first task is to determinehere in the world the cash and diamonds mighttband when
Bernie visited those locations.

Step 1: EXIF Geolocation Data

Download the Zip file atvww.craigball.com/egrcise4zip and extract its contents ta folder on
your desktop or any other convenient location. Locatght numbered files called&’UM_1jpg
throughYUM 8,jpg and two otherphotosnamedkey.jpgandhuh.jpg.

Find the file called’UM_1.jpgand explore its properties

In Windows

Rightclick the file and seledt NP LJS NI A S.aNot€hheD&ta] Takebdadzy RS NI d h NR I A y ¢
NEFt SOGa GKS RFGS YR GAYS GKS LK2dG2 gl a Gl 1Sy
time zone and daylighdaving settings. Also note the GPS valuesL&ditude, Longitude and

Altitude.

In MacOSOpen the file ifPreview, select¢ 2 2 £ & T { K 2tiden dligk Th&ISre linfa thid
OGKS aAée Ay | CoPSdD.INGtetheDAe2Stain@nd Srite Stap as welb as the
GPS values fdratitude, Longitude andAltitude. Your Mac may also display a map showing the
LIK202Qa t20FGA2y®

Step 2:Record the GP&oordinates and Date Taken

ForYUM_1.jpg locate the GPS Latitude and Longitude values embedded in the EXIF data and the
date the photo was taken.

You should see values substantially similar to the following:
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http://www.craigball.com/exercise4.zip

Latitude:25° 8' 29.13" N
Longitude:55° 11' 6.23E
Date TakenDecember 30, 2019

{GSLI oY 2KSNBQa 2FfR2X L YSIFy . SNYyASK
b2g f Si QaexdtiyuihSréldifid ph&o was taken. In Google, carefully enter the latitude

and longitude values embedded within the photo as described below:

If the values you found were formatted as: Latitude AA; BB; CC.CCCCCC and Longitude XX; YY;
Z72.77777, enter them in the Google search box in the following format:

AA BBLCC.CCCCOX YW Z2.272777

So, for yuml.jpg: the Google search2§ 8' 29.13000055 11' 6.239999(Windows) or, using the
Mac data:25° 8(29.13 N, 55° 11(6.23 E Either way, all roads lead to Rome. | me@aopai

CKFiQa NAIKGEZ AF (KEKSI WL Ddzl KBz NNS G ERE LI2 X y i &
If not, checkthe formatting of the coordinate<arefullyand try again.

Be sure you include the apostrophe after the second longitude and latitude vahgdhe comma
separating the valuesBy way of example, the coordinates fohe University of Texas School of
Lawin a photo might appear dsatitude30° 17' 18.696" NLongitude97° 43' 49.846" WIn Google,
they must be entered a80 17' 18.696-97 43' 49.846

Step 4: A Quicker Way
{AYyOS 6S Ydzad 3AS0H GKNRddzZZK aSOSNIf LIK2{0G2az fSac¢

On macOS:
Click theLocatebutton at the bottom of the GPS pane to launch the location directly in your
browser.

On Windows:
Open the photo in the default Photos app, click theee dotsin the upperright corner, and
selectFile infa Location data (if present) will appear in the information panel.

If neither method works, you may use an online EXIF viewer, such as:

WS T ¥ NB & Q ac hp:/éxiCregexiirfog S NJ
or FotoForensicg http://fotoforensics.com/
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http://exif.regex.info/
http://fotoforensics.com/

In FotoForensics, upload each image, then selMetadata

. . 25°08'29.1"N 55°11'06.2"E
from the Analysis menu. Scrolling down reveals GPS data a § cisrou e = vmmsuem — pecion:
map. You may clickiew Larger Mapo open the location in
Google Maps.

Determinewhere and whenBernie took each photo, and complete the following table:
Photo Location Taken Date photo wagaken
Yum 1.jpg Dubaj United Arab Emirates December 30, 2019
Yum_2.jpg
Yum_3.jpg
Yum_4.jpg
Yum_5.jpg
Yum_6.jpg
Yum_7.jpg
Yum_8.jpg

Step 5: Follow the Money
,2dz2Q@0S fSENYSR GKFGX GNY@StAy3a o0& LINRGIFGS 2Si
diamonds to Europe. Based on large transfers, it appears Bernie made these trips during the

summer months of 2018, 2019, and 2022

Along with the food photos, you found this imadgey.jpg

You suspect Bernie hid money and diamonds in safeposit
boxes at European branches dbeutsche Bank With
approximately 1,200 Deutsche Bank brancheand offices
worldwide, where do you begin?

Used your list oEuropean citiesBernie visited duringlune, July, or Augusif 2018, 2019, and
2022, locate thestreet address of thaearest Deutsche Bamutpostto the restaurant in each city.
City ClosestDeutsche Banko Restaurant
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Step6: How Trustworthy is EXIF data?
One more.
Openhuh.jpgfrom where you stored it

Ah, ourt the Eiffel Tower. The Bateddouche.The SeineOne
can almost hear Edith Piaf singimpn?Can this be anywhere
but the City of Lights andmour, Paris?

Check the GPS data and map it.

According to the EXIF geolocation data, where was this phg
taken?
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Processing inbiscovery

t NBEOSaaAy3d Aa GKS aofl Ol 02E[ yTALVOCABULARYNE @ S NI
review/analysis. Though the iconic Electronic Discovery Referq ASCII
Model (EDRM) positions Processing, Review and Analysis as p Base64
paths to Production, processing is an essential prestai & (i K Binary
2yt & 1MhPRewes, Analysis and Productieh. Any way you Bits
approach ediscovery at scale, you must process ESI before you Bytes
review or analyze it with only rare and highly constrained excepti{f ~ Character Encoding
Code Page

that do not meaningfully alter this realityf. we recast the EDRM (¢
NEFf SOG LINRPOSaaay3aQa OSyGNIf
this:

Composite Character
ContentTransferEncoding
ContentType

w»
Pl
QX
O

Identification Production

File Header
Preservation Review
p M
Collection Analysis M Oj | bake
Precomposed Character

Electronic Discovery Reference Model Decoding
Hexadecimal
l Multibyte Encoding
VOLUME RELEVANCE

(Reimagined) Diacriticals
Presentation M I M E Em all
Normalization
Electronic Discovery Reference Model / © 2009 / v2.0 / edrm.net (altered for emphasis) R ad IX

Steganography
Tokenization
Unicode
Unitization

There are hundreds perhaps thousands of articles delving into
the stages of a@iscovery that flank processing in the EDRM. Th
are the stages where lawyers have had a job to do. But lawyers
to cede processing decisions to techniciand/hen it comes to
LINEOS&daaAy3as 1 g8SNI O2YLISGSyOe yR 1Sy Aa 2Fi0Sy
dangerous abdication given how many downstream decisions are locked in at this stage.

Why process ESIinRA & O2 @S NE K LaAayQd Al GaNBOASH NBI REKE
We process information in-discovery to catalog and index contents for search and review. Unlike
Google, ediscovery is the search fall responsive information in a collection, not just one
information item deemed responsive. Though all electronically stored information is inherently

St SOUNRBYAOFtfte aSINOKFIotSE O2YLJzi SNE R2y Qi &dN
proces ESI tmormalizeit to achieve uniformity for indexing and search.

2¢ K G6Qa y2d | Ftlgd ¢KS 95wa Aad F O2yOSLIidd t GASes y2i
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¢ Kdza = & LINRIB®esy mighfairly he/talléd normalized access: the set of steps by which
heterogeneous files created by different applications, operating systems, languages andtusers
are reduced to a common, searchable form. Processing estraott and metadata, resolves
character encodings, expands containers, identifies file types and organizes content so that search
and review tools can treat unlike things alike.

ESI processing tools perform five common functieh$hey must:

1) Decompress, unpack and fully explore ingested itentduding recursively opening embedded
containers (e.g., ZIPs inside ZIPs)

2) ldentify and apply templates (filters) tencodeddata toparse(interpret) contents anaxtract
text, embedded objectsandmetadata

3) Trackandhashitems processedgnumeratingandunitizing all items and tracking failures.

4) Normalize and tokenize text and data and create arindex and database of extracted
information.

5) Culldata by file type, date, lexical content, hash value and other criteria.

Files

If we polled lawyers asking what to call the electronic items preserved, collected and processed in
RAAO20OSNES Yz2ail 62dd R FYad6SNE aR20dzyYSydaoé |
AYAGAFEATFGAZ2Y Ga9{LE I yR &l 8 butthelided @dpdnseiwautly d ¢ |
0S (KSfilekbNLaGdtyS Al NP yile®@ ER@rGhataNSsybied infdrniition resides in

files. Everythingwe deal withdigitally in electronic discovery comes from or goes to physical or
f23A0Ftf RFEGF &ad2N}3S dzyAda OFfftSR aRFOGF FALSaé
FAESa INB GKSyaStgSa FTAESAa O2YLINR&AY IFsikhpfya G NHzO |
GSESOdzil 6f Sadé

So, what is it we process in the processing stageRfied 02 S NE K wé ftdBesdilgstids S NJ A
[ SGQa f22AYLIANIGIKBESTAESEE | yR SELX 2NB 6KIFGQa Ay

A Bit About and a Byte Out of Files

A colleague once defended her ignorance of the technical fundamentals of electronically stored
AYF2NXYIEGA2Y o6& [ylt23ATAy3 GKIG adaKS RARY QU yS§
had a point, but only for passengers. If you aspire to pgohor a rocket scientist if you want to

be at the controls or design the plangzou must understand the fundamentals of flight. If you

53While a processing tool may do considerably more than the listed functions, a tool that does less is unlikely to meet

fAGATlF yidiowr g SRE Ay S
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aspire to understand processing of ESHtisezovery and managediscovery, you must understand
the fundamentals of electronically stored information, including such topics as:

2 K| &t@ed electronically?

1 Howis it stored?

1 What formsdoes it take?
The next feW pages are a Crash course in PI’OCE‘SSing VS. IndeXing (NOt the Same Th"
Storage, par“cu'ar'y the bas|cs Of encodir MOdeI’n SaaS -diSCOVEI'y p|a1'f0l’mS Often b|UI’ thE

and recording textual information. If you cq distinction between processing and indexing
G2dzaK Al 2 dzii s & 2 dzq encouraging the mistaken belief that the mome

RA&2O0dzaaAizya 2F d|§|‘g‘lv?l'l'fll' A& dzLJ 21 RSRXE A G A
4! yAO2RS b2NX)I £ AT I Gjupstream work of unpacking files, resolvif
character encodings, extracting text and metadaj
normalizing dates and time zones, and identifyi
what each file actually is. Indexing comes later: if
the creation of data structures that allow processs
text and metadata to be searched quickly a
efficiently. Irdexing cannot fix processing failures.
text was never correctly extracted, if characte
were misencoded, or if metadata wa
misinterpreted during processing, the index w
faithfullyt and invisibly preserve those errors
Searches that return nothing ay be functioning
perfectly; it is the processing that failed them.

Digital Encoding
All digital evidence is encoded | Y R f
SYO2RSR 06SINE dzLl2y

processed, whether it can be searched and
what reasonably usable forms it can Q
produced. Understanding that electronical
stored information is numerically encode
data helps us see the intdgy and
interchangeability between different forms o
RAIFAGIE SOARENASD f §
zeroes YSIya y2iKAY RowhA
those ones and zeros underpin the evidenc

Electronicevidenceisjust data, and data are just numbers;so,understandingthe numbershelps
us better understand electronic evidence. Thosenumbersonly acquire meaning through the
interpretive rulesimposedby software, standardsand humanconvention.

Decimal and Binary: Base 10 and Base Two

Understanding encoding requires we hearken back to those hazy days when we learned to tally and
count by numbers.Long ago, we understood quantities (numeradueg without knowing

the numeralswe would later use to symbolize quantitied. KSy S GSNBE GKNBS 21
gl ayQi &Romaivededen ddsymbolic tally like—.
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More likely, five was this:

LT @2dz2QNB FTNRBY GKS ! YSNRAOI AT 9dzNRPLIS 2N 524V
the decimalsystem apositional notation system with ebaseof 10. Base 10 is so deeply ingrained

Ay 2dzNJ LJAeOKSa GKFG AdQa KINR G2 O2y @S 2 7F
justfeelst A1S 2y ST a0 NUSE ¢ Wrding indnbetsusing arzalteondi bade d@rQa vy
GadixXe A& 2dzald la 3ISYydzAiyST YR AGQa | RGFyGl 3S2dza

Think about it. Human beings count by tens because we evolved with ten digits on our hifere
that not sotasteless2 t R 221 Sa € A{1S KA aDi@ygubeammBodrthdAgoel 1 S Y 2
who wasarrestedfor indecentexposure?Hehadto countto eleveng

Had our species evolved with eight fingers or twelve, we would have come to rely upon an octal or
Rdz2RSOAYIf O2dzyGAy3a &aeadsSYz YR 6S ¢2dzZ R NBII N
system for numeric valuesl'en only feels natural because Weilt everything around ten. Again,

AT 6SQR S22t @ART ¥ K HEKNISA IKi 1R fif &8 ¢2dA Ry Qi YL
number and consequently any datain any number system. So, it happens that computers use

the base two or binary system, and computer programmers are partial to base sixteen or
hexadecimal. DB A& 2dzad ydzYoSNEXZ FyR AdQa Fft 2dzai

When we were children starting to count, we hadléarnthe decimal system. We had think

about what numbersneant When our firsigrade selves tackled big numbers like 9,465, we were
overtly aware that each digit represented a decimal multiple. The nine was in the thousands place,
the four in the hundreds, the six in the tens place and the five in the ones. W eugn have
parsed 9,465 a$9 x 1000) + (4 x 100) + (6 x 10) + (5 x 1)

. dzi a22yX AG o0SOFYS aSO2yR Yyl Gdz2NB G2 dzao 2 SQF
hundred sixtyfive. As we matured, we learned about powers of ten and now saw 9,469 &s:

1)+ (4x19)+(6x1H+BGx19. ¢ KA & o6l & SELRYSYGAlf 2N aol as
from our adolescent brains as fast as life (and the SAT) allowed.

/ 2Y LIz SNA R2y Qi KI @S FAYISNAT AyaidaSrkrRxX O2YLlz
Ol y 0S5 a2Hating pdiwa Rated (dnéoff) makes it natural to count using Base 2, a binary
counting system.By convention, computer scientist®tate the status of the switches using the
numerals one and zerdso, we tend to say that computers store information as ones and zeroes

a useful shorthand, though not literally how storage media record data.
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Computer storage devices like IBM cards, hard drives, tape, thumb drives and optical media store
information as physical phenomena that can be reliably distinguished in either of two distinct
states,e.g.,punched holes, changes ip
magnetic polar orientation, minute
electric potentials or deflection of lase
beams. Wesymbolizahese two states
as one or zero, but you could represe
the status of binary data by, say, turning
light on or off. Early computing system;
did just that, hence all those flashin
lights.

. 2dz Oy SELINBaa lyeé ydzYSNAO @l tdz2S Ay tye ol as
GKS ydzYSNAO @I tdzS 2F aF¥A0Sé (2 SELINBaa Ad |
fingers.

In positional notation systems, the order of numerals determines their contribution to the value of
the number; that is, their contribution is the value of the digit multiplied by a factor determined by
the position of the digit and the base.

The base/radix describes the number of unique digits, starting from zero, that a positional numeral
system uses to represent numberSo, there are just two digits in base 2 (binary), ten in base 10
(decimal) and sixteen in base 16 (hexadecimd&)mail attachments are encoded using a
whopping64 digitsin base 64.

2SS aLISF] GKS RSOA Y 2 WSzYiokS2NdzEolmy=Rizm pF 2 dINJ ooy RNNIRER
S FIHAOKTFdzZE & IRKSNAyYy3I (G2 Ada ol asS wmn aidaNHzOG dz
four hundreds, one ten and five one$. K S & 6 | & S éhatiih&rg areviéh IchAracteis used in

the notation (B9) and the value of each position is ten times the value of the position to its right.

10,000 | 1,000 | 100 | 10 | 1
3 1 4 1 |5

The samealecimalnumber 31,415 can be written asarynumber this way111101010110111
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16,384 | 8,192 | 4,096 2,D48E1,324 512 1256|128 |64 |32 |16|8|4 |2 |1
1 1 1 1 | O 1 0 1 0 |1 |1 0/1f1]|1

In base 2, two characters are used in the notation (0 and 1) and each position is twice the value of
the position to its right.If you multiply each digit times its position value and add the products,
@2dzQf £ 3ISG | G2aGrft Sljeé3td41sy G fdzS G2 GKS RSOAY

A value written as five characters in base 10 requires 15 characters in bakatseems inefficient
until you recall that computers count using-off switches and thrive on binary numbers.

The decimal value 31,415 can be written as a base 16 or hexadecimal number thiABay:

4,096 | 256 | 16 1
7 A B 7

In base 16, sixteen characters are used in the notatie® §dd AF) and each position is sixteen

times the value of the position to its rightf you multiply each digit times its position value and

FRR GKS LINRPRdzOG & @& 2 dzOHe tlecimdbiumber 3f,218BuUt howsldjydel A Y
multiply letters like A, B, C, D, E and¥&u do it by knowing the letters are used to denote values
greater than 9, so A=10, B=11, C=12, D=13, E=14 and Eertbthrough nine plus the six values
representedas letters comprise the sixteen characters needed to express numeric values in
hexadecimal.

hyOS Y2NBI AF &2dz YdzZf GALX & SI OK RAIAGKOKI NI OGS
get a total equal in value to the decimal number 31,415:

7x4,096 = 28,672

The Ameans 10so: 10x 256 = 2,560
The Bmeans11so: 11x16 = 176
Finally, we add: 7x1 = 7
31,415

Bits

To recap, computers udenary digitsin place of decimal digits. The wdrd is even a shortening

of the words Binary digT." Unlike the decimal system, where we represent any number as a
combination often possible digits (@), the binary system uses ortlyo possible values: zero or
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one. This is not as limiting as one might expect when you consider that a digitat cesséntially

an unfathomably complex array of switche& | a y Qi 324G ye FAYISNE G2
FYR @SNEB Flrad Fd o0SAy3a az2yé 2N G2F7F ¢

In the binary system, each binary digi§ I O K t Boidd tileévalue of a power of two. Therefore,

a binary number is composed of only zeroes and ones, like this: 10101. How do you figure out what
the value of the binary number 10101 is? You do it insdw@me way we did it above for 9,465, but

you use a base of 2 instead of a base of 10. Hence:{lx@x 2+ (1x2+(O0xD+(1x Y=
16+0+4+0+ 124

Moving from right to left, each bit you encounter represents ttf pec = BIN | DEC = BIN

value of increasing powers of 2, standing in for zero, two, fc[ o= 0oooo | 11 = 01011
eight, sixteen, thirtytwo, sixtyfour and so on. That makes countir| 1 = 00001 | 12 = 01100
in binary easy. Starting at zero and going through 21, decimal| 5 - o010 | 13 = 01101
binary equivalents look like the table at right. - 00011 | 14=01110
Bytes = 00100 | 15=01111
Computers also work with binary data in eigfftaracter sequences| 5= 00101 | 16 =10000
calledbytes. A byte is a string (sequence) of eight bits. The bigc| 6= 00110 | 17 =10001
number that can be stored as one byte of information is 111111| 7= 00111 | 18 = 10010
equal to 255 in the decimal system. The smallest number is zer| 8= 01000 | 19 =10011
00000000. Thus, you can store 256 different numbers as one || 9= 01001 | 20 = 10100

of information (06255). So, what do you do if you need to store| 10 = 01010 | 21 =10101
number larger than 2567 Simple! You useeond
byte. This affords you all the combinations that can
be achieved with 16 bits, being the product of all of
the variations of the first by and all of the second
byte (256 x 256 or 65,536). So, using bytes to
express values, we express any number greater than

=) - 2l speak), and any number above 65,536 requires three

Paorses .

V1101001, 00111011, 00011010, but, bhut! bytes or more.

Why are eighbit sequences the fundamental building blocks of computing? It just happened that
way. In these times of cheap memory, expansive storage and ligifningt & LINR OS&a a2 NA =
forget how scarce and costly such resources were at thendafithe computing era. Seven bits
(with a leading bit reserved) was the smallest block of data that would suffice to represent the
minimum complement of alphabetical characters, decimal digits, punctuation and control
instructions needed by the pioneens computer engineering. It was, in a sense, all the data early
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processors could bite off at a time, perhaps explaining the na
GoeiSé¢ 602AYySR AYy wmoppc o6& L.

Hexadecimal
hyOS Y2NB> | o0AYyINER aSljdsSyoOS
be arranged in 256 unique wayd.ong sequences of ones a
zeroes are hard for humans to follow, so happily, two hexadeci
characters can also be arranged in 256 unique ways, meanihg tha
just two basel6 characters can replace the eight characters of a binary bgted binary value of

11111111 can be written in hex as FBsing hexadecimal characters allows programmers to write
RFEGF Ay 2dzad wpr 2F GKS aLJ) OS NBIldZANBR (2 &N
to follow.

-+ WernerBucholz)X

QX
<
T

[ SGQa Gl 1S I 1 dza O1A sihgkdiharylbyte cankraénge (frémk Gito 2558 (baing @
00000000 to 11111111 Computerscountfrom zerg, so that range spans Boinique values. The
following table demonstrates why the largest value of an eigidracter binary byte (11111111)
equals the largest value of just two hexadecimal characters (FF):

Binary Byte (0-255) Hexadecimal Byte (0-255)
128 |64 (32/16/8 421/ 161 |
(1 1 1 /1 |1/1/1/1] ' F | F
The decimal value of this binary byte isthe  The decimal value of this hexadecimal byte is
sum of one multiplied by each of the the sum of 15 (recall F=15) multiplied by each
positional values in the shaded area; thus, of the positional values in the shaded area;
128+64+32+16+8+442+1 = 255 thus, (15x16) + (15x1) = 255

Hexadecimal values are everywhere in computihgfigation professionals
encounter hexadecimal values as MD5 hash vadxpsessed in hexadecimal
notation and may run into them as IP addresses, Globally Unique &
Identifiers (GUIDs) and even color references.

The Magic Decoder Ring called ASCII
Back in 1935, American kids who listened to the Little Orphan Annifie s 7
radio show and drank lots of Ovaltine could join the Radio Orphan Anni
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Secret Society and obtain a Magic Decoder Ring, a device with rotating disks that allowed them to
read and write numerically encoded messages.

Similarly, computers encode words as numbers. Binary data stand in for the- appdowercase
English alphabet, as well as punctuation marks, special characters and machine instructions (like
carriage return and line feed).

Encodinglext

{2 FINE LQOS RSAONAOGSR glea G2 Syo2RS (ks oal Ya
gears to describe how computers use those numeric values to signify intelligible alphanumeric
information like the letters of an alphabet, punctuation mamksd emoji. Again, data are just
numbers, and those numbers signify somethimghe contextof the applicationusingthat data,

just as gesturing with two fingers may signify the number two, a peace sign, the V for Victory or a
request that a blackjack dealer split a paivhat numbers mean depends upon teacoding
schemeapplied to the values in the application; that is, the encoding scheme supplies the essential
context needed to make the data intelligiblé.the number is used to describe an RGB color, then
the hex value 7FOOFF means viol®thy? Because each of ththree values that make up the
number (7F 00 FF) denote how much of the colors red, green and blue to mix to create the desired
RGB color. In other contextiie same hex value could mean the decimal number 8,323,327, the
binary string 111111100000000111 1M or the characters .

ASCII

When the context is text, there are a host of standard ways, c&learacterEncodingsr Code

Pagesin which the numbers denote letters, punctuation and symbdlew nearly sixty years old,

the AmericanStandardCodefor Information Interchangeo ! { / L-L S &b ajra GKS ol &a.
modern character encoding schemes (though both Morse code and Baudot code are &ldeT).
inaneraofteletypesand-G A G o6&dGdSaz ! {/LLQ& 2 NMIdHkaple dodessHy Oz
for controlling machine €.g, carriage return, ring bell) and 95 printable charactdgy. limiting

the ASCII character set to just 128 character$q0), we can express any character in just seven

bits (2 or 128) and so occupy only one byte in the computer's storage and membey ASCII

character set follows:

54 A similar toy, a secret decodpin, wasfeaturedin the movie A Christmas Story
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ASCI | Hex | Symbol B5CI | Hex | Symbal ASCI | Hex | Symbol ASCI | Hex | Symibal
1] L] NUL 16 10 DLE 32 20 | [space) 48 | 30 0
1 | 01| SOH 17 | 11 | b1 33 211 | 49 | 31 1
2 02| ST 18 | 12 | pC2 34 | 22 - 50 | 32 2
3 | 03| ETX 19 | 13 | DC3 35 | 23 i 51 | 33 3
4 | 04 EQT 20 14 DC4 36 24 5 52 14 4
5 | 05| ENQ 21 | 15 | NAK 37 |35 % 53 |35 5
6 | 06| ACK 22 | 16 | s¥m g | 26| & 54 | 36 6
7 047 BEL 23 17 ETB 349 27 ! 5% | AY 7
8 (08| BS 24 | 18 | CAN 40 |28 | | L 56 38 8
5 | 09| TAB 25 | 19 | EM a1 |29 ) 57 | 39| 9
5 Ton ] tr FEEETE o Tl LB 2
11 | 0B | VT 27 | 18 | ESC 43 | 28| + 5o | 38|
12 | 0C| FF 28 1| F | | 4 |21 . B0 | 3C| <
13 00| CR 29 | 1D | GS a5 | 20 | 61 | ID| =
14 | 0| s0O 30 | 1E| RS 46 | 2E 62 | 3E >
i5 | oF 5l £} | iF us 47 2F ! 63 3F [
ASCIl | Hex | Symbol ASCIl | Hex | Symbol ASCHl | Hex  Symbol ASCIl | Hex | Symbol
64 | 40| @ 80 | S0 | P 96 | 60 : 112 | 70| p
65 | 41| A 81 | 51| Q 87 | 61| a 13 | 71| q
66 | 42 B 82 | 52| R 98 | 62 b 114 | 72 r
67 | 43| ¢ 83 | 53| s 99 | 63 | ¢ 115 | 73 s
e I DBl Bl R S
B3 | 45 E B2o 55 L 101 | &5 & 117 | 75 1]
7o 46| F | | 8 | 56| V 102 | 66 | Fow 18 |76 | v
71 47| 6 87 | 57| W 103 | 67 | g 119 | 77 | w
72 | 48 H HE LB X 104 | 68 h 10 | 78 b
73 | 49 i a4 54 b 105 | 69 i 121 | 79 ¥
74 | aA| %0 | 5A | 2 106 | 6A | | 122 | 7A| 2
75 4B | K 91 | 5B [ 107 | 6B | Kk 123 | 78 {
7% lac| L 92 | sC| \ 108 | 6C I 124 | 7C |
77 4D [} 93 | SD 1 109 | 6D m 125 | 7D }
78 | 4E N 94 | SE A 110 | 6E n 126 | 7E ~
79 | AF 0 5 SF = 111 | &F o 127 | TF DEL
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| SNBQa GKS alyY$S ! {/LL OKINIOGSNI aSi SELNBaa
Binary Decimal| Character| | Binary Decimal| Character| | Binary Decimal| Character
00000000 | 000 NUL 00101011| 043 + 01010110| 086 \%
00000001 | 001 SOH 00101100| 044 , 01010111| 087 W
00000010 | 002 STX 00101101| 045 - 01011000| 088 X
00000011 | 003 ETX 00101110| 046 01011001| 089 Y
00000100 | 004 EOT 00101111| 047 / 01011010| 090 Z
00000101 | 005 ENQ 00110000| 048 0 01011011| 091 [
00000110 | 006 ACK 00110001| 049 1 01011100| 092 \
00000111 | 007 BEL 00110010| 050 2 01011101| 093 ]
00001000 | 008 BS 00110011| 051 3 01011110| 094 A
00001001 | 009 HT 00110100| 052 4 01011111| 095 _
00001010 | 010 LF 00110101| 053 5 01100000| 096 )
00001011 | 011 VT 00110110| 054 6 01100001| 097 a
00001100 | 012 FF 00110111| 055 7 01100010| 098 b
00001101 | 013 CR 00111000| 056 8 01100011| 099 c
00001110 | 014 SO 00111001| 057 9 01100100| 100 d
00001111 | 015 Sl 00111010| 058 01100101| 101 e
00010000 | 016 DLE 00111011| 059 ; 01100110| 102 f
00010001 | 017 DC1 00111100| 060 < 01100111 103 g
00010010 | 018 DC2 00111101| 061 = 01101000| 104 h
00010011 | 019 DC3 00111110| 062 > 01101001| 105 [
00010100 | 020 DC4 00111111| 063 ? 01101010| 106 ]
00010101 | 021 NAK 01000000| 064 @ 01101011} 107 k
00010110 | 022 SYN 01000001| 065 A 01101100| 108 |
00010111 | 023 ETB 01000010| 066 B 01101101| 109 m
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Binary Decimal| Character| | Binary Decimal| Character| | Binary Decimal| Character,
00011000 | 024 CAN 01000011| 067 C 01101110f 110 n
00011001 | 025 EM 01000100| 068 D 01101111} 111 o
00011010 | 026 SUB 01000101| 069 E 01110000| 112 p
00011011 | 027 ESC 01000110| 070 F 01110001| 113 q
00011100 | 028 FS 01000111| 071 G 01110010| 114 r
00011101 | 029 GS 01001000| 072 H 01110011| 115 S
00011110 | 030 RS 01001001| 073 I 01110100| 116 t
00011111 | 031 us 01001010| 074 J 01110101| 117 u
00100000 | 032 SP 01001011} 075 K 01110110| 118 \%
00100001 | 033 ! 01001100| 076 L 01110111} 119 w
00100010 | 034 " 01001101| 077 M 01111000| 120 X
00100011 | 035 # 01001110| 078 N 01111001| 121 y
00100100 | 036 $ 01001111} 079 @) 01111010| 122 z
00100101 | 037 % 01010000| 080 P 01111011} 123 {
00100110 | 038 & 01010001| 081 Q 01111100| 124 |
00100111 | 039 ' 01010010| 082 R 01111101| 125 }
00101000 | 040 ( 01010011| 083 S 01111110| 126 ~
00101001 | 041 ) 01010100| 084 T 01111111| 127 DEL
00101010 | 042 * 01010101| 085 U Note: 0-127 is 128 values

{ 235 P02 PSNEE g2dd R 6S gNARGISY Ay | o0AYyINE ! {/
01000100010110D100010@11010001110010110001D0110111D111011@110010D11100
1001111001

It would be tough to remember your own name written in this manndr'!A & L QY [/ NJ A 3Z

computer calls m@1000010111001@1100000110100D1100111.
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Windows-1252
Note that each leading bii.e., the first characterpf each byte in thdinarytable above is a zero.

LG ¢l ayQi dzaSR (G2 02y @Seé | yeé reSlyddzuk byed Lakey, T 2 NI |
when the byte standardized from seven to eight bits, 128 additional characters could be added to

the character setby simply changing the leading bit to a ongrompting the development

of extendedcharacter encodingthat include,e.g., accented characters used in foreign languages

and line drawing characters.

In the mid1980s, international standards began to emerge for character encoding, ultimately
resulting in various code sets issued by the International Standards Organization (ISO). These
retained the first 128 American ASCII values and assigned the (gqended)128-byte values to

characters suited to various languagesg(, Cyrillic, Greek, Arabic and Hebrew). ISO called these
various character sets 1S8859n, where thed ydistinguished the sets for different languages.
ISO88591 was the set sted to Latinderived alphabets (like English) and so the nickname for the
Y2ald FFYATfAIFINI O2RS LJ 3S Latiglbe d{ & O2 Y LIzl SNJI dza S NE

Arguably the most used singbg/te character set in the world is th&indows-1252codepage,the
characters of WhICh are set out in the foIIowmg table (red dots S|gn|fy unaSS|gned values).

b Sp 0 Bp By By Ao By ch' :_.I - L "Z‘,L e M v Bp Eatus
U T Tk O Ny G L TTF TR R “1 % 1% % 5 Ry B

" #$%&" () *+, - /0123456789 ;<= >?
@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]A_
“abcdefghijklmnopqrstuvwxyz{|}~=-
€ Frutt BS<E-Z- " e—""E s 3Y

i ¢ER¥ (8708« ®_°+23'pﬂ Jrtonkis,

s A mm N 5 A um s A A~ owm A A ST

ad4883xceééeiilionodooo+guaiuypy

Note that the first 128 control codes and characters (from NUL to DEL) match the ASCII encodings
and the 128 characters that follow are the extended séach character and control code has a
corresponding fixed byte valuee., an uppercase B is hex 40 and the section sign, §, is heXA7.

see the entire code page character set and the corresponding hexadecimal encodings on Wikipedia,
clickhere. Again, ASCII and the WindoW®52 code page arginglebyteencodings so they are
limited to a maximum of 256 characters.

' yF2Nldzy §Stes (KSaS SEGNI OKIFNIOGSNER 6SNByQi
The emergence of different sets of characters mapped to the same high byte values prompted a
need to identify these variousharacter encoding®r, as Microsoft calls them in Windows, these

écode page®d ¢ LF Fy LI AOL A 2 ysomdzinfSriRation KisplaygdN&y 3 O
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gibberish. This is such a familiar phenomenon that it has its own namghake (from the

WE LI ySasS T2NJ aOKFNF OGSNI OKFyIAyIE0d LT &2dzQ@S
an email or document you know was written in English, you might have glimpsed mojilnage.

discovery, mojibake can corrupt search results, break deduplication and quietly distort productions.

b23S GKFG ¢S INB aLISF{Ay3d KSNB 2F GSEddzZ t AyT2
encodings with fonts. The former tells you whether the character is an A or b, not whether to
display the character in Arial or Baskerville.

Unicode
ASCIl dawned in the pitaternet world of 1963 before the world was flat, when the West

dominated commerce and personal computing was the stuff of science fictioa.Windowsl252

O2RS LI 3S 42NjJa NBlrazylofe ¢Sttt az2 t2y3 a &z2d
0dziT ALBRZNIAYy3 2yfeé& Hpc OKIFINIOGSNAZ Al 62y Qi adz
| SONB S | YR AU OAsiandegubgesdike @yinesizAlap&nBse dnd Korean.

Though programmers developed varicats hocapproaches to foreign language encodings, an
increasingly interconnected world needed universal, systematic encoding mechanidmse
methods would usenorethan onebyte to represent each character, and the most widely adopted

such system ignicode In its latest incarnation (versiorv D, effectiveSeptember 2025 Unicode
standardizes the encoding of7f2 g NA G G0 Sy OKIF NI OGSNJ aSiaso ettt SR
characters, plus multiple symbol sets and emoji characters.

The Unicode Consortium crafted Unicode to-ecast with the longstanding ASCIl and ANSI
character sets by emulating the ASCII character set in corresponding byte values within the more
extensible Unicode counterpart, UBEF UTF8 can represent all 128 ABCharacters using a single

byte and all other Unicode characters using two, three or four by®scause of its backward
compatibility and multilingual adaptability, UBFhas become the most popular text encoding
standard, especially on the Internet@dmvithin email systems.

Mind the Gap!

Now, as we talk about all these bytes and encoding standards as a precufagh&r discussion

of hexadecimal notation, it will be helpful to revisit how this all fits together. A byte is eight ones

or zeroes, which means a byte can represent 256 different decimal numbers #&%8.0So, two

bytes can represent a much bigger range of decimal val®6 k 256 or 65,536). Character
SYyO2RAyYy3& ol 11 &0O2RS -8lalle #dysitd map textudl Syraphical ot piachine I y R
instructions to numeric values expressed as bytes, enabling machines to store and communicate
information in human languagesAs we move forward, keep in mind thhex, like binary and
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decimal, is just another way to write numbeidex is not a code page, although the numeric values
it represents may correspond to valuesthin code pages?®

Hex

Long sequences of ones and zeroes are very confusing for peoplexadecimal notation
emerged as more accessible shorthand for binary sequences. Considering the prior discussion of
base 10 (decimal) and base 2 (binary) notation, it might be enough to say that hexadecimal is base
16. In hexadecimal notatiorh€x for short), each digit can be any value from zero to fifteen.
Accordingly, we can replace four binary digits with just a single hexadecimal digit, and more to the
point, we can express a byts gust two hex characters.

The decimal system supplies only 10 symbol8)(t represent numbers. Hexadecimal notation
demands 16 symbols, leaving us without enough single charaateericvalues to stand in for all

the values in each column. So, how do we cram 16 values into each column? The solution was to
substitute the letters A through F for the numbers 10 through 15. So, we can represent 10110101

(the decimal number 181) as "B5"hexadecimal notation. Using hex, we can notate values from

0-255 as 00 to FF (using eitHewer-orupperOl &S f SGOSNET Al R2SayQi Yl

LiQa KINR G2 G4Stf AF | ydzYoSNI Aa RSOAYFE 2N KS
equate to 37 ("37" in decimal) or a decimal 55 ("37" in hexadecimal)? To get around this problem,

two common notations are used to indicate hexadedimambers. The first is the suffix of a lower

case "h." The second is the prefix of "0Ox." So "37 in hexadecimal,” "37h" and "0x37" all mean the
same thing.

The ASCIl Code ChhelowOl y 68 dzaSR (2 SELINBaa ! {/LL OKI NI
Aa SyO2RSR Fa (KS KSE Ol fERSco®f M1y OKASES 48y ONPRS an
0x45 2D 44 69 73 63 6F 76 65 72 79

ASCII Code Chart
(1] 1 2 3 4 5 6 7 8 9 A B C D E F

O|NUL | SOH | STX |ETX |EOT |ENQ | ACK [BEL | BS | HT |LF | VT | FF | CR | SO | SI

1|DLE |DC1 |DC2 | DC3 | DC4 |NAK | SYN |ETB |CAN | EM |SUB |ESC| F5 | 65 | RS | US

2 ! | # S| % | & ( ) * | + | - /

3] 0 1 2 3 4 5 6 7 8 9 : H < = > 7

4| @ A B C D E F G H I J K L H N 0

5/ P | 0| R S| T|lU |V ]|W]|X]|Y]|Z [ \ 1 ~ | =

6 a|b|c|d|e|Ff|9]|h|i]|]i|lk|TL|m|n|o

7| P q r s t | u v | W X Yy | z { | } ~ |DEL
®52y Qi 6S Lizi 2FF o0& GKS avhdiKoe ¢KS 6A338a0 AYLSRAYSY
KSR aONBFYAYy3I: aL {1 h![5bQ¢ 11 +9 ¢h Ybhz Ib, hC ¢l L{HH
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0100010D0010110010001001101000111001D011000101101110111011@®110010D11100
10011110017

Why Lawyers Should Care

Encoding errors are not abstract computience mishaps; they are discovery failures w
real litigation consequences. When text is rarecoded, characters drop, substitute, or rend
as gibberish, searches fail silently. Responsive documents go wwlisdonot becausg
counsel chose bad search terms, but because the underlying text was never co
extracted or indexed in the first place. Courts have sanctioned parties where ke
searches missed responsive material that was later showntoeyisR a a 4 KS 02 Y
is no defense when counsel never understoaa bothered to ask whether processing
settings handled character sets, Unicode normalization, or legacy encodings correq
lawyer who abdicates processing details may believe disgosecomplete, while critica
evidence sits unreadable in plain sight. Competence-diiseovery today requires at leag
enough technical literacy to recognize when encoding choices can determine what is {
what is missed, and who pays for it when tiéss comes to light.

bh¢9 ¢h {¢!59bc¢c{Y

C2NJ Y2aid aidzRSwillag 2al diRSH/ET & G BazNEISE O dzfl1oN6Ef @S LI =
SYO2RAY A LEBNKEKNRGWASG OKIFEfSyaAaya YIFIGSNALFE 4S8
FANRG NBIFRAY3IZ 2dzydR/NRESINSEFUR 8 Rxd2 I AdalhS AAIIQal FaSO2y R
FYR 06S &adaNB G2 Fal l[dSadArzyaodlo2dzf i KESYBGBERA I
@2dz AGFNI d1F1Ay3 GKS ljdzAl T Sao
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Exercise 5: Encoding: Decimal, Binary, Hexadecimal and Base64

All digital evidence is encoded | YR A& Sy O2RAy3 oS|I NER d
whether it can be searched and in what reasonably usable forms it can be produced. Understanding
that electronically stored information is, in essence, numerically encoded data helps students to
see the interplay and interchangeability between differemtrhs of digital evidence. Simply saying,
MiQa Ittt 2yS8IVARYRSKREA AF &2dz 1y29 y20KAYy3 ;
evidence you must authenticate or undercut.

GOALSThe goals of this exercise are for the student to:

1. Understand the correspondence between binary data and hexadecimal; and
2. Understand the correspondence between data in hex and encoded text and content.

OUTLINEWEe will examine evidence data in Text and Hex modes, noting the correspondence
between text and its hexadecimal equivalents. We will then examine the role of Base64 as an
encoding scheme for-mail attachments.

Exercise 5A: Notate ASCII as Hex

Please write your surname in ASCIl/hex:

Exercise 5B: Viewing data in Hex

In this exercise, you will use online data viewer tools to examine common file types in hexadecimal.
Remember that hexadecimal is just a method to notate numeric values. Such values can be
expressed in any notation, e.g., base 2 (binary) or base 10r{dBar any other baseL G Q& | f f 2
numbers that are written differently but mean the same thingtill, be mindful of the distinction

between the notation employed torecordii KS A Y F2NXI GA 2y 0 Gekcbding y dzY 6 S
schemeused toexpresghe information (e.g., ASCII, ANSI, Unicode, etc.). The notation is akin to

an alphabet (e.g., Roman, Cyrillic, etc.) and the encoding scheme is like the language (e.g., English,
French, Russian, etc.).

In the preceding exercise, the encoding scheme was ASCII and the notation was hexadecimal. Put
another way, ASCII supplied the translation table, and hex served to record the locations within
that table.
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Step 1: View the File Structure of a Compressed Container (Compound) File

Download thecompressed archive file called GBA.#ipm http://www.craigball.com/gba.zip
Save the file to your desktop or any other convenient location on your computer.

Using your web browser or the hex viewer of your chéfcgo to the Online HexDump Utility at

http://www fileformat.info/tool/hexdump.html Yy R Of A O] G OK22aS CAft Soé ! ;
will appear, navigate to the filgba.zip@ 2 dz 2dzad al SR FyR &aSt S04 Ado
0f dz§ &5dzyYL¥ odzidz2y 2y GKS hytAyS | SE5dzYLI ! GAf A

file name: GBA.zip

The three columns  Off pize cype:

information represent, from | 0oc0-0010: 50 b 03 04-14 00 00 00-08 00 30 66-bf 3e 67 an PKe..... .. 0£.>g.
. 0000-0020: d4 42 c3 02-00 00 9 05-00 00 07 00-00 00 47 42 .Bueeees oueee. 3
left to right, (A) the byte offset| c000-0030: 41 20 74 72-74 65 54 4b-2e ab 30 0c-da 0f 30 77 A.cxzeTX ..0...0w

) 0000-0040: e0 01 3¢ 39-44 17 2d Oa-14 5d 15 e8-%a b6 68 5b ..<9D.-. .]....h[
(locatlon) of the hex valu€g 0000-00s0: 18 58 4c 25-d9 26 6f df-47 c9 4e 52-74 13 44 96 .Y¥L%:..o. G.NRc.D.
o . | 0000-0060: 44 be 1f £5-55 47 44 79-d0 24 c4 d1-51 96 4d 22 D...U.Dy .5..Q.M"
within the file, expressed i 0000-0070: 1d c2 29 13-4f 4a b6 3b-72 99 05 eb-3e €3 3a cd ..).0J.; r...>.:.

0000-0080: 85 46 4d 65-26 Sd 54 66-9f 69 dO S58-7c 94 58 3a .FMe&.Tf .1i.X|.X:

hexadecimal notation, (B) thE 0000-0090: 62 8a b2 53-e4 e2 35 76-b6 31 88 df-c4 91 &f f4 b..S5..5v .1......

0000-00a0: ¢3 £7 92 ca-dl dS 26 4e-9¢c 1f bE 60-a7 28 8a 08 ......&N ... . (..
nten f h fll N 0000-00b0: dd 93 de 35-7b bb 87 35-17 e2 10 68-01 10 06 ac ...5{..5 ...h....
co te ts Y t e e 0000-00c0: 21 49 3d 2b-7f S6 Oe 37-7a 7f 7b 7£-fb a9 3b ed !I=+.V.7 z.{...:.

1 1 0000-00d0: 52 77 25 4e-3c bS5 le 4c-93 1d aS5 cl-6f 3e dO ce RwIN<..L ....0>..
hexadeCImaI nOtatlon and (C 0000-00e0: a9 a3 22 19-e0 26 da 6€7-31 Oe ad £8-05 SO 13 d0 .."..&.¢ 1

H 0000-00£0: 1c e7 92 b2-be 20 ae 52-e8 13 28 de-70 a4 a0 28
the hexadeCImal Content 0000-0100: 2S5 dl ad 49-6e £4 bb £5-5f a4 98 14-57 ef 9e 4b

0000-0110: 09 £2 31 7a-09 8e 74 6¢c-0d 01 a5 9e-9f 79 03 1d
eXpreSEd as ASC” teXt (to th( 0000-0120: Sd c4 78 S£-bS 71 £S5 Oe-41 0d c2 75-be de 86 54

0000-0130: bO 00 f£f 23-07 4a 27 8f-7b e0 41 cc-00 1c d4 2¢
extent the hex valuedave a |0000-0140: e0 as 0 se-42 33 25 06-45 92 28 20-41 6e 25 Se
) 0000-0150: e8 d2 e2 cd-3b db bc dl-£7 42 70 8e-43 dl a9 e9
corresponding ASCII value). |[oo0o-0160: 32 £a 52 eb-1b 62 33 e3-32 0a 22 e7-59 57 70 71
0000-0170: Sa ed 6e fa-7f 59 el 76-55 3c 70 9a-70 38 4b cc
0000-0180: d2 d9 71 d3-29 6a 79 d2-fb £8 78 f£d-Oc 89 b3 Oc
Note that the first two ASC| 0000-0190: e9 ff 8d 19-96 c3 55 7c-ac a9 %9a 90-b5 e 6e f4

0000-01a0: Ob e9 e8 93-91 43 1c 3a-83 7f cl 74-c2 dO c8 04

characters in the file are PK anj[) orrser (B) HEX (©ascText |
the first two hex values are 50 4b.

LF¥ &2dz OKSO]l GKS !'{/LL /2RS /KINLIz &2dzQfft a&asSs
A0FNI 2F GKS FTAES &S NIIS abinary hedd¥r lsignatilire: Iry'complfiagNd J2 & S d
I FAE§SQa KSFRSNINBFSNAR (2 RFEGE 200dzNNAyYy3 G 2N
2F RFGlF O2yiUlFlAYSR Ay G(GKS FAE{S FYR YlI& |faz2 ¥Fdz
20 KSNJ OKI NI Odbrusdhlehaatletsavitrmail kesd2rg, @hich carry information ab

e.g, sender, addressee(s), routing, subject, etc. fonal messages.] That PK means that the file

data that follows is encoded and compressed with Zip compression. In other words, as a file
KSIFRSNEE tVYeé araaylta (2 K SlymakeSshdsdifitis mterpréted(i SY |
as Zipcompressed content.

6 a capable alternate online hex editor can be foundhips://hexed.it/?hl=en
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Why PK?Because thainfortunate fellow who came up with the Zip compression algorithm was
namedPhil Katy Philinsured his place in history by using his initials as the binary header signature
F2NJ AL TAf Sao {2 f2y3 +ta A0Qa y20 It NBIRe& dz3
can be almost anything, and the person or entity that originates fite structure/type gets to

choose it. More on that to come.

Step 2: Unpack the Archive
Open the zip file and extract (unzip) its contents to a convenient location on your machine.
The zip file should hold the seven files listed below:

Name File Type

GBA.doc  Word Document
GBA.docx Word Document
GBA.htm  Web Page
GBA.pdf  Adobe PDF
GBA.rtf Rich Text Format
GBA.txt Text

GBA.eml Emalil

No o~ wDdhRE

Remember where you stored these extracted files.

Step 3: Exploring the Contents of the Archive

Six of these files hold precisely the same famous text, but each in their own usngoeedway.
The seventh, an-eail, also holds the text, but encoded lasth an image and attachment.

Oneby-one, load each file except GBA.eml into the Online HexDump Utility,
http://www.fileformat.info/tool/hexdump.htm, (or the hex viewer of your choice) and explore
SIOK TAtSQa KSE Ipigale ahsfvér the foll@nany quéstiotis@bout the fides:

Exercise 5C: Encoding Anomalies

1. Who is the famous author of the text?

2. As you go through each file, can you identify diaye or time valuesn the body of the file
(e.g., application metadata values like Creation Date, Last Modified Date, Date Last Printed
or the like)?
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3.  Which, if any, of these files dwt show the famous text as humaeadable text anywhere in
the ASCII Text column?

4. What are the first fouhexvalues seen in the file GBA.doc?

5. Do you note anythingtrikingabout the file GBA.txt in terms @k file signature?

Base64
Internet email was born in 1971, when a researcher named Ray Tomllnson sent a message to
KAYaStT dzaAy3d GKS axé arday i
YIOKAYSd ¢2YfAyaz2y RARYQUO NB
that historic first email but speculated that it was probabl
a2YSUKAYy3 fA1S ali oS NBravdatsén] dorbe
here. lneedyoih 0 dzii ( K Sy 3 knoveh¥was ghangind
the world. He was just killing time.

Also, back when the nascent Internet consisted of just four univer/
research computers, UCLA student Stephen Crocker originated
LIN OGAOS 2F OANDdzZ F GAy 3 LINE LK d
Ay 3SS1 aLlSF{uv la LdzomftAOridAzya OFtftSR awsj sz
mail because there was no such thing amail. Ever after, proposed standards establishing the

format of email were promulgated as numbered RFCs. So, wharhgar an ediscovery vendor
YSYUA2yY aw@lHEZdn FSONYyYEG> Hal 2dzad YSIFya LI AY

An email is as simple as a postcard. Like the Beftkside of a postcard, an-mail has an area

called the message body reserved for the user's text message. Like a postcard's back right side, we
devote another area called the message header to infarmmaneeded to get the card where it's
supposed to go and to transmittal data akin to a postmark.

We can liken the picture or drawing on the front of our postcard to anadl's attachment. Unlike

a postcard, we must convertmail attachments to letters and numbers for transmission, enabling
an email to carry any type of electronic dataaudio, doeiments, software, video not just pretty
pictures.

The key point is thagverything in anyenailis plaintex@ y 2 YIFGGSNI ¢KIFdQa Fdal

And by plain text, | mean the plainest English textijt ASCII, lacking even the diacritical characters
required for accented words in French or Spanish or any formatting capabilityboldo No
underline Noitalics It is text so simple that you can store a letter as a single byte of data.
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The dogged adherence to plain English text stems in part from the universal use of the Simple Mail
Transfer Protocol or SMTP to transmitreil. SMTP only supportsoit ASCII characters, so sticking

with SMTP maintained compatibility with older, simpi&ré & 4 SY a @ . SOl dzaS Al
compatible with any email system invented in the last 50 years. Think about that the next time
@€2dz 02YS | ONR&aa | Ft2LILkR RA&A]l 2N /5 YR 82yRSN

How do you encode a world of complex digital content into plain text without losing anything?

The answer is an encoding scheme called Base64, which substitutes 64 printable ASCII characters
(AcZ, &z, @9, + and /) for any binary data or for foreign characters, like Cyrillic or Chinese, that
can be represented by the Latin alphabet.

Base64 is brilliant and amazingly simple. Since all digital data is stored as bits, and six bits can be
arranged in 64 separate ways, you need just 64 alphanumeric characters to stand in for any six bits
of data. The 26 lower case letters, 26 upper cagiels and the numbers-9 give you 62 standhs.

Throw in a couple of punctuation manksay the forward slash and plus sigand you have all the
printable ASCII characters you need to represantbinary content in skbit chunks. Though the
encoded datdakes up roughly a third more space than its binary source, now any mail system can
hand off any attachment. Onceagalnji Q& | ff 2dzald ydzyoSNA®

Exercise 5D: Exploring Base64

In this exercise, we will open themail GBA.eml in a plain text viewer and locate its Base64
encoded content. If you are using a Windows machine, you can use Notepad as your text viewer;
else, you can use the free applicationhdp://www.rapidtables.com/tools/notepad.htm .

Step 1: Open the File in the Text Viewer

Returning to the seven files you extracted from the GBA.zip archive, find the file named GBA.eml
and, using the commands, File>Open, open the file in your preferred plain text viewer. Once visible,
scroll down until you see this block of data:

This snippet tells the recipient system thg
the attachment data is encoded in base6
and that it should be interpreted as a Gl
image file named GBAwhen decoded.
The first two lines are boundarieg
signaling where sections of the messag
begin and end.

--089e0118431ed478e705164be95e
--089e0118431ed4790705164be960
ContentType: image/gif; name="GBA.qgif"
ContentDisposition: attachment;
filename="GBA.gif"
ContentTransferEncoding: base64
X-AttachmentId: f_i9suf1i90

Now, look at the gibberish text that follows, all the way until the end of the message. What you
are seeing is a .gif image fila drawing-i KI 4 Qa4 06SSYy ydzYSNAOIlIftf& SyoO?2
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the network as an nail attachment. Note that the entirety of the data preceding the end
boundary of the message==-089e0118431ed4790705164be360 are composed of 64
characters: the 26 lower case letters, 26 upper case letters, the numb@e@d the forward slash
and plus sigR’

The Base64ncoded content you see should begin:

ROIGODIhGQNOAXAAACHS5BAEAAMCALAAAAAAZAD4BhwAAAKY3wtDOzIJ70cnHX8/Nza+np8nGxs7K
yilgkdmFhcHAWM7MzLSysjszM46KisTBwcbDw6ekpDhhh4WCgri2ts3Ly7y6uoc6MjDlyMgCensjG
xp6cnC4uljhhhjNafBUSEoaEhMrlyK+srF5eXnt5ebalOtMzKyq6rq1BOTjNZezVcfOE+PSbEXKin
pP1RUVGNQYLCtrcCOvZKQKDVDbfjtmjYN/f8vIybeltVdXV7q4uGRfXzpliz9tlrSwsMvIlyNDNzc7L
y8PDw83MzMzLy0BwmOBAQM/MzNDMzMvLy8jlyGlaWkFxnJCQkNHNzdLMzN+/v9HOzq6urgoKCtTJ
yc/Pz8XCwru7uzs60jAvL2tpaQ40Djk40Hd2drgq1tWOfXxISEgcHBYkoKF1bWwWQEBBUVFTQzM6gh
0ScmJiAfH83KyiUkJBOdHULINTT0o50YSCgtHMzA8PD8vKyrOzs80/V8fEXAQICFAUVEIISG5ubpCP
jzZ08PAKJCUSNTRYWFIJRUREQEL+/v4yKioF/fxoaGJEXMRAQECEhIaCfn2FfXwICAoaFhaupgXt6
elhWVh8fH3JxcVtaWp6dnaCgoD89PQMDABC8VFhXV4SDg3Z0dAONDScnJOdHRykpKR4eHiIUIJUNC
Qjg2Njc2Ni8vLzg3NxkZzGW9ubmlpaYiGhkZFRSckJGxralxbWOFAQCUIIhEREQ8MDAYGBp+ennNz
c3JwcEVDQWEBAaimpo+QjjIxMRsbGyQjlz8/P19dXTw60jw8PJ2ammzZIZW9tb Tc3N2hoaBQUFJIGP
JWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

XIYyR O2ydAydz2S T2N I yeddodeSindrmaton. f AySa 2F o6l aSchn

Takeaway: The different ways in which data is encodaxd the different ways in which collection,
processing and search tools identify the multifarious encoding schernesat the heart of

significant challenges and costly erranseR A 8 02 @S NE & LGQa Slrae G2 RA.
information technology as too removed from litigation to be worth the effort to explore them; but,
understanding encoding, binary signatures and the role they play in collection, indexing acid sea

will help you realize the capabilities and limits of the tools you, your clients, vendors and opponents

use.

7

¢2 0GKIFIG SyYyRY ¢6SQNXB 2dzzaid 3ISGGAy3a adl NISRO

5" Turning all that binary data into alphanumeric data has a dark sidedis@very reminiscent of those apocryphal
monkeys at typewriters who will, in the fullness of infinite time, type Shakespeare's sonnets. Trillions of seemingly
random alphabetic charaers necessarily form words by happenstaateluding keywords searched in discovery.

Very short keywords occur in Base64 with alarming frequency. If the tools employedisoowery treat encoded

base64 attachments as text, or if your search tooldéegn RSO2 RS o6l aScn O2yGSyid o0ST2NB
hits may prove a significant problem.
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* Exercise 6: Encoding: Running the Bases

All ESI is encoded, so success in electronic discovery often depends upon the ability to
extract intelligible text from encoded forms to facilitate search and review. Each of the following
guestions for you to answer is encoded in a common digital format. The first question is in binary
(base?2), the second is in hex (basel6) and the thind imse64. Decode each to find the three
guestions you must answer in this exercise. Again, decode each to find the question, then answer
the three questions.

GOALS: The goals of this exercise are for the student to:
1. Decode each of three questions encoded in various ways: and
2. Answer the questions posead the decodedext. You will submit these answers in Canvas.

You are encouraged to use free online t&&nd solicit help as needed, with the proviso that you
must be prepared to demonstrate your solutions to the problems. The tasks should take no more
than about 1530 minutes. The exercise hdize parts (Questions -b). Answer and submit
responses to all five.

Lathwe¢! beyY t£fSIFAS R2y Qi (ah &ldetroricoversios of 2hR Bxt daklig a S
found athttp://www.craigball.com/runningbases2021.tkt And remember: Google and Wikipedia
areyour friends!

Question 1: Easy

01010100 01101000 01100101 00100000 01010011 01110101 01101101 01100101 01110010 01101001 01100001
01101110 00100000 01100001 01100010 01100001 01100011 01110101 01110011 00100000 01101001 01110011
00100000 01110100 01101000 01100101 00100000 01100110 0110 1001 01110010 01110011 01110100 00100000
01101011 01101110 01101111 01110111 01101110 00100000 01110000 01101000 01111001 01110011 01101001
01100011 01100001 01101100 00100000 01101001 01101110 01110011 01110100 01110010 01110101 01101101

58 Examples:

Binarydecoders:
http://www.roubaixinteractive.com/PlayGround/Binary Conversion/Binary To_Text.asp
https://paulschou.com/tools/xlate/
http://nickciske.com/tools/binary.php

Hexdecoders:
http://www.convertstring.com/EncodeDecode/HexDecode
http://www.unit -conversion.info/texttools/hexadecimal/
http://bin -hexconverter.onlinedomaintools.com/
Base64decoders:
http://codebeautify.org/base64to-imageconverter
https://onlineimagetools.com/converbase64to-image
http://www.freeformatter.com/base64encoder.html
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01100101 01101110 01110100 00100000 01100110 01101111 01110010 00100000 01110100 01101000 01100101

00100000 01110000 01110101 01110010 01110000 01101111 01110011 01100101 00100000 01101111 01100110

00100000 01100011 01100001 01110010 01110010 01111001 0110 1001 01101110 01100111 00100000 01101111
01110101 01110100 00100000 01100011 01101111 01101101 01110000 01110101 01110100 01100001 01110100

01101001 01101111 01101110 00101110 00100000 00100000 01001001 01110100 00100000 01100010 01101111

01110010 01100101 00100000 01101100 01101001 01110100 01110100 01101100 01100101 00100000 01110010
01100101 01110011 01100101 01101101 01100010 01101100 01100001 01101110 01100011 01100101 00100000

01110100 01101111 00100000 01110100 01101000 01100101 00100000 01101101 011 01111 01100100 01100101
01110010 01101110 00100000 01000011 01101000 01101001 01101110 01100101 01110011 01100101 00100000

01100001 01100010 01100001 01100011 01110101 01110011 00101100 00100000 01110100 01100001 01101011

01101001 01101110 01100111 0010000 0 01110100 01101000 01100101 00100000 01100110 01101111 01110010
01101101 00100000 01101111 01100110 00100000 01100001 00100000 01100110 01101100 01100001 01110100

00100000 01110011 01110101 01110010 01100110 01100001 01100011 01100101 00101100 00100000 01 110011
01110101 01100011 01101000 00100000 01100001 01110011 00100000 01100001 00100000 01110011 01110100

01101111 01101110 01100101 00100000 01110100 01100001 01100010 01101100 01100101 01110100 00100000

01101001 01101110 01100011 01101001 01110011 011001 01 01100100 00100000 01110111 01101001 01110100
01101000 00100000 01110000 01100001 01110010 01100001 01101100 01101100 01100101 01101100 00100000

01101100 01101001 01101110 01100101 01110011 00101100 00100000 01100001 01101110 01100100 00100000

01110000 0 1100101 01100010 01100010 01101100 01100101 01110011 00100000 01110101 01110011 01100101

01100100 00100000 01100001 01110011 00100000 01100011 01101111 01110101 01101110 01110100 01100101

01110010 01110011 00100000 01110100 01101111 00100000 01110100 01110 010 01100001 01100011 01101011
00100000 01110001 01110101 01100001 01101110 01110100 01101001 01110100 01101001 01100101 01110011

00101110 00100000 00100000 01010100 01101000 01100101 00100000 01010011 01110101 01101101 01100101

01110010 01101001 01100001 01101110 01110011 00100000 01101101 01100001 01100100 01100101 00100000
01110011 01101001 01100111 01101110 01101001 01100110 01101001 01100011 01100001 01101110 01110100

00100000 01100011 01101111 01101110 01110100 01110010 01101001 01100010 01110101 0111 0100 01101001
01101111 01101110 01110011 00100000 01110100 01101111 00100000 01101101 01100001 01110100 01101000

01100101 01101101 01100001 01110100 01101001 01100011 01110011 00100000 01100001 01101110 01100100

00100000 01100001 01110010 01100101 00100000 01100011 01110010 01100101 01100100 01101001 01110100
01100101 01100100 00100000 01110111 01101001 01110100 01101000 00100000 01100010 01100101 01101001

01101110 01100111 00100000 01110100 01101000 01100101 00100000 01100110 01101001 01110010 01110011

01110100 00100000 01110100 01101111 00100000 01110101 01110011 01100101 00100000 01110011 01111001

01101101 01100010 01101111 01101100 01110011 00100000 01110100 01101111 00100000 01110010 01100101

01110000 01110010 01100101 01110011 01100101 01101110 0111010 0 00100000 01100111 01110010 01101111
01110101 01110000 01110011 00100000 01101111 01100110 00100000 01101111 01100010 01101010 01100101

01100011 01110100 01110011 00100000 01110100 01101111 00100000 01100011 01101111 01101101 01101101

01110101 01101110 01 101001 01100011 01100001 01110100 01100101 00100000 01101100 01100001 01110010
01100111 01100101 00100000 01101110 01110101 01101101 01100010 01100101 01110010 01110011 00101110

00100000 00100000 01010100 01101000 01100101 01111001 00100000 01100001 011001 00 01101111 01110000
01110100 01100101 01100100 00100000 01100001 00100000 01100011 01101111 01110101 01101110 01110100

01101001 01101110 01100111 00100000 01110011 01111001 01110011 01110100 01100101 01101101 00100000

01100010 01100001 01110011 01100101 O 1100100 00100000 01101111 01101110 00100000 01110100 01101000
01100101 00100000 01101110 01110101 01101101 01100010 01100101 01110010 00100000 00110110 00110000

00101100 00100000 01110111 01101000 01101001 01100011 01101000 00100000 01100111 01100001 01110 110
01100101 00100000 01110101 01110011 00100000 01110100 01101000 01100101 00100000 01110011 01101001

01111000 01110100 01111001 00101101 01101101 01101001 01101110 01110101 01110100 01100101 00100000

01101000 01101111 01110101 01110010 00101100 00100000 01110011 01101001 01111000 01110100 01111001
00101101 01110011 01100101 01100011 01101111 01101110 01100100 00100000 01101101 01101001 01101110

01110101 01110100 01100101 00100000 01100001 01101110 01100100 00100000 01110100 01101000 01100101

00100000 0110 1110 01101111 01110100 01100001 01110100 01101001 01101111 01101110 00100000 01110011

01111001 01110011 01110100 01100101 01101101 00100000 01110101 01110011 01100101 01100100 00100000

01110100 01101111 00100000 01110000 01101100 01101111 01110100 00100000 01110000 01101111 01101001
01101110 01110100 01110011 00100000 01101111 01101110 00100000 01110100 01101000 01100101 00100000

01100111 01101100 01101111 01100010 01100101 00101100 00100000 01100001 01101100 01110011 01101111

00100000 01110101 01110011 011 00101 01100100 00100000 01110100 01101111 00100000 01100100 01100101
01101110 01101111 01110100 01100101 00100000 01101100 01100001 01110100 01101001 01110100 01110101

01100100 01100101 00100000 01100001 01101110 01100100 00100000 01101100 01101111 0110111 0 01100111
01101001 01110100 01110101 01100100 01100101 00100000 01110110 01100001 01101100 01110101 01100101

01110011 00100000 01100101 01101101 01100010 01100101 01100100 01100100 01100101 01100100 00100000

01101001 01101110 00100000 01110100 01101000 01 100101 00100000 01000101 01011000 01001001 01000110
00100000 01100100 01100001 01110100 01100001 00100000 01101111 01100110 00100000 01110011 01101101

01100001 01110010 01110100 01110000 01101000 01101111 01101110 01100101 00100000 01110000 01101000

011011 11 01110100 01101111 01100111 01110010 01100001 01110000 01101000 01110011 00101110 00100000
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ANSWER:

Question 2: Harder
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Question 3: Hardest
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ROIGODIhgAG7AHAAACH5BAEAAPBALAAAAACAAbsAN/III+IvT74yUIPfv94SE|GtrY+bm5IpjY729
vc7W1vf/98XOzmtrc8WIxffv5t7e3nuEhJyclFpSWpScpaWlpUpCSsW9tUpSSntze2tze97v5kIC
OlpaSrWittbWtpQgZEObm1vf3/zoxMc7e3g2trQAAALW1vZytpYYEhN7Fve/v3sXOvQicpTpCSjoQ
SnuEa3u9a6U6UnM6GaUQUNMQGZzexala5t6c5kpapd5C5pxjQq0Z5qlatd6etd5Cta0ZtXveOnuc
OmtjGRBaWnveEHucEHtzcOpazkreEEoZhEoZzkqcEKWIIGs6St7e1t7m5iEhGUJaGdbWxWvebine
5imc5hlaMRIapRIa7xneMRkZpRkZ7xmcMRnvYxmtYOre5gje5gic5ShnOYxmMY6WUIObF3rworXtC
hHsQhKU6GXvva2sQUg29a6UQGUpaWt7Wva2tta3eOjopGa2cOq3eEK2cEJyUzjoxQJEIEEpa70rv
YOreMUo0ZpUoZ70gcMUQtYxAISkrOYOgMY 2taWqWMalJrc5xrhK1ChKOQhM703nOEIK3vadyEc973
Ut73Gd73jDEXMUpSOpyU7+8Zj08Z0u8ZY+8ZEMAZjMAZ0Os4ZY8AZEJyMjHtrYxkpMd73va3mnHtr
5u9r5u8Q5g1jEHsp5ntrte9rte8QtXsptYzmnHtK5s5r5s4Q50xjEHsI5SNtKtc5rtc4QtXslta2t
nK3m7+/0jO9aj09a0u/O0u+UjO+UOu/0Y+9aY+9aEO/OEO+UY++UEBIrEBIrhBlrzhnvEBkphBkp
zhmtEFKtpUpSWozm7870jM5ajM5a0s700s6UjM6UOs70Y85aY85aEM7OEM6UY86UEBIKEBIKhBIK
zhnOEBKIhBklIzhmMEFKMpZS15qW1vbW91lmut3mvvpSnvpSmtpUqt3krvpQjvpWuM3mvOpSnOpSmM
pUgM3krOpQjOpcXF1ntzhFprYxApWaqVjY5TFnO/m5nOtpebe3kpKezpjWq2Mpeb3/3uMhP/v/wAA
AAJ/AAEIHEiwoMGDCBMgXMiwocOHECNKNEixosWLGDNg3Mixo8ePIEOKHEmMypMmTKFOgXMmypcuX
MGPKnEmzps2bOHPq3MmzJOQFFYFWnAUgAL+HARIM9cmUOAIHJISWRPCASIMFSzkqUIEg60ghAPgp
ILEQKFICCxYMdOD10ZQNKO6ckAgIAIEIDhECQBgAAIMKCxAsfPD3YARIKCSO0IUjY pooKDiwWEHwWw
AN6MCDDg+/hAggaKD+BcVIAAEhQoIIZ0Yujg8JO0PAgZuljBwwSB+JKo+tIBhaY AEC80AxbcgQdGO
SVUscLJaBT8VVIUQiP55YICqVzcTIKAA39UH2QGA/1+g20naolelMGAQIEDazfhGWPi8qcUDsQVn
VUgq1lh5y8cCpkAhWO0/33QFJO2LWfeOQVIQVW3zmFT1IHKrCAFGJJIkYh21kUHgANPoDfdgwJihUSL
aalwHIH4JIKAA+QtddYgETQYQIgHIiBCImepMEKDAJInW1pVQXceApx8dmFbKuBollYIArndCmWs
1IGB5wXghBRPulfVcSvgQOAYARRY 1W8QSgkQARMAOIACT 3zpnhQyOsVBIM4CQAAGwWH20gQOQkKFBd
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QysclABZZkBRABQLqCDBBZyMwEKFFRSgAAYVDAKFBn6RUYEEKCBg2yAlInOBPnghl8FgBUVK3GQbJ
gP9awKcacCKBBHdc+GkFJJjx6SYIQEHCArYgNgsEFWJAARQERFbQIGOKFEABHFTAgAa3ipBMARSQ
4AMSttHICDgBQOFEBFAKsUICthEFxZQUYODbQpXNVgEAEEKBQBgnrHpCVAMZOUoAIUVXATWMcdEZp
pZBE4IDAISqwyboYaDBIC3dJglFaBh3wgX17AsDJCS/gkQGeAl16xyCQpCVBAQUSYMEFylajH7IR
rNADbATBj4BQBINNrQQUELOBBARhIUIVZAdw6WQVIFgBABIWE+gAKFVDAT78t6VsABCedGgMAgST8w
i7srbIBBbAXhsIlAUGQAIc8TF5DBYmMQUKFUEGXT/AAKcFKIAABT27iYBAXAOQIYEADAIALACeXAA
Pw5IWDN3UPCDAThkZADALBMQEXSdZjDwgAhdpVzU50xAILIIACRDLG20D0JWqiR4NnWbDyBAwqgac
tAnJALYixIFoAuV9IBy2gQOoexU8wIFxliywMQAtaGABAyJLAMcBGcwySFEbkHBWAIyMeyUjMStQ
QQYkdEKZmB88kM/XGjNv2QDIJKJAS5CRhwAIT48QAaVUAAE2DUIMygpOGMwCkpk8BcOPE41210egVx
WNpEJoBBFAACf+OAYCJQABICYAH240RgKECADTXQIA7YRGWGQYATKAOAHGAA20aSMg/YLOgtuM4G
/34DDk5k4AEVeKAUEECACtmgQrwgOdglisimDAAKADHWRLYgjY5IHNSKMACOhGB+nBsXgVoEwDv
JTUEOHF8V4KIzpZCAu4x4i6e+1w8HHApDHAIRIBANXNIEBSYyFMJIXGdAbQcxgqQRgIB4yUgAnwsGl
EyiAAHNJhhPEBYAXCKAC4QCAIUgAgaREIDazMQMKRrASAGwWAHgmaFOE44brk5XED4NIY+7QkgQS8
0CoVMAMGBHOHBS5IhEACWGWLA4Y QTXEMgC4CAIt1ELWBCcIJQRYEAEBKEABCAQREIS5v2KtwCIFUAK
COAEAIRpLrZgAALQ8qY TrgeAE4ysIApQWGSmMZvIF140MiVIIGSPaRAB4xsN3/JDDAOMgzdg84A46
M8Md4GCG1AMFADNEWFgKYMNuguOFQGECMoPKLYyQugBERIAADENAbADAgAiewV8WEUKCASCAeZgDH
AyJQSylAgBP/QsgGAaDOBUzmDiTwZIsCV5Vw1CIlAEIAE/fCgTM2JHANoA0J9ul41SBgAghowSkv
KIADEIARmMdscVGARgA5AggNSAQOCCiBPRhxgUCPpg3QT8MVAAVCABK8odOPBFgkHOIZNA2USYOICB
RD2hlatcASQSgQD250mEKDjUCWYhgcdVQAViflwCVvDZufGNU4b6QABUUdNBgGMWiYiAz5xwI2T/
zYsREogAowiQuwiBAAMrEMC/LCC1bKoAEicYxAWwWdSASAACACYACBAjgmc7eqlZq2UTuCOAB4cTr
YiRYJdh+B4cHIG9QkuRVYy2x4r74cwAO5]R/VMgAzDVQgANBo1UA8dQI8cG67jGAAAMahGzdJARIe
iIAB8CWivZPCLAd/6DME2sQGLQYACCPDAHTTAswGPYBPPIIIAXmTUAhSEA3gJgHPDuL9ungBOI6q|
bALV2RWMj2gmXogKZLuxBljGmwDIDAMOBLSgRBMOmwgAAkawAguckAQRcHBUAXCqIMEhALMoGKEc
QBULgEVUz+UUBCBgvrG8YC4JSJOKDVOAAWWI/WIKIMAEBMGPTZxgp215ANAEswKg2UMBOpOaP/Ax
CydkYLoPVAFVNGEAf/BWySgWpWACMAtGhJIgAUBgBDTwgEqGJIQLX8EBAASAFOViAgeHgrQcCUN6p
BckMATgBCRhhHCclYGOrrQpt8TLUgZiBBNwtCrBhOXYB6AY0jMgAAcyggFj7hY8TSBBAYLA24RIT
AWIiwAOKEOAJRCACD+AwNOvpl6M464TxyI35LKNKRpAADNqYxamkgFG86JKAGICO+UgpAH+sgDKi
WA4A97vwhhJiBY7HRwJAV3U1ukOAKBVKBICNAQLIS4AVWVcipRq0OQsGzRIAFO1bhkORFOqg6CHf9P
eT6peZCPE2tQly1JIfH58ZQT5Cgrb70Ja47ytWCylY TKOD5JTnSE+EMocQ2KVspCEp5fRMk10kij
Tg4TGC1Glk4vekSEsnKVOCHHCHMAE3iedZZ43CFIhOnaMcL1o0VO95wOR+kTOsvaFyNOkbUelWWLe
FI7¢/e1DT3vdT7L3nQy+IWT3SdYPjxLGdz3vIkn82xfvkJn/RCNOP3niay75s6fsSLHE9VXcyDsEA
rODgBhGKIVAEIJk/5bnz+/xBkudmpcLd6UcveFhYznclelzOvTeLUFTQgIROne+Fn5frUz8Qjm+x
8J53kwooQKdhwX3oarK55kfrFahEABzL8Uf/QBvIchbOIlvspXkdG5r/8QD1Kd67mXZTvdhHOtz4sB
igrAg/ix/18fLebxJxD4UAAGFSSgUkyXNXN3IXsEMV4x53JSUxCOdXX5E0ADEY CrdUIFWCFUpnmi
RwZtOnpuYgH20Ht85yxS4C/zUn6Wd4EWFHORIYKX5Sg+AwAWSAF3gBflJALRw10gwAAX+HZ+5FSF
C4HRNXCnpDpjET2iVAFy4ADMDiIDVLAOMG4ytQOCZKtgk6c2zIIXAtSBBbeBAX+IUO8S2Z8yHXOR4T
IhDQKRQBOALtsTT44BzYRMfNNIiFJIXpDAWAjcG8G00ZFgW1JsRX2YEjoMYjQQTnudUADgQ8V/zAX
BwlA3jGI3tFXAbCGn8cIJBHAUK4iGMLhOBMAGrCGnPACRwGIb9glb3gglwEUaWiDyTJoAriGecegV
6I0FEGIAYYQ8eFgUKmMAPIGMPAZACYcCKReEdaKgC2nEdGpAUVbiC+KAB5vaGR5F7C6AoNXEJBFYG
j2EGZ6EC8CMFP6R60Ug5VNIOcyGKSXMA9QAB/tAKRIGIisY2QOEBHFCMANAAOKFQjPBMaUQQHuUAz
C4APvplUX+VXVsUWEG6KIbhIAbJGG12GDkdlevhgiRdEeqfth3B1FJ/3gYFSACCIMBpDEIEUAVjJAY
pAUAM3AHLUMC1b1JjlIBbOUQB2YG/uCIUP9gOiyjNOkjhebSAUSTAJOYH78]AX0GCRUQRAORAOQGD
ELOWAVCjPUJj5IAVEKgW2AHLQCbPgK4nxBIcRRWIRPMgiAgegAg+RVRUAIHGGLCQQK3JWAKACZ5iy
SpzwAbZTACpAAI2wAYrhQVjzQm7CIm4kAcJCBIDQCQMQOxoDAAdwB00zCI3QWFADCbRBABWACeGw
AJCgKUM2KR+wUOMAILY1NImhaFATe2TACBggGpxgOs9VAIOCARMgBRJIQfwAwMA2DABIAMVDQAr4]
ARXAAI5YBOVTALACPJIQIAVTYKBKAMKUBCU9gBgeQKs4pMhMgFG4UjZxwFIxwGUCRNDJJIGBj/wWA8e
YDp8qgSjJIAcIsALI4ISIhC8V0CaEkzE31HUBJIJwEkoB8AgAGeEWKkTMC1WAgELUDAMADVMMgK2ZYML
QFOB4ERVMmpDASUEVBTeVAGJ8ALPhAENSEERWB4LsAJYAA+Q4AwWR3IBSMGDkVMCOQECLBEOeDsSKEF
SAIXwDYCMUz4QEM2dQKMMFIDETgKcAGCIQJ1hhfV0zhWJIDWOmMBbJYgH2swISpVMpGkZPoFDJIFyw
I5spEOMTEDgagEJ98UBYIGSXQFqiY UKidAfBQFoWQIwQYAEGIOUkup+ZkQFzIUeS6EQABKLIShQB
UFUY4DPTwiuyFVec8HCMg4RSg0SghSec/7Ac8amb0OjMurTIXBRA81IKQBQRFDSSJKHIXBBEJI6ZP
DnUZPDVLNnuM4AblOR5REbkSehUCb/cMocuBUxQgFD8QJvSFH1gIBmylAM4QV4qIx37agZIFEbzEQ
KFY2B/BAq1lQQ/NBZWSZK3YkinoZitrNODGA9J9AyoGOD/qICjOgmTLkWq9FJIn2Qcj20cUGZV/8SI
ayNDESeScRQJI4BRACAHSTEB8UJx4PoEUIAI+leMGEAGS5YNBZXAA9gAFAPEBEXC)IOK|KjkBwgR/
QdSo/uNtmxZHdyQQtEIgEKBVE9OmMUIM5VYMABOhB33ZpHzJELpVSEGshzOIxL2QGyWBXWf8hm50R
UBSEruwObYMQDIZCABSwWCZKCJIx7kbTY2LhEAOzO4rAJhBoghJ/70TFUWCYKhAB3aFoQwngPhaaBm
Bp5TOt9ierlROtbzGaECBScAU4AIEBpgsqTXcvsZQLMDNDIEANhFSWNQAQ+goUDOBPc1LFDQAJbJ
XFgOKB5ABIZyAhQgONS1ALNit2sTAANZAfGALwe2AJODAMcFbJCAVXqzAuCWg3BwJYPwAISWAScg
ABMwWAHAAMCLZzYkizAtWzCUw7EKmIABIWAg7Qg7RBNqliBgtYQHEYCNDjK1J1ZylQDtLZoALgRs0j
STR6iXO7AnegT/HgPhMQGE2jFKODABT/VZso5CtGFQ/IBAAeMAhOIAfIQBskFBhnFACDcFBOxCZO
oYliVvwHgOEOECcABI1KbDMjld26P6S12xoxaDcHgDIAALwLeDYBzvSxUYMBKbALF5WT6rVkjUCSE
WACWIXTXSgYE8yXICrEbxLoL8DUvMwlcwA9gulqDcGDfFj3B1ADhoGIl05VaFsRCUxjFtBmMQRMAIB
QAJCIGuzsFghpGgnFCBECTRDNgEhgm8DoWga6g92sWkoRQD2YAbbVIEAYMQnoAKzQQBx8heZ8Whg
5LZ71ly01U0B8AIEQAbh4A+y5VODYX16FmpBFnvigRfgdklbLBgBOA9+scdFAW48J9i/4y1d7QA
/pBIEncdEDBMU8Mjy7RI4eAEZCEmqgoegkkWxuYmspUbelEPcAZAAgAHzZXRCWYVUBUAAIhEvXgFn
L+AB67Rt871J1ZFUs6ZIeRWBKgAODZBpTgFABFAV4APY5apEAe9IVBHbla9MeBSXHaMEz8UAYr2y+
OxUvn7Fy1MYPbLUNINYBVKUC2+Y7ALChMGUPDgPJ0/Gfp4QBeKIz2qYAtcREdtwQrjdz/ReP5ScU
QeiCTnFuzUZIQCEWoucbzXducYV0Xsg0awEW+GF/HifReQJ5Cah670cQ4ict87J+ExOWFEhNr4dp
zfd28Vh/DSKQIENNYGMbriMW5Ud71/9F0K7IbS+odw7NOtTEH+ezgifoAPgRGe0B0ObJkIh9ydF7h
BDNFcmCRFVVGOFT2L3XiJuu3doWn0gzodjWwXe2TIdPbXgcmHO0ZOXeZyndyjXdIX2fA9t0Ayxd9C3
ghbYhc4KeGXBRLD2gOz3EE53hBtt150HeJAnVzBHkwtAOyaocWTNelEH1ErogW5iect30ReokYijt
dpRdgZIHOY/de/EngmdneWeXeZ9ddFSEfKUNFOsn2ZTtLI2meW59eZeVd86yliKdlvaZdEIx1709
0cJ3elUm2lttn17ofFUmd/jxeH+N0OVgt1lg5XeOenhApw2WXNcILBRACHINmM91cAHgOb/KIPPN2pd
ZAHC3dt7PXsah9bJp30uuHK/nXK27XvSLXfTzdfG197x/dq4Ld2ydNbsTX9IAd5e SNxvnaXywtb7
nXqvDct5QgaAiQ+5sdeuHdho7d0LsMOY TXRBzHxIsX6YTXZc5gG+07kQIxDmUeHEXXMOQAY cg+By
WxYeUHwGsQL3dN4UsdmXJIXFOjb4L40FODdYdI3eb3Ro7IXxFOAGTkghAO4C21d3JyUGD4ORBMXZ3s
POXE19d3fKhuMkj3PRAbBEHUCJY3cQ+AMQW2UWUGBFYQEK8NVkzeFFcSUWCAITnUuFGZXxCRpjgnssBU
ftpcbeOzYD5k2LgIQUGY3cdgF9bXBpdPx6y7fP8cEaOXN8e1AJtQFaY MZx4ACa6ZMhZAAESGWOes
0OJwrGJ87Ft87ECKQPKE8xJPuliuguUO2CZPWAZugFhZwL4lIhBR1ABUZzQrAuEAggOnbgiHiK12L9
FN/mALY]jNh/IAQSwWGbU+ZJs+aUwk6XgQxjtVyr6 DAGIyZDpINQIRPBHAQIHXXAws5bcuGBbAjd9m
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KLCODXxbQAXCmM/pO0B9FydFCRZA7wb7P+IUzkZOfxoehLALDejycg42GIBxDQjCmM1GWZgAS/ZIBFA
BkkhBdrlAOwWMZ/deFcOihU3ziKTG6SPIY5g2tH3xOILhD2Yw67plAhJPW7YcZC4mB/HwJ8ceADb/
s2rfVolFp2cSP2307CYelPPg4m1gwWXHVHsSNoR/99gFIcwAKEA8TszEVUEpOmMVveckCDwWB5FhZch
5ikC4F8DAQItY CiBpJr4ogFCsQ8NExcvIAHMCzT7UQDOzjxkQEaBIgUVOAH4KVknlAfc44qDUIz4
EgHB+XIkUzSDKIO5Y gbxwAhkcjEUdRcbUAaDHwWFNk5nQwp8CVABSJITaFXRBILTINKyuiA7UI4GQC
eAcalKLJOGcdtDFfswCJI8IQHAEK16j2zBAFKEESDCcEB3EABKKAWEC++xkVJz9TsLSkZUKhAPIAcCC
kAhIOORPOPvcHpj4Ukp34KtzxQACsOnapCoV/9C+TmQr4YD3uAO5EyAHdnopZpUZ2V8BgHMXKGAP
GJCDD1BCEgAOvVdVYB+QoADGBQIEHFQQA21QgXCIADZ1UiIFAAQwWA0BYwOBCBFhIAHEIDK4ZfQDCQV
GE2exLgCgwYFkAAsIKghHAEJCgowVNBwOIMGsyQAUNHigcsFKOU8OQggacM3BUYAQEBCggAEQjEY
I9AgggAAGE40WDGLWWIGCAAWEhAhKXxKIJA7ANMCJIBAASDDAGIAAB6goACCO0VOAACKYJZrgScLCA
BKQANMABUJACS3IETGeYCKAhgliASICokGKQBACcIDFHexSeiYQE4ZyeQIbBiIEBZRGCsgGJSMRP+B
JIKZnAi4UQA3PXW/GXIhhE/MEj+F3AybAIJ2MBbCKA9jgBCJSOVNCAYQIACY8hQIXgxCWADQsG
mcfAwAKGeBEWNERQIAAAfnLgwDkgkUgSUYCTcLZSgJBKY LIvArrsaggfDh50SDsC9FrBgwgKcevCl
/ICK67AGNVoiKjALYyY8gnvnJSWETMKhiKOYwcGGQEBYSABWAO80MgnA1PAXKmMB1p6gQASI2AKMQAG
WcCkQcbzR60XhwJgBf3uGMEX8i4DwIkCmtzAMwIQgGO/htQCQAABFMCABEMYIKCCRFjrKq1400yH
JgRIellTriKk6C81IHvMLowBAam|BriZgpAD/Ejpp7DGfZknmBE7GUOADI2aJCpwFrHWCgAA8QYyCA
/iXBCZ+/AJJNtRMY CcCJIDJA784Cd7hCAnw3sO0CFBwioQLaXlOwJgpwaWoADAsBBQIMXwgEAKkmMQf
w00AvVQgQgIwD7HNNRY6jfUC9hjYcBNoZd+UKAWEYWEBCCgGQg600FPgsgALM2MRBAWT7j84WsIoAQ
gB+7+koA7hwVYQHuXhJBqgkK4Ckj3qSAhARWGKIEASIEPRIjNzATaj1DJSDwLajAGQSDPCOES8I4A
8JGg18FgQkCCgZIB4AB3MZIKAwlewuCArCQolDcVINGAjA0YgQI+KQxiQIIABBIEgBNK7Cor/0YU
GQ2cdAlor4AKIIAXgk7AXmCBCgggQL6xK2AXIzKk3USCoLIUYBAGMFhAAgQKFIARBgiQw97HYLCS
AnB6juDo5wrlYExQu3pBgqlinrGhBwZjdS4M7Cwqg6Luc+GDMEszaaJAvCQj60H4sqEBGvwg4ls0C
ulsU3hEQrzztDRiplC1I11g7PwagAA9feAjjRb0e T/NIVAUCSuUV2IA/geyGp/RHhABUfNCL4gCOJ5
QG1GWrivlQfgxmCFS7O0YBABpP28S0iS2QSBZPy0Oh+gyrmcEOJxwgDJoJR7CwcjTgiYAipzEAUU7
DpgWcAIJYKVIIznWAIibgAGglJjFMBECTFPI9DoWMh4ASGSUAEzL AfFUzZADAt4HTBUAACSIGpGC4BD
BCikAhKcwAIsAgAIngIBCilAAWEWAWNCOoYIMQIAETYqfGI5WpQiQYD97QkCTDDWLIMHRZQE4AQI8
I50EPEEDNXzMAKQIAARIUQVIPAGOFBMAKCcziBA9IDHNWUMOXaPEOWIwAhZwwggdOr4csywke3mhD
J3RMBKOaxSObpAl/stGK5+FhDRWwgCvKEAETOCIWNcCIMd3uAaFaQahKmJIMH9IBCK2AZskhghgS8
pDMBaCUZAUAAEjwHABbY TyAVwMcFVNEeAEhiFk3Cwwg8QQpDcol TkFjDWL2rjXCgEAImIcf/CWhA
BVVcwCh384ATIABrAEjhCvuCkkaWbz/AIM5zjnVBISETg/bE5zzpqc/T2MQskNKE1/qJT4IW1CT8
NGhCUYJQhRaUoQ3ZBPUs11CKVnSfFsXoBR+aUSBtIKAebagDsBZLjpbOPCZF6UU5qgBTKTSIL9Uo
TBOgT5DGIKQyxWjt7vnSmiKPnz09CapwulOUAjWNJIT2nSY260NMI9TRIRV5UDSpUhEL1pkNIEKGB
MNKHzhOhCnDgefxRO6BWW1Ks8bZIHW1rP85T1o0FKtgESPCtSzwhUIVs3qTF220Z/G5ykoQRVzGOrR
s1gAQEQFBT+SdWrXrWuDnwASbcqglsfm/wRVvpHqLBCZE8HaVKovjKpO5cpWO0eJnY+pzyJgA89WU
aJFFX3LASTT71mPJ8KOQyUnagDTWNOCDAN9C1QOmM6NODxnaubyXucUXFScQ6AAHAQK5B|StVIm6C
hGPFCAIlokNecjKpJO5XRTy2Lkfq1zAPQkIJD+CFUoTgApilBWHSXKYAFOAECcZplvQ/FhxbA6YQIK
1dZJY6vP2GIltvzcdhiMIgKqcHBgw2G0Ig0/DgE2ghBNIu Yt TRLCrtwJMmsV1ROj1SSwvvc8eG2s
ViBQW8gkFXGPgTAypfbhecoXSDqcK4SdiqoA4PguLCLDKCRgrrC691JSIEADXiZP51rAiv+kI0At
c+KBCGhACtBaQQQIEA4QNIAEK/0lJFbSIwj4kTgr84BZFIDkJjFIOKUKABNmMEIWOSCASIpviN81p
gFvCeQFSYEAFMGeSB3ACARgQNJ/IJWA/NRmMA/ZpBCLYEBAVP50gnxRYAUKADdSCygA/jZDxIx0yR8
XAQBjsbMcwKwAALQIADzGdUHSEBCMINICI4mcZab9AC+SKFJISC4zBilAh39iJI5SPCACV]5mCOXZJ
BF+yDwL+6QQCnPaXBglAsCZwWguUOSNNckl4u/OUXb8kOuFQQGRI8Dk2+hgoFCCBBITKIPNkuQxm
YMDIilhQBC/AJAA2AAYdvVCZQIdGABCsj/QJO6LUgnx/OvydZAIL2NKjPIQREpgNisIdPtUBWOAVV]
gAYKEBEy4KMTDJDIE+RAACOCbNawic4EoHBgSBAgYQOhUchpwgi/aQ4KnJBAzRNWhtvBaBOBM9bI
B9KQAHDAIggonQg6kO0T 7ITpGGAAIYzAAIBFNjjQYn3wsGIC4BAKZGjss+aF5U4EaAXNDNBCUIR
AEignAH+6HS58BGgIw3iARFoQY8FYAaJHCDbz3llynC2HxJAAdXXgZME7EGAmMKPiAeCLWBO6CcBWA
wKYjcYIDI2quOM2JOQEYKMABNSC2CezQICmEwvzSJIgGpmItEhQjJABtYmgSdQcBMVgIMH/+4zC5bT
fgGHIJgAHA0CBmm+gDBa4AOHIQSIRiypIBfhSBRigRfAFDgFitpm94pTpTghMLeFPWTw8sIGEwWAEz
MGLEHU4Aon/igwGFrgAGJsowCARNaSLgBxCpACMDEpP/ZOBEYAdYhkb4oAKh4l+uoEX4gg2zJijt4
gE24k175Ga0DAChgDkbwMCfoBBU7C67gtRZYgPg7AGREDXJOAfJYEBIYBADAFk4pCKrLIAFSILFY
PgTWAAJAGOX5ALAXg/T5IYIQIUIYANgZgdt4CUAY IveBAAVIAL pbNd 7gnrwQvgZjBIHAgE TgAAIp
AxcsCM0OgCG+CBBIRgTu4C4glh/d4H//O8IrOwwAz+Am1IIEqQVBmM2KUHbclIH2ID9uIOCMLVRMASQ
rJNNelsEawgVwIDH6DTvgRmMzsMN167zY SJixaiXL4QSe8AoBul8I6AcS8aMVYMMAWBC5wAIr64tB
4AczZWMHyGbkFBIoU3D6RYZLGilcmHDu9MMRjUQEJGAFHKZCloZERUICJChZOUIQFuUAM/sid/aYhl
6AQKKKfMsAAJOIW/ggwEEIEImMIUpHLKCWAUUKYAOY SKzgIL9IIAQ/Asyel EAHLWKmMIVOGAGe00YN
OTIUEbYHAQBCIlfF6CUtkoINKJENIRQzuBOWOgnvSQASWMFWpJAAEIHf+00oKeloUyID/yBKBCJAA
CFiBKgTA4CglWaQMngmeBLsDBaAJAbgDFQgPvzkAZNUAd3GAEQQMEYiIHWYi3NmMEVAeAEO9CMDNAf
rYgNiCBHDJgFPLGNQAJAHfEa+BiN1jCYs1AE4OmlIv1IBDMPIxvCMLkqGWQhFY1mA6CMDDhAAy5ID
tLgQrVCEACCRrKgSNkzGyyGM1gAAr+GHmMimIOIJmAFVhBe+GE1lkVqOCKAjiAXvo7 TDmMOUMGHmM3AM
NUEK0oGCSuoQKOFieXqoNfPKAKROAMhAOMKgEEZSxvOGbhqCycdyAgBSBZBAAe9ga8ugQ5bEXYTOZ
uTQgqySBHYGCROIiHtJICA4BAAPkoO/8uhlKtMALYzDRVIGR3iuTgBBxI5gTIYhFgSkU+5gljxnvol
h8EKAT]AO4YAgetJAEiomSnMgKOpEt7jHhrZAG6UAIiYPihgF054gROWPALYhAywwyewB6RRHOgg
g90gjVUCGFY5AbGgIDNQDO6BgPVLBgLgBz85i7gBgESrDGFLhkIbNEbQBykggBcYDaoQjmZSHwwl
De5hTnAYiAg4gOicCg7AACNYhM8ZzAi4AJjwxMEbuQp4gQYAGLIUgeDBgPTSRLNZIsS40AH5YhgUx
T4iwAIJWZIFAOVOBhoHRZAWOhgf/Sjm4jgBV8GWF8j7wBOxrBgOAAKXUYIC INKIXkivBFIAIGSIAA
aA18MAyFIUi24Qdfc1Gp+IkmMQNuLIoORUAG2gY9R6aMgmVMtY6AVIFQrUph4KDYVceKJILewm+UAKC
4EZqg4AhYRUNUwsFYCCTIA7TRODgMWAABeIHIAsWS5IDfIAIcXYCYBSAR8MKdZ8LdSuaSONAleggKn
UMAIGA4SelFSgQPMWDSeEYCOmMS5r6Y COG8ABKIASSYA6F|IAUEg6IWABY8YyMSOCZqY 7m+eECgWJYy
aJIVANTP6biXwIBWCoBXHJILVVAZIIWNOY ptHWKMNQIACQtdhahM1YpsHdAKseArDChTUEC7MAES8z
OM9HwksLYyBZwUIDTEWB80LZSUQV/R1sAhsCH1XwXBVghMxgSBDCNIwBJBKAQK+qgx+iBAnGq7F8Wq
mPOXxmSXVA6VZgqKULx20m+XZnvVZrFIAJygDKXArs/rZIGqpo00rc3UCEFPap4XaqJVaiiraghXa
g8XarNXajgJal9glekg3AHittMKg2pmsrdOnU7ktru2qglrUnt6 UotbWosEXbkngmmEOMsbWhgZoF
elgAJXueKhmOk2gbhqglozaFwttf2gBTgmDIqttEGVTJrlzhChzhDZhiKOca0oJxA2FBsoyCCBkqCn
U70rfXKAuY MMKWAI4kixi+LcwbUoJIPbIVIBRrukgtdchcl ADHBalGLOBSCDwLug/7bZk9PAt83c
wWJbJgzAS35agcm8ghtRXpOAHR3EPqLpigPgBBghAVIgAbxMKO/iqlgYkoSKrRX4AAttGRehKKvQ
CgmJgGRIt4Y SACRsqHmMiwnXFqUJIx9y91FeOKD9hyapBJoDhBG ThBAIONnY novNsJgPDgmx47R6ES
kAIIEMIjiAIZCCiICS3MBAA+4HVMoQu5A00VLCinQP3BwgKApgAoLgDWVKLM5DXsJBWtICNSFBTE
AH5QT6RQG7MAO0JchluxX1SS27HcwY CIUQWRLIHPpYKUIGJIAh4HQHY PjLwisugAEgIBzKwj8srmkfC
DjmkN4zghHjgABISCO0ZcN9IAgP8TsAuxZOCG2A3e+LugUTiJYAz1GQSYyGRJI8W4kV9orlg5oWWQEN
2IT9wIcNkIbGEBQ6IACtywvOelGbhQKbdFQO0ZxD4zGcLC4ABACICIilfX0Zs2SwhX3dOuKYDyGCbhbW
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4QQocBfNUgLOS4CiuJ3NgN5ZKAG+ERHaSyhGgAAeyg9wCF4EilcCsFO1IWQAPGATqO47TO4Eab5as!
SAQ7YW4VOIAS+KAXKgABUAFZO2URSIQa9ZhMDclsewGpAI2D8JsFKKKVXL4FkBYr7hsEqJtwog5B
yLIWWMwOWTIXdABIMIDXIXGAx0ohtRgIhQxGikY piahNp+RKgQWAOCACPUAIHQYD/A+glem6BBIA8
EkBGYOAEWXSEPJOAHKgARDaYiqGJGQEPLYGEgOREV+EAOBDLEECAdQGMNCMABNiItBhAUnqUdTUD
KOAaKWAStgmADICh3T20MErlySwWQqSEN3HgVDgCHQIAEISWAATgALzk14FAc/auNRgKf2pBBODCD
RAYH]j6SItBIEBDC+UaKKDUgAoDs+Qcu94mEVKoMEU7wXOfG5LPKZgkBcevocCh4DEgjHIXjAIJAD
cKDoEmQ+DJADKNwAtyuAOBAAKIiYxxwb/MAAEUAPI8iIP73CCCBA0BRA+9INOf76 CQXDWINpKAfGgU
KAiIPx9hmDsg/KAgHfNspB3gL/+ygQQ9rCAtYOpdgnXIBwTgRDVXhxmORA6JZ5vcgGKOwgAHKkmwP9
HEYov43gBM3mbD60F2HECGxhFcMAIA4cgRoZoABITo+JCrtBjwJZTZ61AMuoDOhIZZyBjCIMhuAs
gCO6gwQ4YWWAA5YhAAT7pQ99gDpTz2BsklkoBFYJYhrkCkhp48HhCuYcgeDApduAgqgJir8lydra
IUHohMb15YYAHO0+2nDvgh+tMkizZSQeHoQqDgvWxbvwHA59VkFdw2DyJJFtFgRZDKCT/XDNm2DzZK
hohYksWxC5+xD3/zN0csAKyg8gjlvunkgAY4AUXABILWj05DbaaTAWOAMHKOBP90K49B+Bth2+YA
6/Tw4Arh4AQpLonI5gd8EKODODWUIAD1xY39cC/ABMzD5AIG2GFRga5xgTPyePMIIAMoglSvODpV
RAtUEVtQBADR2ApPDOBZEN6zYARWaQ3EYalO6IgHKAKMdolX3EEGQF8O0IALKIWDgB8MgIBZiAcr
PilzcQLNM4NKkcIL7U4FOQNM1fJdgJJFwIJGWUKIRKYyQiAcnQHEP3gS9SBhgX5hgDBdXrwDjjiy4
3IAHOSYFUHQDf5edFhULeEGSTEMRKRX12E2GCJY5hBKCAQ8DNOk8/PGBKThG2D0oASIbpbRKVIAND
7xvorMe7yQ/Z8wB24eKHYB3/hoaYmgHFZU+4h0iA29njle2LHeYeLma6CpgAmOmAF8g9u2GAXuA6
q2EdmxuNCB1A/WGd8KIsitZzfB6hi+9aLjQu04dBPBIlicmgiVQTAMuijMnNMXscHIzt9iEChjHEX]E
sziBvoEAvoILDBgBLWPXdDmWT+dAL8kA+VEBTtCAMghCuG7EGQsABtAQuzmAAuUmETbhiAM/ploanD
tgca4HiBJ1jDCcVM+EWO8zQF 7ivVIFImkiAtMA37PpOxHGLEdgENKCKcFkJJ5Dfoh80u4kZy4ol
AlhwZLmelbCbAtCLcn+AFACDEHWXgUA9DVgWT76e6hiV65EWIBYNv+HAHYyYH/xQsvNmNj39i5zmF
DQTgCwBIhGgNAHUgkEICii/LCQQwl1laClcAog8c9oieKrEkqA5V7gvA3IM2LrCG5DXA0iTnFDD7P
IhilJHXgEo/GuXBYNfbKCWmC/gcQ1GRaNTMAIDIAADhAQEIDgAAL+AFQgOHEWIELSDWASCCAggeJ
CmBAAAXOgwAJAgB4gPABIQUDNCcxS+aAigAQkSA58CcDJIK4EBzKiIMITGBAgc98Y1wUFNDBQQISHIS
gKCizQAeEDCsaSZBORH+FKhUAO7BwoYLEAJAKBDOUosRZargivFiTZgL4AOSUkhOAFH4gEVvhTmBCB
B4YqzLwkqgYAfghVhG6JIMOHaQRLiBKxqW0duhoglEZhg61YvSL9cVJIm20LUkWgAOECBt4UBDxNeyB
/FwPpD1wFonYERmM6tt1QN/DfuiMwCB7RAYbTxn0bry38NW3my1l/vhA7cwax4EQjQnN78dVUA4Z9b
j+3wtlDJ39c7/86bPfz10sm3j28f//582NF9B+jOPNpELjGXX0n+5deWbgAKWB+DASb40H|6BTfg
cy+NJ5wCBF4434LI10bdVQkbp5J+E/zUI4W8E3gedP7Wp6GBv7WWom4j0gehaVbOBeJ9tNalo33cA
7gbbeC90WKJOtoEoZEQtvhcfkOxaZ+R0tO14nlwOrgglbCK2SCGGVMomZm+utRikblI8CoKaNPC65
5W9fFkmfcz6eaF57DkiJJ5xx1namloHSOSOdzekJHIgD1SgmeYcWigKYF2JYIpbrGUXSmXbSONCV
x116J4sKtChiVY5SyeZ8NYrogKTxSUEBfGTOBKWZAKzQWFPGSQFTra+xaZ8 TmHmIJ/9tDngwa3wd
hDPfmbQFMNKKHQObaylL CaUpedDW2SuGLvqOAhOKAOrdVABROMBN1gjLOQATDSqeCAAFQhKhwZixF
AHRGQTAVWQEYd6UCFsARKRQnIIvsf7TRZIMGPEXEyQXMxQudaABjEU4Cww0G0JaqwkRCBUNPghkG7
MIoMACOb9BgcPsVxQsAlHgroYwWG54RARABHk1GGWCYYc2ywZ4JOcr7Y9IAEBGZCO0bgQkOrdABYEe
eAc+BSDsZ0SbEIAPJLBhgFcBMbeZgodkZBARAgwcfXVzo3pAAAYHWERABBogoJIF4TiwnVKFgAMA
BRgloMIDHmMyCgROv4X0O4WQTTHQH/P+2mJIm92uTVQERIOI6ACUDNHtF3GDTIgBj4AzGQGCR]ktoAT
ZISLQAMgbLKJIWQhovfcmCzjAuEMbv6ZCBKrbgnW7AcxCgAQCONdBzIRIEYEAM/SHgBNQMGDPAXgQ
YBYJZESwgPcErEBAVIOT8EIINEBAJOLB/73CJgKgRPJIJWZDAYARIlyZKCBFFqHZAYBODWQ5xHgf8FT
iQrgtoKckYwggeNEPJ7IAHAEDbzILIAAjXxBcBEjSulYYARAQXgAFGIMsCGzhBAQHgAZIFQAOKIAB3
VA|DFgggAxfhG3RS1674gaBrESFDCU7QAQx0TyX42E5PWnQsANQtAEuxwPgkUBAB/3wMAgAWAXGt
hi8nbMdpwUHAIAjAIUI8gBOz0F4EGMaJzAUwWbA9BgAQIUIB4ArOAOANhB1CKygOOF7TgqCABC8GAR
jG2gAAK0QAAYS8L1kpLEACZBAAJAgBAcCIII2ios4g9CaBBXAIGZvYZAY JILeakWwCBdCABCTAWQQA
Z19kqlAG4gGx9pSBDCS0QPZaQAJILAABFSDBBVAVKUFASCEe6EQEKNACJI4hABXdgACqlJoEHVOAA
HIREMUMOoAd+hTJGcTJ4E7rZBSASAAJBIIS3DaYY4RsAMFVBEGThxAjISswAIMBFyAigBfEigAIXA
JAEK8L2ARMAQE1hnQTOwgkE8YP8D2kMKBIAWIGSEXDCOmMUUFBIeBCEBgmMgSDQhoF418NqtIDd5B]
AcP4gjuogBMj0B4JGIqzCIDBbh9DDxx1e4XxESrOACGAgEQAkwiOFOhxObcMAH7GABew5CAB2I5gEQ
QIZ4ASCF5BZCACghCCdV5ETjauylDVgCFUOFYAWVIQAI2CABOBJITAHgYAJZKggLwiwAVEJIsCgFeA
CsADOFC4SQaouQAFuFV1jFDeXBO9wgABQM60HWMAHINNS3UIgBPIEWEO8J1irQalABbgDAqlak4zy
wx7Bk8MCCOA7HKngBBjg5WEBUAAKMMKKgnPOIHKDAXCQ4WschZpswwGCTgykAHD/GETtGDalL4kQg
HrUJwAZgUgCIklI+BUHhABE2HAWU2EAD2GIQGFtBZBvDSaq9ZQCEh+4ACROYOIl4juQETwOgmM8oFOR
UMQCMHaBESggKS4lgRUDtQJO8MMDYyUCNcSOyMBUGDY CQEIAZzuaBbX7NCTTMAAI2ZMIgMQKJIXQYGD
OfEnPx+KrmtSCJsCoKABEQwCsne5YgblIAFrxuOMCdImAaplAgjMogAqLEREKmMmMG+DDiBT+2AC4B
6RBICAIAGOAAPhCSATJAFQELYOAAQIDLIBAXvyr5GTkTgLG7OsQMnHIhFRMrAQ044Q5SOMBFHoBP
ndgzABTIXMAKMAHoVSwWZX4NE/WMACYBwMmaE2IsbASBmmIEWAgOKXYF2AMAJ6Fkxu8Ut5glcy8R4
OCFg4exhQ/zGAZVOwMfHy5kVaSPfgQzib4xQxOECAAKNkO+K03yBAGALAFQ+YaELeAJjc3xe5AJS
A5xQSSca2hOzAgAcB4iH8g413mk60AKc7IS1IPZTB8CxIJG6NYA0ObAbOVoyKVgztGQPQZg10hAPg
AOSioaYCkp1aBOFxQNfWWS5HrhjOS9z5AUhwKjgAFQAWtZoBKYACBmMAKg1LXRwAh++SjYLOyQWOZI
AK+IB4ikcTvGhgPUBBDHBYzVs69pNAH2G5vZcMKzsORAIgghjhfAwQnB1B8A/P/Mgah5Nn4BOPNx
kMeJTrAbHA7pnvIm8QGzYMCQBFABA7]XdAHEY9KdSAAjwWLGCCrxnEwLIZalljRY7Ptg5Mn4BJAb+
NYU/UrZmkUAGOIHITZbF1ARQAECD9EKIIADPCgAbQeXAL0IRYJU/REAy4KaBDT+gxR7HgGOOI/fm
VmywuExjAD+JvBUgngAVgAAnUSINDIiI5AASIjIScMIh4IAUCTQ/PChi2wrTesplWnDAgXyCBC8z7
PQKNOoIJ/2YITKEGj0BFBBDWQD/7KgR+MOMB2ZuMwKChgEBXIlyOebPu9qzUIR1PS8jxNCgH92cD2J
IMADGpAQEhisle8eCAK+Z5H/iiRA/hblIAAISO9hoSHES5AeLHCSDACD]RT2hAAITEAICQj6HEAQGIE
EO03AE6xXtQRISIRCAKQAQIizAAWTLX9AEHLSEReyMB7wf6lzEr2kNdIBDSgRAIAgAqYETKANRWgA
PQIEEWYgWZSGAUQfSaRFDZaEDeJVQyDAC|Dr+FFzBhEOKjbBErVASRMAshKScyCBuzgCTyAUJCI
VOyAnC1AW6SFVCEEAICAFEgQEGYCFCpggRIhA7AmAOQi2abyyAwT]ACZDAeASABeyaSqwAB73ECOhF
Z1zZAFSAFXMQfwvDhUzwADsIGSjzASDSbeMRfRAQIt8VE4AWRAHSYEXPwgu4BF/1WOFttsCaOMT6ul
YmyYgXMFBOroyYqQgYFwCSsCSSz0O4sQ1R/ZU0tcODC2ylgPsoi6iyYoUnJHOImwUNC/6YrfMIjEe
14TwzDEghP09x430C6Uwo04lYY3NsC6jM4g8kycmYxzBqgy TLejKB8YyzuCTXConfwiSyKDKFEzImM
12Z2e46 AA4340xJIshZBljlu8hlEklz7u09Toh2+lyoy8CUGKI6UUJDY SiDyad4zwyl6M8ZEQCYzIK
Z235sB8VhmTh2WgXgTM9AxxkSBGFQnP4pijjSHZ48SVcNhEaKBz8eSUXOJE3WpE3eZEO6WAOOSN4p
gDFyOkWICD6QRKcJ2kBgz/+NNU1JII5u3IEDupVP20NRzMVARJIOYFIV9pcDDuWaolai6 EtVCuUT
HMp2/FFt4IMOEETBBQCrcCVF4iRcxqVezqUyAsARaY8CxISBUEMDFNKAEQIDV+EPQII4TQALCS5AYA
ic8CyEFIkUA8tJ9+ZNu8gQ/cGJIBMBEDCcACWMUBUWMAIQcII4AMMzY Jh5M4DEEAI1LIFACCQ4/WADd
3EUaERFQ9BYGaGCuwYEHVEABMMJdvCVd/iZwBudvtogTdIBYjUD8IMAdoI6b3cE8QVIKCAABDJICZ
pBHUKMAS3AEqKQ8UKIA9Y IpvbEBk/IxIbZIEUFBtWpsFWNEJLOYCNJUZAEL/IjQae7pkBqTABSYA
GTAAPpCAO70nBgChS7YAJ6MOBKXAMIVARpWTtSUPp/imcEachE70MbrGXmACL8UPANVVhxGYFFzf
dnCAAHyYot3WUAMBNxfzZNXBGApGglgsGD36AM8QHeQJjBIDDELYHS0D2ACNRXBqDedYrABGQSCJCM
U6YAROWFIShPaAIUQIRAhFUEIdwDZikPhV4pImYpXDICImXoQelTYeaXurXAA8hBIKFAmz3LAZ|B
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BSwAPshZjJbBmyGABcQgq7UL1ChAAQzZQ2DQXDHEhFUEL22SrI1AU9NDCGRVhqTSGalYBBYACITA
VOCdIUaAPgAAEygSBvCD/4LmV8zED8rEwwRdi5aWggmegnOgmQRAwWvIB2Kp22AJgGdQEgAQKAZY9
WB1UACRQFyYSIALAQABSYWQF01hMQ2ms4galCqWwNDCOCAAXgSWFAWQJACRgGEWDMAhRIQAS4wYcS
q6IwQgsAWAEwWzAKIWLAUAIZWWATKGCRY 28/1KvU4GhMpD/kAF6reK77mK3ykmy9g45AYRymu3M+c
Y9voq8EerJaWwCWwQoRdBgMhlio9wCzkeY8AirMVe7E0CIkNWIzvKpINOimz0i7gMbMcmioQQCkM6
LMauLMtiZHmorDXOyS/Sy8DCbMveLM7SyoNCJIDymYzrablL+gY840OLdHy4ivE9gpDXuQ2cgrTTkvS
uyjAG3RTIi3V7qLUVI3WZq3Whi3Xdq3Xfi3Yhg3Y/84kqcaHI6wM1JriI5AsQXyHj5RtI2CjlzRK
fLSkhNal3XIt3JbgyLqt0S7terAtbAjuLlbFz1RsbOwthSruljLuljiufcRkRIKscRCuOIlYkcyAu
wmrul3KufPCDIiJAIU3qjP3ZHf/jH3eAMQhAIPgTsJIb11QajEokSEEXBAT/jk6XZH605129JIRfhr
myhkbLBhecwCU3psL4UHh5RjdzytuyhtbGAX6t1JfvTHINBE7sbtiWwRv9I4vSXRv98ZG7lovg5iB
QCCJIXjAKeFFTtFuHNOkSt7EjDFEVVNPaXTXtX7NBPjHI/wcsvjlempve/gDBMBKbGxFBaSQAuBD
Bf9UgBy41058G6PtrwC1BwODhOF2ZZMObcjurGylCAXFXL5UhAjcxZUYrm1kjpV85HioCr+AplPM
bvz+q/T9ybcWwvGCil6sXG8UhBxAhBQMAIR0Z8XIwa6GLPo9h1F8SQRUGINBQAPj1SZAcTwogAdU
g3M5RLsuywxbhAN/wB2c5I7saeJ6MJIXsZ054ZC8lggPkBbeRgEA40VSIIAKQWWNhBFx5DYazZBWOt
gAJEiwvNigM4AWMZhErYjWp0Uh4ugBmMpyH/BQkwwCyJhX/ygxTIwfvplAE8NOAsSUZR5wWEY pBOyk
yGC9sRS4hiGDBUikhgcghAstRWbkykSoRy81Fbj/JTAASFIKNEQ4LJIFOkcAI9BgczARXzEJKgEA4
EEDbhoAtKfIUIQEBIGERFOIFSAMJEPEANIgC4WAQH6ckCelDeFE5aSMRftpDWXRUHoYZmIEAITIUG
Qx3QhcSgRUDs8UMHFAJIN4Fs8jOUYLkZcEdVAeKQ/QKIEIGBIrRPOXhWQJIUQJI/gU4SACAGMQIiZuGk
NIcHMEAak+|[EQY5TdReKcDz3UEL+AcW6UUC225VEFYLYIAI7JEEHFOO+ar+2dV6VUABIIAGIIIA
LAAHOCcnEcAgNCAGDMIpJdNe6d+HcolyUQAeeJO9WBEAeE4RH49IhRQAUZMDCZFxVmule7ZW82HTq
/1TAscGN6TEQBxxUGC3AQoncAlJAHWCAHFip6 TCmMBKRCAQzCmpHBYxXADIKYyQFFABWSAMuFDo1WA
E2ArBIhA6pz10XDELMhBIYSDXKPAYg1CCzydRETC9pgBIJDAABOTQ4ahr7HEEPOTRANWGBCjBADj1
AdDOBTCApFrAWFUA3EFC5EXE/QTIBoADchSAaEKGYO6EWCAFKLUAINBgBATWIi8NY QzZREQX2N3FWS
flyljQ4EBVSTBNSfWIVAV7TcNDXfe8YMo1xOGUNSGCUEJFTf30ABjGpA8T3JCunFg/1T4gzEC/xq
PESybFXEgv5GAAzCCABdglnntSoPhp5AYA+G5/89ACTIGQNsDDI9sgnPBEXSRIlI272VtU6JIzXxNE
qll2hAKQ04MDgFO02GqOdjQblwfpAwhMYhAROhCoBAAGE8Xwrj64IBPoAgAgsi1ixgEAZd0S4220U
WE4cmEFAQYtLxgkMQIEgNKulpk+RwQdwkIzZjRQVAzILF3giswASlaPDUaHcmAOANBCMsyx3kRAOZ
JQWEa6NJ2mrJ+CTL2GwwggQo02tIQGQIOdXxURQSE8YtbROyx6ECkoUc8QOQMwmIdgCIhTUX/RrdF
KKIEIDONmMhnISWROWhNAQACY|jXMk41LIXAqEK3YxQJsRIkqApvWdJ2zkpl3CUi7PSnMHz37SakX/
ONr60ogaA4xkASFZZhINGBIQZrMAI9BY cjQA5IdMsOQS+rMABrNiieVAURVCQTZdgSYHaWITIifAd
pKiOJ8CoDcQmMtEsCtHQD2IWOfM25MOIGSEEDPEEDhXBA25CTmMUTN]BxcDEQKRGPmM2NoCbhFIF9PLZ
rBcIbAJnyg2raSAxIfsLTCIBAMPLzIVFEBMnINOEwWM1AyFgCPKEI75YDXEB/xGQWEA+yLjySPBv
NGuNrpmt2codvMeBVjoTMQKf+1i4RYQYxQYV6Y SkXtYJhB+eeMDIaxICyNGPShp61tGz+0OqQ3ccg
MABg8wQMwRI5sRcA0BaiYADYNIQTYEAykIBD/5heZXFZJ8wCJIPChjyUD6L2MRYUEQE/Zru8ZGXC3
B7QA5ynTTjPCdLIXy126/g3A0TmodtpGD2VIQwBcnyfAJkwAPYy0c9LRvQrBU1un4BcVRG6ijPz6nO
FSL5BTB+BhTAloHYA5iIBc8alCHtWiw3gxAfUxOwgAHzSBMwTBOBhMmMQYyWIGcXTaXDGAgIKdBnhwW
AmMAAA7XNxXCTCGFABpgBFIhRBkwYOGWUHE3ACzD4BDgFzrzAPbk6E/zSBqTEpRICvlyWothol YYA
FEBCBNTAAQTAOV13d3jWBVUARV2NZIBTOz2ExFkb3WxXxWBQMowAQFioEEECCXAFAvgDsJChmf8D
CyUUIMBhAYZBEaCAY1SABJQNDjZUOBCggj0AChimTIISQYATBFYs9EBAgwIKABBOAEBmMhIiXFR4s
VOCBkallAFREEKCTYQoEmxAAGAEOgAUCAcwICHrSgYcACIKaefBAQFQFEUgAWECABLBAESKYCcAP
70pEDBWSsYLtwFr+F/hQ4SbvQb15wBEYAWLFArQB8JGgydlkzKIKAASA/WLWWKY GgCzaRWPA2QgCc
bBX4MxMBTmK/agnYI6Hia+JZBKKmvL1ASgMAD+AAIBGBjlYHVKVvIDr7WDD8QBBIOIENgQd6tCx2Q
WIpAwokJCyGbuYsANwANBIpLBqug7Ukz1AH/4A0ugIrFdyZsl4H6AX8ByAqVTegCx70OBLSa+0HJIO
MScgMY+AEOx7QKnEAHgVKIkQelOhB+LL7 SwB7nlpgnAeCKA/CjiEIB6cIJHgNJIZVgjFFGzgY5IYIM
TItRxx157NFHGF/8UcghiSzSyCMXsgADJFdiOskZRTMyyCP54Y SXCKR4csYHSLBMyy+n/FLMMcks
UBUA7jITTbx4DHNNGR1YQMM36awTSDCJIJdNPOPJINU8yQh/VQz0CalHPRNQ//ck082U1IIRg4TRZII
0dok1EyFEK1UxzDdDDTTO8ucMINHIiXT1SJRIfEBBEZzLjIIAAVCAMUV/1IMueSSUDUKVJIzhB/6hU
ZXQUOkg3uQkIBJZ89TcvYWUKNnL9e9LNToVJIDa8cyCkgJAUgIY GJOSHIMLUguc2QU2hmDtBJcDv1y
gFMZA/NM2V3XErbJTxHIzZVWHINjwVQwWWS0uBIMMcVkfAcsVqVh7zBQDhH/3ygAHTpLgDu4W+YswB
fJALGAAPMNApPAIPfMmM2uPxXgJCOMnLRNH5Q2hjIRPnhUFWAWMaOhGxjZugBMI7DhwGzyhXKAYUG
MUOhYU0220EXvoMVY1gLW6ECaGVEOFqZHVZgYw6HbYkrgf/MUY qouYbVZkoDel FtvBSg6KRyHwWbA
gQggMJIpeDlfghCkOc4QZ0gPxMi2Cbu22N//HojFGYNYcUTJZDgA05FAhCcAajOS0p8a0ZsqjzVGF
TQKAI6iIROXUAkga5+hZdnAol6oEKMIsA4l+deAsDBBXxAVI4PIOAERWEJSPOKTthZS1cGK1iAkQz+
cxcyMoYIXcIn8ImAH5Bj68yMel6aDoOho4ogEcwQIMEBfAhg5IBW7ibAg5SkiOeEBSApSAPbo9rE
DAzSEgD8FOA7tvMKAgSWCRVO0gBEEUNpCFiICHAizgPBiwwFc2EQF8cOY/1MnPZUgAQAWE43CkS8FL
PEMulnDiWVKAAAbkdSWMKLCCZvgNIzYRiXBgRoROAJ9JkFKBO4AjOzBkCngAalECEAAD]jFn/CyMe
4AACIAUfAMQibGBSgRakhQQQOMpaPAOZwWWhrAekTACMS8r/SQGJ7JEGeCv4DCceZrldXJA8DAPUV
LwZAQId7SreKKICREYAfJHIAFKbIuJRYIAMSoEoZbAc5HNmgADpxgkjuwLI7aGB3GMIAGSZghgog
0ADXYFAHBNEAfFRgOBJ4kQpE8IBBgOhF+JAABALAICOmMAw4ewFwBBMCQApzAAh8IB8jMclcVDCle
UvhABB5gv1IIQJQZIAMU8QCBBXACDpWSZQQgkQhOQMAMEMCM1yqgFVICYFUTWEAIRYBHDISIABKg
ASTgsACOQKFKFYCHKEkwiAcgAAR3uN8g/whghk7IMhnwe JEFoHACDKCCBN2RQmiggA9digAC4CBD
J8xQSgQUAN9yilcABqGBOyDgBflaCIPAch+BzKJ5zJwFFPQ5CPwtgAOeY UoAOHEAAWKOEwxoyEpJ
41EKeJF2XZLAUKqgQRKcgBEVUAFCZ9EA4e1Ppx39KAISAIKFLGXUANWERZ/KHe1l0QAQBWABV5KAB
95kBCunLgBTKMAEGhEWECXhE3hYiSp4SM6KD6AQJINhAOMNIHAIGARAAMOJDzmWshnEBASAEwiAwk
QJIEzQgADNmMAekXAIMVAAajlzw4i8XfIE/UJAPMwAIdsUgEIkeQtHTIMSBgSHAN/BWASKGVOCRTDE
ApjrBBkksILfKoYBAINIb7IZoQzgY5jyY CUGNFCIJ0zOAUZEhABsFxy+MCAtg6CKYNxHkhJxAhzm
BEAEJgACCNnREAyY/WFd4AKIAHNMQQISClaWrECF8xZAX9ms57BXkCOMghEZsIpmpnsSKQzYIBGpCA
Biz8gA08YAIZElovkzQIfvCDEe+8C3sZUADUUO0AjGorAcDIwXtYBgBHBVEWGHQCATITIBKUS6ELO
NotOIEDEC4EVAApWABJIWIgKZWJIICMLC7XT1IKQCYRQYikC27PfatALjDCAbXxLPN+bwEH8EeBNRyA
DETtLKzEoWWSAY D/4Mx230HzHdyqT5b/FS1aCoBCIPkZUI3tSCFSkMBACKIBOgIACVUNhyNhxcSP
HUCpVp6gWBfwgNfAMgAgSAQkKtqIAtDYV5waAwTtHKGNIJyAEDAUBEC+S6JIkt4IEVAACeASCAbALC
BCvgwAHg4IQCPOGxDzCnCEQzGuw8oLgLKABVXxkmCA2gAKIoGBweiUiIMCxM4jBKAKGbJIhhbghSLF
DaOlwsEI5KCkuO8IgAlcvIkCfHOE8cghMGcRZwMyYHYBcIIEErCB/1CoKg8UyMIAOUEAbABZ/B7N
AxZQEOY8OLNHESVDnpekkDIADIPAHAYgoIEG8SsCCLhDAI58khoDoKgjSMD+VkQbEuUBZ/912YwQc
8PNeBswiW24RgajTEtdRj9ID8fArPWrMIPRAjgwiWCcAT2pl1zU+fnvTj+eQFYtYBkgGMsMCLDAZTS
HX+MgJVCikBIJDACJ2Sgtly87AUqgAEQWL2]CpBABSGAEAXUgAODY Ig/NuxAKTDKrHCAGstplgEJ
6DQIg2iB3fulAbgDZdx0fsAdOFAB027iA3LIRAAI/pZOZD4copQABoBI4wgkfRaQwM/gL1yBEUD?2
sndY/QIlloPnOY8BXKkgG3i+QqEEOQAEEaMEFMODWMbLI3SYSgCgLgFNw/p5LKPh9OFZQCBWIXANJ
cllIONEHAThKAY6XwHIaEHe65A/TsP/XAAE24N4kQSECBa7ABfRFES2HNMeNHsTdM8Cxnmvx2IgR
IKF5EAAKBCABKKHXJGRINGAQLIB2GGBWpOgEHEZNAUDULmMxyTUAOBgHztuUAG60rM+gXO8AEKIKEF
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XxAsAQOAAVMBBVIDOgM7ULgnvFMD7FC3dMg8iECclYgw8JCACLmMADyIpH+GESVMBu3ia05kIB8KFE
kOIBmEIFgDBHXxolpUEINrLBcWgJETuYyfmMstiY AUFBORKAFY GZx/MIKR4JyTAalWqVEVGBGgsjAl
nkAK+ahtrjA+MCZCcqdt8MEeTMItMAYMUOIN7WYsYEZsNsRKIBEAnuAJ7CGXcMkOyCD/AINiY/xh
CROA9KyKINLKCO+nDxVgLN7GOE7HCZZwQx4gtFBxTtxQDBXAJAIgDedicYwjt8jwFELCFWuUGF4MC
ZFliFyPxFoPCFgnQJPwhFj9RalqinN4CRxjCCnPMH3IrG6fQknZsYNwWQKRQJdU5iIB4g9TQFVOBmM
SDAFWBIilgLsHV8gHULXBWDOoOILCL1IIWr7EdQQFXsyIMGakVxoCsODI/9KIWs4xRuomVIrECRKA
VaqgkUVRABSSUSFRA4AgjRj4FUFQCZhCySRoRXNCRCcijFCeDiBMjARiZgFiYgJdEit+glUvKRVADy
HmMFkIVMDIQkmJnHIL3xSJ2llYDSS/1GEskemxCP9EVyK8iQeZlgAo1lPepSMTZSchcikbhSRTwmCC
hB+9BVR6hI5cZGZE8kfq5KWQEILB5EXycVo2EhOHRVoyOm7G0ID08U/ILOYOpCdjskgUgh3pBVGo
Ui/Hcl4cRixfhycpRU/aUiuUQBIdQgh8NJS/Rkk+mRU0QUx2HOkmEOmsysy6VUjF3pC5NIJROTkyhN
kzIPMzPR5S4/cjDjkkhYs2CC5TRIBCDV8u+UxTMzJUwWUi7PUTQpK1xOoieDBFMYwh7MAB8QYINe
MyF3pAGO0DkfhQQ8hDZHsjGDMYE9IMzsThZOwcleMOygNMIGMO1KoEolGTTgDJHOuxv8195lhsico
BkZeXuc8d3NMKINIIMVR2LEuf+YtjohmfHMOMwUzZgU062UqE2Vw4iFgcnMo711tiSMiwuZeuuZX
/IWytHIhUgDyXidVNpRN9BE4Y 9lvlehlWOIluvZBNWHMTCJJIGbLPP50VDpGAQaktuztNcXgk+ZPRP
PAB57NI8kg83m+TmmBJVgsQJImYI/FIHNCctsgcu9oMMFolI8gEYFSMAeTsAe4AhAguQtPKMrMMAD
/KGMMKhASEABFgAO4MLI2NQCEGD2NmMETPpECCEAKB8JEhZSEQEEC5GCMAYOCK3mITGMBX3mN+pCAC
NiF7300sBiZ9CABON4EXxOiPH0q3/AXQAWalCWQIoUDGgRBQ1KKXxifIRCL8IA]9gUQKwiAvarHf/j
MojDAhRgAhjBelQCTLMkhNJCCjogVBkhLeCUACgAkaLCAfSnFgAAQWhgEzZIVKLIMYgmjBQDfhQk
OQQGMjhhuFKCDD7AM7LniphylbJHXsICAEirS90rSIgIMWaCSstlUb8if3LncB4AH1BKAUIIEILA
XRgClzQxPx4yQPAuLSzkvchiRzsBA/BBSarTR8xgEOCgOXDgAYhABOBAVReApirqTico7f7q6SSy
qEqOAAQCIWEKVS+2r8CJIJ4PCiagAXbnY+1h25QqtBJI9OSIAD/YKIUGPILY JjyAh6xzAjaMWgAXC
NgCgYK8GoWjwgQOGBAOUFgAGATII4SjSKAKcOYXNO0K820dU44AkQKsvwx3FUAhBWILY QWAP0O75YK
igQyr2zIZwMM6QMEoAwyYHceKys5QSLSjZoGggLOVYs2QQLS7WIPcBNkr+mubZ+yDAKUCxyuZprY
hAyMigwY QbDsgTsetiUloPVsjCTDKhz+jRHIABJslivg4pYCQF854Q6MDQMYAQoIzm42IRM6ZBM4
YGMtoBPkjQEUSZDC9gAegAMogHAZgXDDOgPuwJDSIQA4wB5VgAMwWYASQCwWGM80OvwWABCCcQASEL12P/
eOR4DyNm5ewoBCxnVKATsMXY9GIlo5iQCKaR53gt8usXJACC5quxGrsxhbM12uE4CcMN1VSISRIMD
¢jDtoGAhOGIDngD4AgqAMIACTuOkduwBFO5FHADrAKBBnAOBkgFXCKC5MOBB8hjCKO0id3/+O/0ACU
dKoAJhVGVoCjTuCzAOAE40EMXkCOdkUKykkAnMBiXpAt5A872GghRCAXEOAADOzIX0AEGOE7eqt+
aYOxMvFwAKC91i4AjJD3VCJI/mUARIo4CqgqQA4KCBcgalL Velig6LCcOY7xgVZdudgHIiADTiCIMusu
3GYQcqOjKgQAIkwtKkDUNiUjsiwRnCIbQKYn/51AgJxgAxYisVTC1KAM6zZAHAOSgBTrtwglAowWa3
Ukh2MZygnGhMAEjs11JpAVpAlowtDTnKLAGN8RbOAUQMAIEiI6gQWNDzMdvLXrcAhUyNhAvy3jMJS
ahNBBVgIBAwWYge+pRFSsACqQVWznJERALWzUN1WgAJ6IQZQLoMLhglSg6ahwfLaNo5iYASBgh6Ag
n570HgSAdIJIAfqgAnCvcocJA/iIBoOAHYO7gYRdw3B7gAiaVd4rRdBuZMWahEMggmKj4BXDuKOYs
GXigfOwnbzzgAFYgAzSACVZVRcGNxIAgMJI5gb8MBLAGIZ4IpSGAJJ+iY mnxy+/AmA1bAYvzKDP+S
4QlI4pwwZhAGI3eFgyMUIVP/eBBWwWM9kxTeQql+crCYB4AOKAPSiuZa7kptS5gASgFUO7NCMzTQ4
CSESYSP9qgAmiDtimsYmQOskIMaEjQEF5P/0ZSHWGXNyrwDMiQmW5EakdgUioAUEChzMwMNUAICy
rAJWY JqWiHH6CrJWAB+Swa0UDyHuunXBobgK4FPpmtHMI4hhBY MP2K84KSligINSydkkQMBOTwWQM
DwoErvg4uylLgWpIWmQDkIJ7fK3YU720TZXgxQOAYhKO0j4geFwoHwWOPf+LxFs5yzypkFXborgtwGg
25z0N9+2SQMCcAA08TCWK4AIOY AMggJQ600L/CoCOEOACBOPFYUUCDKAKMGCxJan84LqS/s9pRAAT
FM8IX0XckFiUDgBzPABHXhrJ7uA8UtucDkAApGADhjRaWKACKFjxhIQ3xG8GmVKDLUlEpu0CzOn/
PJUZMDNTNAAB41eP4iNCTGMBLMCJUgpPENONAQ7GMagKMnAAAMAXWZMcSN4OPYMbEyYRbOyFYIcuwU
+RBmM+tQJV4BEItC/qqPrFCBL/G1OHEAK//ROXvguVLXMcOItVsAJtukEHgDUAIDIHODK7XERW2EQO
PNwK88uTX0UBymAx2uZxXjgé6HeCFQ6uMHpLMqdDF9/A3dILJyVYFuDDHNEOB5BtGygABXi5j/0w;j
AbAVXBHACXSCVES5XxNDTghV8GZVQgzIMCH7BP0zJGCovxhT9jxGG8JeY8JxygAY S8DJAIMcZqM1Fi
wzutT8NXrNTCccoUVQTAHEZ6y1cAMzJAMI/EAUQgWb6EkyvBTUXZEgSKis5LS2FXTSMpgA7iSTBZz
SAYI12g1z2YVELJIdI9/TMrmzNKkMTT77TSILZPbddI8WzTyQI3M09Naf93PGyUEpzJD3I20vE20dT
THISSb4IMEeONYVz3JtdOhdIV+DS4HX0ULrdRwlIIT3194QIzSrx3QglIFBczReyHzMnHFwW8MVSR8U
OBEULN2k0xx+4JMyP8sz4IVzNCdzMIHC4v+DEzjxobOWUIi8fPh230zAXUzwHBjDwwXv38t+BxDGj
6EcQoDSEHIVOQkOOVIz4VSgBwx9AILRmAkbacKspxWYsOOvzvTASREnhCB9MZevFUul9EyryfWmq
4ylVIKACAwWNacTAJpig9/jZ98+49Xi7ZnjWT9S0+9aWSz02eXul7PILQwuPR4jWcYCsq9BSDwloW
IEMJqT3ZRz4dxQq1vjVIXAkwwB+kgHG8d21I9EX2gzm7i0lgRShfozHIclJGM+VARCEGLIVIIVL
PDrpxUh3hkirVNiB/kdoTS0Yp95pZQW+/DcGYejjo19WoJlle9CzbE+9b3t53BB+q44l4Ixz/cnRe
tjiMRNjInnsuGGPMKZiGYmEXGIA5GtpxxPOBzz+UnkY IxXFO5Cef8vwRMpGmBxXBnbGwVXAMIfgIEE
CXYKUDChQjMRNBYQACKCAEYSCmJAS8EAFgwCcDhSIQEaDBIgkABCQAEUCQimQoBDWOEIChQcBCsjB
gK/ChwMCASwYuUnByTucADwWY1GmTA06QKiwAgOHOBgkPBHDEAKMAPYKkSREBCQKACAYQASHCoUCEA
vgKQMEWMt6JCCwQDC3ygGsGrxIGDShzwMFIOOABmMZJYcGBfiggdoSTDOCMCWzAr4AoQtYA/BgQol
FSJAUAEZiIQJol2QNEGBQOwWdOIHB8MNAJ/WYHYccCUCASEOHRFSIQeCpBhZQKKkGaRIVETEid+AQM
ZANFdSE5SEp4CAAGPBAKMB1rM9PdiZAALBC5WCcASAX3IOWDHGHMT8ikUHgypAQUCXxwgoMCD5AIIOB
URgkcltckJTEIQQMEITPIBJgIAUDsBVAwIhmbFDBBok8QBoB/JDRVQGoSXBTABRRRRAZG9yxgmzE
UUAYJINAOYFCNg5EBgYqQLGABAVV589RGjhBFQeKAOAbPICMMNOCg1R15EAY SORBWhIpEE4CBYBg
hlYDKVABAgtwACQECKAyAgY QAKDBJIgtGQOEBKKRQgRMWCcQABhO4IiSEALUhSWADSEY SCBAv+cQKBC
OCIIMAIN4HgASY21VcCPjxqU0QJsALzZRgk8VhFNYAE51qSmkAUSAWQpQPBGABOBwdMIMKroAQagF
CEDGHWQBQIalGBAQgQQaDHJAqwv8ys8mGaxQwBMVjDDQTxrloY ECAznwqwIBKNFCAA9wWsoACd3B4
AmpTgiBmAeEwMgFBnDhHgFsvxHPtIvQyUiwGAsySwQMvKIJAAQ9AEuhzAlcggJOIzBIPPAUB8JFv
HI5QwZorSACABHSROZqgClijwwAkFILABTe5GKAAGIwwCjgpoAqofSylbJcKxBQDg1CYY8HOghALc
PBAC+Ej2wAYrSHHHE4Mg4EQn/PROYOH/HUR5BWBSHPBASBECNQI+wg7yFBnIQeJTAYUtwO6g7ZKw
IAEQ4PMCUwggsKCgKkxVgAQrOlozCXxDfAIAFMDACQEAOJGMExkovYADGCDXEQIYnwSHA7f5FpmE
L2DQyQKclODBggSVWQEATGDgGcuxBcisBoyNgAcDeT8xkAc3W5DMAQESCRsZGWAuU+SadZCDBBPwWW
XEloEKQQgQDSNA/AARZESPTtMnDAbSHA0QNCYICSPRASODAjwgA4vyACLRDNQE+EMI9IXNSSqQ6
3etHsOaUSEKwCSQZDCIAH3FIUOYZxBPIVBM4elAAChAeaCKgrlIAFgEyeAGQAHWSGrAhDA/znW2k8F
5HQS7WOEEhWRABXmM8SsBSIETKHUCP8y2mQyQKWOcAMcBzDAQTrSgAAXIAEFQMAwWJIKO4BCuhEAgwI
AEgQMGo/XIAGyLanB6zgAyNwVZWG9ZQkdUJwgahL TL43EdfM4gBhDFYAKhEO3FULAA4IK7dgMpgw
Mcl1D8CAIHR2ggOMYBN1sohT4liVFiwgAFKYXROKRRENCEIRBBIESDwWHBXxJgjCAke4JKEOGACO]K
CZAYj4AhWKKKNjCAAT/ieB3TFiIGV1SgUXOAG5ZKVICIXRAU7YIg8JQogM80OMBzBFAA9ckgXAUzZKTX
WAEDNKWIFSQjAAsgwUxuc6gHZ GIN5Sv+bwA06cZQJI0IQTI4AMIOVVOGBWMBWMALvhcsqETgeRnI
ORttN4IDrM9ghXhdAkM3gInAh4hk6 ATCcPYUCWRIAIdQWAPKwABADCQAGYABPJ1AgKjxpVy8BEEF
qOU53aVxABKMACGZ064NgCOVT3hAVFWNKSU9gASIKBAIHACFB7hgAVAAIXODSIEy4gMDC4iXW3pl
x3ISICE10dxuNCgAwWyFGAIRAgGHNIYMOMNHIBKpCAUsSuSAXOFQABPAdcCDoABCmIigABjIAAIMZUcn
JOUDLXUAAQYxpXiARV+WQO9IdIOBIZp3EpAtwakHKmMScCZIATexmIBAI4IrXwYxZkpUD/Xc3QCQgc
YEO3HAOGUGcaAsizIpcdwQrkNxANMOCyYD5gFCfxBgsARY AUcuuxiVMKJI9dXxKIZ5DIhJQIK9kOAA
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FAIAWMwagQ4sQINgm0XggkahB8iDcAS6zUBQEAEcksCXI33BAnoaANcwiAAQY CttWKvBq7CVER+]
R80ScDi3/KwBCihAMgiiAFSpKWW/IstwfiwWhb8ACgDB6Ckx2ISNaxnAAOAABXaONyWQxg8Da/KkA8
VFCejAFAZIXly02/BADUBOK2CFGBdfhRyxqpACGoAQDIHOAAZAKFbASRD]9IjBBpakBQ+FjiAwYJ
AHUQ2FrMIDGOMzzKAGjLKAtOWAUE/XDRQVpNIASIRAMNQhMF4CPD81xoLQGQgCVgKXEI5SseUATCC
JQPAA4PwWIKAI+ICXhvHIZITNkwkSgCxnOAA8g3GGBYMUAVAMVIPU8V8H+WaaSOrGc07PAzTwAI1B
+c6KNIhNSGWPIMPGAah5M6X90QKBIFiaAODHY]LGnyPX1aDP4YcDGFBYNo7AZCplgLXgTNWB7LI8
ApEmndmE4xLrGscKWMCXrzUCFdSILLBRQBkOoOgLKztgUMuwbylgZgwr+9XLrjY AWLKbhFiLS9bu
NhMXO0K6blgAD3Ib2TIcwkGYv26bgzZna5rW3TgEkhgRNI9I83gRBqv3vilda3rJfdbv9+FIpGdduU2
tfldbmv5W+EF13bABW4jaj/8RvG2tsIvY 3D4YnzfCLcRPzpOkinfaOlVx7CQL2xvhYDc2ilviL/V
viKovfrVKYd4QqA2c5fbfNkN1/iNau5zbROk5zeNecKIviOkb1zpTL+R0Zmo76c3PehST4jliult
Sje86suOutB/rYARC/zNEIi/I1gke9HczPAA4N3ra3b5zrkNd7XDvtgNMInCMIOYwNyXiqQJkALI3
PelYFhFBfmOjNyo7Ah4QeouTDfKtBn7nWSNgzuuOeZsh/fKZ77xCslbljxP933DewPoaQJeblLgUl
BUi9sluebsffCAOFCVPigaZzhRT/INw2MgmkkL50ZxMe6V5XyOAs7/nkd/vpgvd28ZUPXwx8ICOlI
aAxBbHee2ghOJoOswBM2QY IVWEEFB0OgeXSRTASdHZvoklIF4yNpEeBixPATnKfm818qfenlo0gKpA
4J9IAROQAJtQAA3IDxdje/7zTxoDFVZFFhhQAI5IFhXAe0/AQ4ajP41ETp8RGhEABU7XANDIDXVG
FalBGk/hFj9RAXBgLRxSHeXkY FhWH/UWAYMglhXGHWWwGa43etDngz8IhAD3MYMQDI6 TAIWhPRIQ
OBsAAQUAUQsQARshFgegAfizAFAQDgKAEaJUAGLIFCIADW+AJYyMQKQRAADNRKACQ/xe/sUWCO0gDX
1UkFwACqcgLOZD4koDti6FYVoAEWIAU60wBQOFQSkADVgSrk8hzqOwAsExea8hHDASwWn4AEZIBsC
EAGCMAJV6CpFFAFPCALCYk4P8AGIWAhOL1EMEJWCcOACe08yt2QglJsAlroCscoEtkoEd95X/OFIS7
ylu9eFP7IUUBAj6dEU4MOBOeUWHLJIACtQGBKkCcBOIUJOEKCAFp86ADGAgAIgABNgQE8wWgIBO30A
AAWVJIgUEUABLQQEEIRVVX0VAQnhcD5KdCwVUCiId1F5nwwHJIUAB3EG6IEhkZgBCgAWAY Qhrgkl6c
IB8XYI4EZhScQES6MhGGkwB1Uv81XelE4519BeEE5zFBoYEwsnGOIijQY+olY/RIANeWLKamSu5gC
8rAANMRMB/AUDSAIR6I6HPBWTVUSHHASGjA+AyM4IwMJIMvJ7G+BrBYBUNCNNPMMPKgMXBLZFhjuW
CVAE6ZhE/MAVXwWV0igQPgZg+C8AVKIASfXIO1fEUPPNg6RMAO07FgFYBeOAMOe8ZNZqgAkXYr3nlU
Z3VI/hAv9EeJZINPd6ACgwAHAZBSVSUAg1AuCMEBVNEQPDURS5BQAZSAJGICWRIFIKEMZmzI1IMMgR
g2UbvBI4/AE+IXAvnLARIWmMJuSUSPsEIceEbDDkRDAAWWPEAKIOKczKSGFQBr4b/KmGRNYMhLGtx
KrxVHoInEmpCVq0ih24BKERCANYla4eSMoOFHOQXCNEJYeMnAZuTCFeDAU72AgKjEofDWxdUVYRB
AA/wXraYjp6xHQUADitwAPHWGXEQD4xwBwWrACBhEfr9iBgTAKIZSErDHMQeKoHNNFCsgKGLYV7Rj
MrzkACuwaliZYcfGKm72AB4wF3nzPQHAWIbjBC2IADVSGVJImLUs20YuxSzHMD6TWawggZPjgGU+h
AGIliZE5SwYwhxZbdpefiAZytgHa/mBHzCJiSWJIWdWohIWhESkpDVibBIGRNaxACtAFiDaxXD5alBuC
G2ShAXwCo0+BdwlKpmWakhCWH1Sut3xmupLNx6ZvCqgeep3hxSqdlaqd3iqd5qqd7yqf/fegnfwgo
gSqog0qohWqoyeemh6qoi8gqoApeojQqpkSqpnbdwQfioFpd7mPpyGHdxpNcTJddsIOcxBAGQnNRZ7
SPeplzKpg+pznkGolwpwSRdzBsqqtSpzFwar5SY Q+iY QIRd8g6dyENepvxp8ohpyThesuCpOuWaqr
byerxGpzJdeDIDp8yCp7wBdOL/pu34Nwr6atlXqrfzV4B3dwpwqtzTquljlgSmcttigru+py8LglL
r7aut6EAPaGt06qtBbGvKuemnfgtybplD+eq7VquF3evBwclHzd06carF+er6 AQE1BaxHGCcjW9E4
82qtx1p0ChGg8BZ746EpUjet50qt/wo6d0X6Y+4qsRiWogARGIEMcMGipphaEBGVerJoG6mBERIA
kSh7rvwWIORkFodhLSchswThBDaYIrYHfDsIMJi6CVBWXITHFf TCZE5BeCbCVAaDFqHRO9z4e2Zw
HgwCGslgG4yABx8ABQzwe8w6qZBSAsnAASXwAUbrGT2RsKM6qruaAHigVJIxQAhJBrir6ogogKIGn
cPKKJBEOKIXQAICAXK5QAMKBCR8gKT1RrzjTSWingvdgr4druAU7ECrgH+VUAI44EBVQAONBrAvw
AR/gLiIXAQcGnAilwihhmOaBrr8MKgVGigsHbH1FpQSXAKIH3cS+6kSVQAIFIAbE7EVBbEQEI4ESI
gDHY8gHUmM291SxwlsDOp9RMIcFUt2234sAGtKz4I0AKOw2ZkoQCUIm+WU2mEUQIZIGK8tFDzy0Z0
pnVf8mYFsQJ4sEViZLeDQQapGwCXaw9omb/z6wBrOwIMy0Zz1r51xmOKBr+WY2qVAQAQggA/c2sFO
Cr+KlglfQLyC2y600S0IBr8eU2kujBoFR2IQMbgNHG8eULKEwbqu20Y3Yy2bMBWO0GzR40ALfgw9y
QCMBIAedkAhOIAKbULMC8gYfUDVOQMS7gsMSULHkeyMWoL5kcbsIOMTWmx5QMMAealL fOshZ2Kwir
wLzM+yOfEDgWcLB6RS2CzUL9yUAL/KEAgbhwgo8pjF1ACI6AAayvENPABjXMHA8GBhINV2Zu6KsC6
zFsUIMS600fIMzI12TtanLwSEsC8UJDCS3wgQkwQdVUEmM1y5ZLEVZjwoJTAB/MAJUKDKWhwAIgAF
170J2fsBdIHGIQsbVbXHeuwcS5u9X1EQXtwpA1G3xwsJy1QQUOyY8VCx2nHQQBVYCgeMZe5y42YEA
J5C6CjcCfREP3srFynrAenYtrDsCIPtel AAFVUMCIZsXvTzPB2CQ3WW94cARrXvEHzZABEeAfDOAG
sSsADFC/ggMFZGQjggsOXnyOyaAAS+xIImC9As3HHOJIQiwwXsTsBzdXBcvABBCC4/1rcF72hx3dg
GiUQLsQ8AXrcNUSsAZALW,)jDOtPLAHBWSwWNhAQI8u+0iuCpt0S0jAp3wBDh8Bx3AAAlgBiVwB2aA
OFpcOmgcy33BAATAtMDkxcJYVK+SW3JwByQAB4hkyj39AS3QApwgKrTrgRIgBOfi1IN9jBpC8vrXD
vMmwROesbPtQAvqguXW7ACAwt+mxxlY SuXcABSUQD16sGwjhxreEyOAwz1gLgQpUAguyAHOLEALA
O5yHxxkwteDQBIk8fR2MuwH5AYORNXSIHQCgxzYIBXZ7B5f7AQrQF4Nx2xNRAmIy2CZBuyd5ENJc
EKIM1A1REFIABYAwu+skulEDxf8C4AAbYNS5zcwl4J+L/ARIDBsQKAAasLYicAdwTBDPWzXVDQ6w
m9ixSzADIdzXBgUfcIHXZh+dkB2doQAIsAEeYwgpkR30Izh+AberailmgAf7+Rwi/QSxjTFKMg80
ULfXOEORAC30tMd9mNDYHA4H3C782boHTC8pYL0IR21SUODSTcMMgAftgg+4a2qbrCjZAQI40Nrv
/TOCgdSXxMgECuUMIPORco2LpePENP/QBE/BmwXHssTX+se0hKu7azCw6GjUGQW29LbA86sWTnSyCS
/AH2YMKPC8sPQL3MQWZWAEY gXt423TgPOABNSSEEQdM8/QHIOGWBUAZImMLtstM/AzHXGOOEQ8JG
jgHX3nY3qdtpgutD+KC+H5LnkOuFg8Qa4G0O8ma30ggsHbtwtDoC7C+ABH+BDUhDNAWBRWNtzYGK3
GDMLhkwL+xUFgBBpOwW7FECAS2ZxEJfAEK3cdTI0j0mThqY3hugOODKCITODgg2TGA2jK1cONRATK
rnsb51vM2QEtDg0AOuUwWAd4BNKEsvZOA5Ca3MBDwBBGwWVSEwgzBR7gSjrglICZOEAz5wQz83TRAXG
CYAQCBDFX5LovDLYA507E7kXAb6qCCDj7828x0TAHYDSVXNQkcu2iTC9730QVxi5FvgBBNY XHyDj
zUHhANAAJQAFTb3MuSe4Rk5T/3meHpcbAA4gAR+QRIEr8BSixtFnt+9dzhyg8pDu43QBgYasM/hw
XW+uw9bd8CasaP2h8EJcE8ar21MOCU/A82w78Sqgx+8NBQgFw2yb200yvQrP1Z6x6ZFrx9EsQuvH
VFTcVOMHRN2R2GiSHilg43brURYt8PKDxwwd6MCgABXCeKCc7qciAES8AB/1YIVYVYWLJUQNRBgKA
byuwnkGzQc0IBdDmMbGbgDw7gVIHzZAPEDpQuUeikWy9e2CVP2hxPQAAIAG/5AAYiXzJtAAIXp+bBB
HrCxAC+gKZ+F+qZ7SOUI0oLDXdsCLPbmAKe/CdojOAIALY+fCHdAfb85GAAVGD/BKAAH7EGNPQQAU
8ASQbxSqPWGSQm320Dz7kJkJUY4EoPp9fyokcHFVuBvVfAwANYlaq3wB/Lv4F08GoX/f9IhAD2C15
+08Qp40ohDhAABASUMNDgQYQJFS4UyI8hw4lIHT6 UCEBBRIOZNW7k2NHjR5ARMOSEIPFhQZIID/pT
UXEEHKgkPJp8yNIiSIsMc1Lc2XJIhT59BhQ4IWIQh0JsfaRpdeHHBAGYHIy5dGtXqVaxZtXKsujUh
Uo8pOyogibFropNRz2Zd69XtW4JSr64t2Dbu3bEGgeKtevYiWrwQIYINLPinz6INBAKF29jxY8iR
JU+mXNnyZcyZNW/m3NnzZ9AUoUWPJI3a9GnUqVWvZt3a9WvYsWUHz6Zd23blgAA7

Hint: Be sure to decodenlyBase 64 content5 2 Yy Qi Odzi 2 NJ LJ &

F F3SN) GRgBA7TTFAY I £ X
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Note also that you are converting this encoded data into a specified contgme (.e., a GIF

image); so,some online converters may require you to save the decoded base64 data to a file

with a .gif extension before you can view the image LF 2yS 2yftAyS 02y @S]
you, another likely will.

ANSWER:

Question 4: Look at the base64 data in Question 3, above. Can you spot any combinations of
letters within the data that form English words or names of three, four or even five letters? For
SEFYLX S L &LRGGSR aDh52é &t Ljtasthred otersJoéi a b 9/
found:

Think about the ways the occurrence of happenstance words and names may complicate electronic
searches for relevant documents

Question 5: Find the Secret Word

Question 5: Download the file abttp://www.craigball.com/Find the Secret Word.zipExtract

GKS G2 FAESa Ay (GKS % AL FyYyR dzasS 6KIFG @&2dzQ@S f
I KSE GASH6SND (2 CAYR (GKS {SONBiG 2 2NRtree-hyOS
part puzzle),Syply the secret vord as your answer via Canvas.

The secret word is:

Hint 1: Not all data associated with a file is visible or intentional; some may exist glack space
0KS dzydzZaSR LR NIA2Y 2F | FA{SQa FAYylLf &ad2NI3S ¢

A Note on Slack Space (You May Need This)

Files are stored on digital media in fixside blocks or clusters. When a file does not completely fill

the last block allocated to it, the unused remainder is cafiledtk spaceThat slack space is not
automatically erased when a file is saved and may still contain fragments of data left over from
SIENXIASNI FAESa 2N a2adSYy OGAgAateod 'f0GK2dAK af
invisible to ordinary user$iex viewersanvisualizeit.

Hint 2:1f you discover and decode the password, yowst figure out how to use it taincoverthe

secret word. Zip files can be passwpmbtected,soyou may need to usa decompression app
that supports password protection. Your-&$plied app may ndte the one to do that
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EngodingAarvld Steganography ] o 3

2S NBOZ2NR AYF2NNYIUAZ2Y SOSNE RIeé dzZaAy3d Hc aeyYoz2
Ol f f SR & L&y, yi caildisay®gsaheand metaphoricaltythat we write in something

like hexavigesimal (Bag6), though unlike true positional encodingsyr letters do not map

cleanly to numeric values.

G. AYFNEBE 2N . FaSun SyO2RAY3I Aa vy 20l diah yAT ASHF 2
GO02YLJzi SN RFGIF Aa &G§2NBR | & 18fAS dinatyyldta isisbie® SaTé
physically, electronically, magnetically or optically usimgchanisms that permit the detection of

Gg2 OfSINIeé& RAaAGAYy3IdzZAakKlIofS aadl G§Saed.,thumk S KSN.
drives), polar magnetic reversaksd.,spinning hard drives) or pits on a reflective disc deflecting a

laser beam(e.g.,DVDs).Ones and zeroes are simply a convenient waydiate those states; the

storage media themselves know nothing of numbefsu could usanytwo symbols as binary
characterspr even two discrete characteristics of tsamesymbot such as uppercase versus
lowercase letters, or the presence or absence of a serif.

| free you from the trope of ones and zeroes to plumb the evolut
of binary communication and explore an obscure codingdetgac
calledSteganography ¥ NRBY (GKS DNB S| =
g N (i Buf filst) ée need an aside of Bacon.

D2 JSNB

| mean, of course, lawyer and statesnfain Francis Bacqi561
1626). Among his many accomplishments, Bacon conceiae
bilateral cipher (that is, one based on two distinguishable stae ]
GO2RS¢ Ay Y2RSNY LI NIy OS omyperomnay 8 d Kye KRRRY
FYy@adKAYyADE

.02y Qa OALIKSNI dzaSR GKS fSGGSNBR a'!'é YR a. €& (;:

7\Y<'Vi|j§|'|flz g S 388 idKS XA N X 3O f 32 & TNR V _|.(32yg
: : Letter | Code Letter | Code Letter | Code
clever_ cipher to modern ASCIl and Unico | AARAR i TABAAA ® TBASAA
encoding. B | AAAAB K | ABAAB S | BAAAB
C | AanBa L | ABABA T | BAABA
As with modern computer encoding, we nee | D | AAABB M | ABAEB U/V_| BAABB
p A - . < E | AABAA N | ABAAB W | BABAA < a
def,u)\I:Jf S O0AYI NJe' RjAEI)j c T ARBAB 5 T ABABA x| BABAB ?RS 2 |
aaiulyR AY F2NE UKBacdn| c |aassa P | ABBBA Y |BABBA| S U O
H | AaBBB Q | ABBBB Z | BABBB

chose the fivebit sets at right:
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https://ballinyourcourt.files.wordpress.com/2021/01/image.png
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L ¥ g S adzoauAdldz s 2 }/ S Letter | Code Letter | Code Letter | Code 2 02
cipher starts to look uncannily like] A | 00000 /)| 01000 | R | 10000
: : B | oooo1 K | 01001 s | 10001
contemporary binary encodings. 00010 " a1010 0010
o D | 00011 M | 01011 u/v_| 10011
Whyfive bits and not three or four? The answe| ¢ | o100 N owoo | | w1 10100
fASa Ay 0 Dy hoNBot MATHEKY F | 00101 0 |o1101 X | 10101
. : P 9 . G | 00110 P | 01110 Y | 10110
Wait,waitT AU @2y Qu KdzNl @ W | o011 Q o111 ] 7 10111

If you have one binary digit {g you have only

two unigue states (one or zero), so you can only encode two letters, say A dhgds. have two
binary digits (2or 2x2), you can encode four letters, say A, B, C and/ith three binary digits
(2% or 2x2x2), you can encode eight lettesinally, with four binary digits {2r 2x2x2x2), you can
encode just sixteen lettersSo, do you see the problem in trying to encode the letters oflet2®
alphabet? You must use at leasdive binary digits (2or 32) unless you are content to forgo ten
letters T a sacrifice few secret correspondents are willing to make.

{ANICNIyOAa .02y ¢l ayQi SaLISOALl f f didemgssagdsB a i SR
in any medium, permitting a clueid reader to distinguish between differences lurking in plain

sight. Those differences whatever they might be 8 SNIS G2 RSy23GS GKS a! ¢
steganographic technique
.02y Qa Ay aAahK
observable difference could serv
as a carrier of meaning. Consider
these examples:

6Fa  GKLE @

TN

U

That last one is quite subtle, right? SNE Qa K2 ¢ Ad0Qa R2ySY

Using Bacon's cipher, CRAIG BALL is AAABA BAAAA AAAAA ABAAA AABBA AAAAR AAAAA ABABA ABABA
C R A | G B A L |

To conceal my name in each of the respective examples, every unbolded/unitalicized/serif
OKI NI OGSN) aA3ayATFTASa |y alé Ay . 102yQa OALIKSNJ

AAIAYATFASA | a. €& o0A3Ty 2 NRnlyite Sisud LJdzy O
differences carry meaning The bold and italic approaches look wonl g)ang)

and could arouse suspicion, but if the fonts are chosen carefully,

absence of serifs should go unnoticetiake a closer look to see how it works:

I hid my name in this sentence as sans serif characters.
AAAB AB AAAA AAAAAA BAAAAABB AA AAAB AAAAA ABABAABABA.
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